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Chapter 1: Documents

» Read GALsync Manual if you want to know

e How can I configure GALsync in detail?

e What system requirements does GALsync need?

e Which internal rules does GALsync use for synchronizing?
e May I get some best-practices tips?

» Read GALsync Quick Start if you want to know

e May I see some screenshots for understanding GALsync?

e How can I quickly test GALsync following some pre-configured
settings?

e How can I configure synchronization without reading the
manual?

» Read GALsync Concept if you want to know

e May I get some management summary for my bosses?
e What is the idea behind this software?
e What is the value for my company, my users and my it-staff?




Chapter 2: Installation

> Step1l

1. Log in to your server with administrative permissions (i.e.
administrator)

2. Create an user account (domain user) which will serve as
Service Account (i.e. GALsyncService)

3. Run your installation package (GALsync.msi). This will
install and register all the components necessary to run
GALsync on your server or workstation.

4. During Setup choose the administrative account which should

run the service.

i'é" GALsync Setup !IE[
Logon Information
The following logan infarmation iz uzed by GALsyne. . v
AN

Specify a user account to be uzed by the application, either for running a service or for
logging onto other servers. Uze the Browse button to chooze users from your network.
For domaing, user names must be it the format of DOMAIM YU zet ame.

The user must be have the night to "Logon az Service'.

User Name: |NETSECAGALSyncService Browse. . |

Pazsword: I xxxxxxxxx 1

“wize [nstallation Wizard®

< Back | Mest » I Cancel

Note: If you want to know what happens in detail during setup
or how to remove GALsync manually from a machine, see
GALsync Manual

5. After finishing setup, the configuration wizard is started.




Chapter 3: Quick Configuration

» Step 2: a quick export

The wizard will guide you through the steps of basic
configuration.

GALsync Wizard 3]

Introduction

Configuration guide will help vou to setup GALsync with the
most common settings.

You will select a certain scenanio and configure all required
settings.

After finishing the wizard you will be able to modify your
settings in mare detail.

1. Select SIMPLE
After Introduction you will decide which scenario of
synchronization you want to implement. Choose Simple as
recommended for first and simple implementations. This will
store your data in a local folder, which you can hand over to
the target organization manually.

Note: If you want to transfer data using FTP, see GALsync
Manual. If you want to transfer data using SMTP or a common
Windows Share, see later in this guide.




GALsync Wizard X

Scenarios

 Simple (for testing purposes)

GALzyne should be ingtalled in zource and target organization
» Export your objects to afile in the source domain.
» Impart ohjects from a file into the target domain.

C Standard (recommended)
GALsyne should be ingtalled in zource and target organization

» Export your ohjects in the source domain.
W Transfer data through email ta target arganization.
W Insert data to target Active Directory.

O All-in-One (trusted environments)
GALzyne should be installed in source or target organization

» Export wour ohjects in the source domain.
I Transier data using a share both organizations can use.
W Insert data to target Active Directory.

2. Select Export
Because you installed GALsync on a computer in the source
organization you will configure at first an export profile.

GALsync Wizard [

Direction

If wou export data you will connect to the source
organization and choose the ohjects vou want to
synchronize to the target organization.

O Import

If wou import data wou will connect to the target
organization . Y'ou will choose an Organizational Unit
and import the objects you received from source.

N T




3. Select your domain

By default you will get a list of all the domains in your forest.
Select the domain in the list and it will be inserted in LDAP
Path-field.

Leaving Username and Password blank will use the GALsync
Service Account to connect to the domain. Recommended is to
insert both fields with appropriate account information. This
account requires only READ-permissions to your Active
Directory.

You may decide to select the objects to export by choosing the
option Select by group membership. This option will export all
members included in this group. By default the option Select by
objects is selected, which requires a selection of every object
or OU you want to export.

Note: If you want to add more than one domain you may
configure this after finishing this wizard.

GALsync Wizard X

Connection settings
“ou choosed in step ,Direction” to Expaort.

Export Select the objects you want to export. You
may also select an O,

LDAR #DC=netsec,DC=local
LDAP #DC=sub,DC=netsec,DC=local

LDAP Path |LDAP-#DC=netsec,DC=local |

Username | |

FPassword | |

® Select by ohjects

O Select by graup membership

[ < Back ” Mext = l

4. Select individual objects or Organizational Units




After you clicked NEXT it may take a while until the program
loads the directory tree with all objects. Now you can select the
individual objects or the OU you want to export.

Note: If you want to know the rules GALsync follows if you
modify, add, delete or move objects see GALsync Manual.

By default all object’s attributes are exported. If you want to
know how to exclude attributes see GALsync Manual for more
details.

GALsync Wizard [

Directory

= [F][3A DC=retsec,DC=local
DD OlU=_Testaccounts
I:“j OU=Microsoft Exchange Security Groups
[CIC3 cN=Buitin
DD Ch=sars
[¥]C3 OU=_HETSEC Mitarbeiter
[]C3 ou=_Kunden
[J@ ou=_pEMO
I:“j CH=Microsoft Exchange System Objects
I3 ou=Softwareinstallation
DD OU=Exclaimer Email &rchiver
I:“j Ol=comAdmin
CICA ch=Computers
DD OU=Domain Cantrollers
I:“j OlU=_Servicefocounts
CICA ch=System
DD CH=FareignSecurity Frincipals
I:“j CN=Program Data

[ )]

5. Select No Schedule Service

Configure the scheduled execution of the export. If you choose
manual, no automatic export is performed.

Note: in the lower line you see if service is in running state or
not.




GALsync Wizard [

Schedule service
Configure schedule the service will execute this profile.

) Mo schedule service

© weekly Monday
Tuesday
Wyadnesday
Thursday
Friday
Saturday
Sunday

22 5| h |0 |3 min

Running

| <Back ][ Nex> | | Concel |

6. Configure administrative notification

Insert all information required to receive an administrative
notification with error reports.

SMTP-Host is the hostname or IP of your internal mail server.
From declares from whom the notification should appear to be
from. To declares the recipient (i.e. administrator).

GALsync Wizard =

SMTP-Server settings

Configure where the program will send administrative reports to.

Mare ar IP of yaur mail server [anonyrmous access required)

SMTP Hggt"xSDD.netsec.lucal |

From |galsyncservice@netsec.de |
To [administrator@netsec. del |
cC | |
BC | |

Subject  |Log file |

IF pou click "Mext” a test mail automatically will be zend.

| <Back || Mex > | | concel |




7. Select the default profile name

You may want to give a user friendly name for this profile
which stored all the settings you have made. If you do not
insert a custom name the default will be taken.

GALsync Wizard 5]
Profile

All wour settings will be stored in a single profile.

Please insert an user friendly profile name.

| e

8. Select Finish

Finishing the wizard will store all settings made and start the
Control Panel where you may review or modify your settings.

GALsync Wizard 5]
Finish

Congratulation, your profile is configured successfully. Your
settings fullfill all reguirements.

If wou click "Finish" the wizard will be closed and the program
is started.

You may want to modify these settings later on. Flease look
for profile name "WizardStandardExpart"

< Back H Finish ] l Cancel




If Control Panel starts, click CLOSE.

. Summary

Your settings will be saved in file
GALsync\Profile\WizardSimpleExport.xml.

At the configured time the selected objects of your domains(s)
will be exported to file
GALsync\Export\WizardSimpleExportData.xml.

Congratulation! You configured a quite simple export of
directory data to a local file. This may be a first introduction to
GALsync.

If you want to import data, you have received by another
organization you may follow the next steps.

» Step 3: a quick import

1.

Install GALsync in target
Install GALsync on a server in your target domain.

2. Repeat section 1 - 6 as described in STEP 1.

. Select Import

Because you installed GALsync on a computer in the target
organization you will configure at first an import profile to
receive the data.

. Select an Organizational Unit

Select an Organizational Unit you want the data to be stored in.
You may also select an OU and create a new sub OU as import
folder.

. Repeat section 10 - 13 as described in STEP 2.
. Summary

Your settings will be saved in file
GALsync\Profile\WizardSimpleImport.xml.

At the configured time the content of the local file
GALsync\import\WizardSimpleImportData.xml will be imported
to your Active directory.




Chapter 4: Using SMTP as Transfer method

Source Exchange-Organization

Target Exchange-Organization

/

A\

Mailserver

> Step 1: Export

If you want to export data and send the data file as email
message to your target organization this is required:

e A mailbox in the source (i.e. have the service account mailbox-
enabled

e Your mail server in source must be configured to accept emails
from the GALsync program (note: it's not an authenticated
Outlook client!) and to relay to your target organization.

e The target mail server must accept mails from your
organization and a mailbox in the target you send the data file
to.

e In the target messaging organization there must be a WEBDAV
enabled exchange server (Exchange 2000/2003: OWA enabled,
Exchange 2007: Mailbox Server Role). This functionality is
required to extract the data file from the received message.

e If you validated the message flow between your organizations,
you may configure the recommended GALsync scenario using
the configuration wizard




1. Select option Standard (recommended)

Scenarios

" Simple (for testing purposes)
GaLsphc zhould be installed in zource and target organization

P> Export wour ohjects to a file in the source domain.

> Import objects from a file into the target domain.

& :Standard (recommended)
GEALzync should be installed in source and target organization

P> Export wour ohjects in the source domain.
D Transfer data through email to target arganization.
B Insert datato target Active Directony.
O Finich T All-in-One (lr.usted.envirunments) -
GALzync should be installed in source or karget organization
b Export wour objects in the source damain.
I Transfer data using & share both organizations can use.
I Insert datato target Active Directony.

< Back Mext = | Cancel |

2. After clicking Next and selecting Export, choose the domain
and objects you want to export.

3. In step Transfer of the wizard you now define the settings
which mail server you use, who is sender and recipient for the
data file transfer.




O SMTP-Server settings
O “ou choosed in step "Scenario" the option "Standard" and in
step "Direction" the option "Export". Your exported data will

O be send by email to the target organization.

O Mamme or IP of wour mail zerver [anonymous access required)

O SWTE Host |rx3I]D.netsec.ID|:al |

8 From |ga|5yncsemice@netseu:_de |

O Ta |galsyncsewice@mailscape.cclm |
BC | |
Subject  |Datafile |

IF you click "Mext" a test mail will be zend autamatically.

< Back | Mewt = | Cancel |

4. Follow all other steps as described in the simple scenario.
5. Summary

Your settings will be saved in file
GALsync\Profile\WizardStandardExport.xml.

At the configured time the selected objects of your domains(s)
will be exported to the local file
GALsync\Export\WizardStandardExportData.xml. Then the file
will be send as attachment to the configured mailbox in the
target organization.

If you want to import data, you have received by another
organization you may follow the next steps.

» Step 2: Import

If you want to configure the import at target site, follow these
procedures

1. In wizard’s step Direction select Import.




2. Choose domain and the OU you want to import to.
3. Fill in all required information where to download the message

from.
lGALsync Wizard ___________________H|

Intra Mailbox settings

“'ou choosed in step "Scenario” the option "Standard" and in
step "Direction” the option "Impoart”.
Configure the mailbox which receive the data.

e http://<Exchange Server: fexchange

or  httpe:/Y<Exchange Server: fexchange

For details see the manual.

0000000000

Exchange -

e b DAL |http:ffmallbuxseNerfexchange |
Sakaccount name of mailbox you want to download from

Logon Mame |ga|synu:servic:e |
Mame of the domain

Dornain |mai|su:ape |
Uzemame wha logs on to the mailbox

Username |ga|synu:servic:e |

Fassword |ﬂmm* |

= Back | Mext = | icancel |

4. If you click Next GALsync validates the information.
5. Follow the next steps as described above.
6. Summary

Your settings will be saved in file
GALsync\Profile\WizardStandardImport.xml.

At the configured time the message attachment will be
extracted from the mailbox and saved to the local file
GALsync\import\WizardStandardImportData.xml. Then
GALsync imports the content of the data file to Active
Directory.

If you want to make modifications or more detailed settings to your
profiles, see GALsync manual.




Chapter 5: Using GALsync in a trusted environment

Source Exchange-Organization @ Target Exchange-Organization

Windows Share

If you want to export data and store the data file in a common
used file share this is required:

e A file share on a fileserver which is accessible for both
domains.

e A user account of the source domain and a user account of the
target domain with permissions to access the file share. You
may take the service accounts to have these permissions.

» Step 1: Export

1. In wizard SELECT option All-in-One (trusted environments)

GALsync Wizard ] %]

Irtro Scenarios

" Simple (for testing purposes)
GALzync should be installed in zource and target organization
b Export wour objects to a file in the source domain.
b Impaort ohjects from a file into the target domain.

" Standard (recommended)
GALzync should be installed in zource and target organization
b Export wour ohjects in the source domain.
D Transfer data through ermail to target organization.

Profile I Inser data to target Active Directony.

Eirigh & All-in-One (trusted environments)
=t GALzync should be installed in zource or target organization

ololojelololele] I

p Export wour objects in the source domain.
I Transfer data using a share both organizations can use.
D Insert data to target Active Directony.

< Back [ext = | Cancel |




2. After clicking Next and selecting Export, choose the domain
and objects you want to export.

3. In step Transfer of the wizard you now define the settings
which share you use and what the name of the data file will be.

GALsync Wizard ) B

o Shared folder settings

“'ou choosed in step "Scenario” the option
Configure the share which contains the data file.

Whaerverssharghesp.aml

Fath |V\shareserserisharg\synodata. «ml

Access Infarmation

Domain netsec

User galsyncsenJice

Password *"‘"“"""1

olelojel 1 I I 1 T

If wou click "Mest" the inserted walues will be validated.

< Hack Mext = | Cancel |

4. If you click Next GALsync validates the information.

5. Follow the next steps as described above.
6. Summary

Your settings will be saved in file
GALsync\Profile\WizardAllinOneExport.xml.

At the configured time the selected objects of your domains(s)
will be exported to the local file
GALsync\export\WizardAllinOneExportData.xml. Then the file
will be saved in the share using the configured file name.

If you want to import data, you have received by another
organization you may follow the next steps.




» Step 2: Import

If you want to configure the import at target site, follow these
procedures

In wizard'’s step Direction select Import.

Choose domain and the OU you want to import to.

Fill in all required information how to access the file share.
If you click Next GALsync validates the information.
Follow the next steps as described above.

QO U AW

Summary

Your settings will be saved in file
GALsync\Profile\WizardAllinOneImport.xml.

At the configured time the file will be downloaded from the
share and saved to the local file
GALsync\import\WizardAllinOneImportData.xml. Then GALsync
imports the content of the data file to Active Directory.

If you want to make modifications or more detailed settings to your
profiles, see GALsync manual.




