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Linux Kernel Runtime Guard (LKRG) 1.0

What 1s LKRG

Project of Adam 'pi3' Zabrocki
+ Brought under Openwall umbrella for its first public release in 2018

+ (Post-)detection of (and response to) kernel rootkits and exploits

Linux kernel module that performs
+ Runtime integrity checking of the kernel and modules (including 1itself) <-

+ and of CPU flags and globals and the kernel's view of running processes &
+ Sanity-checking of control flow (stack unwinding) and blocking some APIs
+ Response to (almost-)successful attacks and encrypted remote logging

20+ contributors total, 4 very active this release cycle (0.9.9 to 1.0.0)
+ Also users contribute testing beyond what we could perform ourselves

Independent project with some corporate support
+ Remote logging research and initial implementation in 2022 by Binarly
+ Many general improvements, releases, packaging in 2023-2025 by CIQ

Solar Designer / Openwall, CIQ Nullcon Berlin 2025 September 5, 2025

"code"
Ildatall

2 / 26



i et k. o

Linux Kernel Runtime Guard (LKRG) 1.0

Openwall's most controversial project ever?

Can't win against attack from same privilege level, they say?

But what if you counter-attack?
Compared to exploit or Core War, our goal is modest: detect and stop attack

OTOH, exploits may know exactly what we do before we do it, so we randomize

Core War 1is a programming game 1introduced 1n 1984 by D. G. Jones and A. K. Dewdney.
In the game, two or more battle programs, known as warriors, compete for control of a
virtual computer. These programs are written in an abstract assembly language

Wikipedia

Players write programs to eliminate all opponents in the memory [...]
Core War News - 2025

16 Jun
Congratulations to Inversed and Dave Hillis, who claimed first and second place 1in

the Nano Core War Challenge
Core War website
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Linux Kernel Runtime Guard (LKRG) 1.0

The landscape

* Kernel hardening patches
+ Early one-security-feature patches in mid-1990s, then compilations of those

+ Openwall's -ow patches for Linux 2.0.x since 1997 to 2.4.x maintained until 2010

+ grsecurity + PaX since 2001, by Brad Spengler (spender) and PaX Team (pipacs)
+ At first protecting the userland by the kernel, later also kernel self-protection

* Upstreaming efforts
+ Openwall's GSoC 2011 project with Vasiliy Kulikov, kernel-hardening mailing Llist

+ Kernel Self-Protection Project (KSPP) by Kees Cook et al. since 2015

* Tetragon eBPF-based Security Observability and Runtime Enforcement by Cilium, 2022+
+ Functionality and approach partially overlaps with LKRG, but implemented via eBPF

* LKRG 1s mostly orthogonal to and may co-exist with kernel hardening patches/changes
+ Some LKRG users are running it with hardened kernels (forks of old grsecurity)
+ LKRG may probably co-exist with and protect Tetragon, but this is trickier
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Linux Kernel Runtime Guard (LKRG) 1.0

Runtime 1integrity checking

This involves several activities

When LKRG 1is loaded:

*

*

Generate a random key for SipHash
Snapshot the initial state

+ Keyed hashes of CPU metadata, kernel image, and modules as they're seen in memory

+ Values of critical global variables such as SELinux "enabled" and "enforcing"
+ Shadow database of running tasks (processes and threads), including credentials

While LKRG runs:

*

Track legitimate changes and update the snapshot (avoiding race conditions)

+ Hook kernel functions that make such changes, pause checking, update on success
Validate current state against the snapshot (also avoiding race conditions)

+ At intervals, on random events, and most 1importantly just before it would matter
On unexpected differences, log the event and trigger the configured response

+ log and accept or log only or kill task or panic the kernel (defaults vary)
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Linux Kernel Runtime Guard (LKRG) 1.0

System (kernel) 1integrity checking (kINT)

This includes:
* CPU metadata: CPUs online, per-CPU WP SMEP SMAP, IDT, MSRs (e.g., syscall address)

*x Kernel image in memory, modules loaded, module images in memory

* Some of these things are also checked more frequently (current CPU's flags)
* Some also have separate configuration knobs (SMEP, SMAP, MSRs)
+ For custom configuration, but normally these are updated as part of a profile

Legitimate updates include:

* Logical CPUs going offline and back online

* Kernel modules getting (un)loaded by legitimate root (task passes integrity check)
* Kernel or modules getting patched at runtime to optimize (not so) static branches

Questionable updates include:
* Hooking of kernel functions such as for profiling by legitimate root
+ We currently allow only ftrace (including k[ret]probes optimized to ftrace)

Solar Designer / Openwall, CIQ Nullcon Berlin 2025 September 5, 2025 6 / 26



Linux Kernel Runtime Guard (LKRG) 1.0

Task (process) integrity checking (pINT)

This includes, for each task (process or thread):

*

*

Objective credentials (real_cred)

+ Pointer

+ Real, saved, effective, and filesystem UIDs/GIDs
+ User namespace (container)

seccomp

+ Mode

+ First filter pointer

Legitimate updates include (if existing task and/or control flow passes check):

> X * X X X

New task wake-up (start tracking 1it)

Task exiting (stop tracking it, know 1its task_struct address and PID may be reused)
SUID/SGID execve()

set*xid()
prctl() PR_SET_SECCOMP
Some filesystems (NFS, OverlayFS) temporarily overriding subjective credentials
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Linux Kernel Runtime Guard (LKRG) 1.0
Task (process) and control flow integrity checking (pINT and pCFI)

* When a task is about to be updated or when 1its credentials are about to be used
+ such as to open a file

+ Check that it (or the updating task) passes integrity check so far
+ Check that control flow up to this point looks sane

* Poor man's control flow integrity checking (pCFI)
+ Aimed to detect and stop i1nvocation of certain kernel functions from ROP chains
+ We check stack frames to ensure the call chain corresponds to kernel addresses

+ We also do this in a few extra hooks that exist solely to perform this check
+ because those kernel functions were too useful in exploits, such as inode access

+ ROP skipping the hooked function's prologue (and entry hook) is a concern
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Linux Kernel Runtime Guard (LKRG) 1.0
Shadow task database
* We maintain our own database with our copies of critical data for each task we track

* The data structure(s) and locking conventions affect performance and scalability greatly

LKRG 0.0 (2018) to 0.7 (2020)
One RB tree guarded by one spinlock
original design by Adam

LKRG 0.8 (2020) to 0.9.9 (2024)

512-entry hash table of RB trees guarded by their corresponding 512 read-write locks
by Solar and Adam

LKRG 1.0.0 (2025)

512-entry hash table of RB trees guarded by RCU, lockless lookup (on Linux 4.2+)
by Sultan Alsawaf (CIQ)
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Linux Kernel Runtime Guard (LKRG) 1.0

usermodehelper blocking

The kernel sometimes invokes userland programs on 1its own

+ Such as modprobe to load a kernel module on demand to expose some kernel CVE
+ or systemd-coredump to leak /etc/shadow via CVE-2025-4598

On a more serious note, this functionality is 1n heavy use by existing distros
+ So blocking it completely is likely to break things (the system may fail to boot)

However, usermodehelper 1s also used as a last step by many kernel exploits
+ Such as overwriting the string corresponding to the kernel.core_pattern sysctl

+ including for container escape
We enforce a read-only allow list of known valid program pathnames by default

+ but also support complete blocking of usermodehelper as part of paranoid profile
+ which works OK if enabled on an already booted up system
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