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Thank you for choosing Secure4U as your personal desktop security
manager!

Secure4U Version 4.1 is the first MS Windows based application firewall. With it
you gain back the control over your computer and can see what the applications
and its installed components are doing!

If you require further information on the Secure4U product family or want to know
more about other products and services of Advanced Computer Research, please

contact us via the Internet at:

http://www.acrmain.com|

or

http://www.Secure4U.com|

This User Manual is part of:

Secure4U Version 4.1

Copyright 7 1997-1999 Soft Research Limited, Eire
All rights reserved

No part of this manual may be reproduced or transmitted in any form or by any means

without written permission from Soft Research Limited, Eire.

Secure4U, the Secured4U logo and Advanced Computer Research are trademarks of Soft Research
Limited, Eire. Microsoft, Windows, Windows NT and Windows 95 are trademarks or registered
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Introduction of Secure4U Version 4.1

SECURE4U V4.1 1S THE FIRST MS WINDOWS BASED APPLICATION FIREWALL! IT OFFERS
PROTECTION AGAINST HOSTILE CODE (ACTIVEX, JAVA, TROJAN HORSES, ETC.), A
THREAT TO CORPORATE SECURITY NOT ADDRESSED BY CLASSIC FIREWALL AND ANTI-
VIRUS SOLUTIONS!

Secure4U v4.1 uses sandbox technology. It is suited for enterprise environments
and includes among other features:

« Encapsulation of any application running within the supported OS
environments

» Default sandbox for unknown applications

» Cache and Cookie management

» Fine grain generation of configuration sets down to single system objects

« Central configuration tools and deployment support

EMAIL CLIENTS AND OTHER APPLICATIONS

Secure4U Version 4.1 allows encapsulating of any MS Windows application for
example MS Outlook.

DEFAULT SANDBOX

Any application, which is not flagged as trusted or known within Secure4U can be
limited to a default sandbox. With this user definable minimal environment all
system resources can be shielded from untrusted, unknown or hostile
applications. Thereby additional protection against i.e. Trojan horse programs or
application installed by the user within a LAN can be achieved.

ENFORCEMENT OF FILE AND REGISTRY SECURITY ON MS WIN 9X SYSTEMS

Secure4U Version 4.1 allows the enforcement of file and registry access
restrictions with settings compatible to MS Windows NT security ACLs (access
control lists).

This allows Administrators to enforce a consistent LAN wide access security, even
when working with heterogeneous MS Window’s network.

INSTALLATION / CONFIGURATION / ADMINISTRATION

Secure4U Version 4.1's administrative tool set allows all Secure4U components
(general, active content protection, cookie and cache management, virus scanning
etc.) to be set up and configured from a single interface.

The installation of the cookie and cache manager is fully integrated in the
Secure4U configuration / installation process.

WEB BROWSERS

Secure4U include pre-configured sets for the most common web browsers to
simplify setup and configuration, Netscape Communicator from 4.01 up to 4.6 and
MS Internet Explorer from 3.02 up to 5.0. However, users can create their own
configuration sets for any web browser or other application.
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VIRUS SCANNING

A number of the most common virus scanners are supported. Additionally user
defined custom virus scanners can be used with command line parameters.

CACHE MANAGER

The Secure4U Cache-Manager is completely integrated into the Secure4U
environment and allows the automatic removal of session information in the
browser cache, registry and file system.

PERSONAL FIREWALL FUNCTIONALITY

Additional personal firewall features include:

« Blocking all LAN network access for specific / all applications

» Blocking all Internet access for specific / all applications

» Blocking all network access (LAN and / or Internet) for unknown applications
« Blocking / limiting applications to specific IP ports (or sets of IP ports)

» Blocking specific IP addresses

CENTRAL CONFIGURATION

Secure4U can be centrally configured within LANs. By installing the Secure4U
Network Console on the server the clients can be remotely configured.

For more information about the Secure4U Network Console please see the
Secure4U Network Console User Manual.
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Overview

Today the majority of the most active sites on the Internet are using Active content
to enhance their presence. Through this new security issues are arising. Active
content can be described as extensions to build additional capabilities into the
web browsers (e.g. menus, spreadsheets or animations). To create active content,
new types of executables (ActiveX, Java) are used in binary form. If your web
browser finds a reference in the page you are viewing, it automatically downloads
the active content (often from unknown or untrusted sources) and executes the
code. In addition to this, through the spread and use of e-mail numerous
unknown/untrusted applications are spread through the world and started by
unsuspicious users creating substantial threats to their own computers and
corporate networks.

This unknown content arriving at your machine might include malicious or hostile
code which can damage resources on your computer, snoop into your computer
or network for files or information, or make your computer unusable for your daily
work. Secure4U protects you both from Active Content (ActiveX, Java, Java Script
or VB Script) as well as any other mobile code (any unknown executable)
introduced on your system.

Classic Firewalls acting as Gateways for your network and Virus-Scanners do not
address these security threats and can not protect you against them.

What is Secure4U

Secure4U continues to be the only commercially available security solution to
protect workstations and networks against attacks from any kind of active content
(ActiveX, Java and other executable code) received from the Internet or any other
untrusted domains.

With Secure4U you can create a closed environment (sandbox) around any
application (known or unknown) and restrict its access to any of your computer’s
resources. Within this closed environment any code can run and all accesses calls
of the application to system resources, i.e., drivers, the registry database (all your
configurations) and the file system, are shielded and constantly monitored to
protect your privacy and the integrity of your system.

Secure4U checks for application activities and does not base its security
mechanism on a comparison with a database of hostile applet references. It
checks all actions and accesses to resources, but only suspicious or unwanted
actions are blocked. Hence, it is the first commercially available behavior checker
and does not only protect against intended hostile attacks but also against
unintentionally buggy applications. Any other applications within your user
environment can run and access resources without being restricted by Secure4U.
You can see which active content and components are installed and running on
your computer, where they came from and monitor what a application does and
which resources it accesses.

Secure4U generates an additional ring of security within a Windows workstation,
transparently layers into your operating system and integrates into existing
network security solutions. With this additional ring of security, Secure4U can also
protect against flaws and holes within the security mechanisms of the web
browser and the Java virtual machine.
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With Secure4U 4.1 installed on your workstation it is possible to:

Protect the complete operating system and all resources at all times,
Block and limit any application’s access to resources,

Monitor any activity issued by any application or its extensions,

Show risk level of action when alerting of suspicious application actions,

Log all suspicious activities with time, type of action, object accessed, the
accessing site and application,

Indicate when an outside (Internet) connection is alive or an active content
enabled web browser is running,

Inform the user when active content (Java, ActiveX, others) is being
installed and started on the computer,

Display all Applets on the system with their properties, date, time of
arrival, executable, origin etc,

Uninstall suspicious and unwanted Applets,
Manage and monitor all cache and cookies,

Enable the administrator to set up additional security policies for active
content and cookies,

Manage access to IP ports,

Automatically scan all CAB files for viruses and Macro viruses before they
install on the workstation.
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How and against what does Secure4U protect
Components of Secure4U

Secure4U consist of a series of executables, DLLs and kernel drivers to protect
the different parts of your system.

APPLICATION, e. g. INTERNET BROWSER

SECURESL! AGENT & AGENT COMPOMENTS

WINDOWS NT 32 AFI WINDOWS NT SOCKET

oo 1

‘R REGISTRY & S5YSTEM ACR FILE SYSTEM ACR NDIS WAN
CONTROL DRIVERS FILTER DRIVER DRIVER

& &8 % @ O

REGISTRY SERVICES DEWICES OTHER FILE  NETWORK  RAS
RESOURCES  SYSTEM CARD  TELEPHONY

[Secure4U Components] Dialog

Each of the components fulfills a certain task to build a bulletproof protection wall
around your system.

The Secure4U agent

The Secure4U agent is your interface to the Secure4U security solution and
displays information to the user. It also monitors restricted accesses to your
system’s environment and resources.

The Secure4U kernel components
The Secure4U kernel components deliver extended protection against certain low
level accesses and protect the Secure4U runtime environment.

The Secure4U Administrator Tool

With the Secure4U Administrator Tool you can quickly install and configure
Secure4U. The Secure4U Administrator Tool scans your system for installed
applications and automates most settings for the installed web browsers. A typical
installation of Secure4U will take you minutes to complete.

The Hostile Applet Database

The database with hostile applet references is an additional security feature of
Secure4U. These references are used to give additional warnings about received
active content or block these applets automatically.
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Protection of System Resources and Data

Secure4U protects the following resources within your computer against
unwanted and suspicious accesses and changes:

* The Registry
Within the registry database MS Windows 9x and MS Windows NT save all
system and application configurations. If a hostile applet changes settings
within the registry database it might leave applications or your whole system
unusable. By changing the registry database a hostile applet can also gain
unwanted access to resources on your computer.

* Access to Services
Secure4U monitors all access to system services issued from your web
browser. By changing setting of particular services, stopping services or
accessing certain services a hostile applet can make your computer unusable
or gain unwanted access to resources or data.

» Access to Devices
By changing setting of your system devices or accessing them a hostile applet
can make your system unusable or block access to these devices.

» Access to the File System
By accessing the file system an applet gains access to all your data and files.
Secure4U restricts access to the file system based on its configuration. You
will typically set a directory for saving information received from the Internet
and block access to all other areas for your web browser.

e Access to your Local Area Network (LAN)
When a hostile applet access your LAN it can gain access to all network
resources and files you have access to. Secure4U closely monitors all access
to network resources issued by your web browser and by default will block all
accesses.

e Access and monitoring of IP Ports
Any use of IP ports by your restricted applications is monitored by Secure4U.
By using certain IP ports an applet can e-mail information to the Internet or
connect by any other protocol.

Monitoring and managing Active Content

With Secure4U you can monitor all installed applets on your computer. You see
when a new applet comes on board and when applets become active. You can
find out who created the applet, from which site it was downloaded and how it
interfaces with your system. Any installed applet can also be deleted.

Database with Hostile Applet References

As an additional security feature we have added a database with references of
hostile applets to Secure4U. When an applet comes on board it is automatically
checked against the entries within this database. If Secure4U finds a reference for
the applet it will issue an additional warning to the user or automatically block the
starting of the applet.

Communication Monitoring
Secure4U also checks access to IP ports to block unwanted access or use.
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Logging of Application Activities

Any activity of your restricted applications is displayed in the Secure4U activity
window and can be saved to the MS Windows NT application event log file. You
can configure Secure4U to log all activities, or only monitored, blocked and alerted
activities to the MS Windows NT application log. These log files can then be
accessed with the MS Windows Event viewer.

Scanning for Viruses

If you have a virus scanner installed that Secure4U supports, all CAB files
received through your web browser will be opened by your browser and scanned
for viruses and Macro viruses before they are installed on the computer. To
undertake the actual virus scanning process, Secure4U calls a virus scanner
installed on your computer through an APl or command line. Secure4U can use
the most common virus scanners.

Managing Cookies
A Cookie-Manager is included to maintain and handle all cookies for all users /
profiles on a computer and to restrict cookie placement by web site / URL.

Managing Cache

A Cache-Manager is included to maintain and handle all cache and thereby gain
back disk space and enable you to protect your privacy by removing traces of
Internet sessions within the system.
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What can happen if | don’t protect my computer

When your computer is not protected by Secure4U hostile or malicious applets
might access any files or resources on your computer/LAN you have access to.
Your computer is wide open to anybody on the Internet with malicious, destructive
or criminal intention. Recent studies and surveys stated out that most corporate
networks and computers connected to the Internet have been attacked and
reported damages by illegal accesses from the Internet or through the use of
email attachments. Malicious mobile code (ActiveX, Java as well as other
executables) is more and more used to issue these attacks.

The following list outlines the most common attacks:

Deleting of Files

An applets is deleting system or user files in the background while running on
your computer. This attack can make your computer / operating system
unusable and lead to loss of data and information.

Denial of Service
By changing the configuration of your operating system or applications your
system or parts of it can become unusable.

Theft of Information and Data

An applet can access data and files on your computer and send them to any
computer (e.g. to your competitors) on the Internet via email or by issuing
certain HTTP commands.

Remote Access to your computer via the Internet
An applet can generate a proxy on your computer enabling computers on the
Internet remotely accessing all resources on your computer or your LAN.

Installation of Unwanted/Hostile Application

An applet could change your system configuration in a way that the next time
you start your computer a hostile application is automatically started. This
application could then undertake all its malicious tasks in the background or
block access to particular or any resources on your computer.

Manipulation of your Internet Connection
An applet could filter, manipulate or falsificate all information sent or received
from the Internet.

Impersonation

An applet could impersonate with your User ID on the Internet or your local
area network and initiate malicious, destructive or unwanted actions. It
therefore could also use personal or sensitive information collected from your
computer (e.g. credit card information)
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Getting started

System Requirements

To install Secure4U on your computer the following is required:
*  PC with Intel Pentium Processor

One of the following operating systems:

* MS Windows 95

e MS Windows 95 with Shell integration

* MS Windows 98

* MS Windows NT 4.0 (Service pack 3, 4 and 5)

* MS Windows NT 4.0 SP 3, 4 and 5 with Shell integration

e (MS Windows NT 5.0 / MS Windows NT 2000) Beta version.

* 15 MB hard disk space

Secure4U include pre-configured sets for the most common web browsers to
simplify set up and configuration:

* Netscape Communicator from version 4.01 up to 4.6

e MS Internet Explorer from version 3.02 up to 5.0

Please Note: If you are using MS Internet Explorer we recommend setting
the advanced options to “Browse in a new process.” This is found in MS
Internet Explorer 4.0 in View/Internet Options/Advanced/Browsing/Browse in
a new process and in MS Internet Explorer 5.0 in Tools/Internet
Options/Advanced/Browsing/Browse in a new process.

Users can create their own configuration sets for any other web browser or
application.

PLEASE NOTE: TO INSTALL SECURE4U UNDER MS WINDOWS NT YOU NEED TO BE
LOGGED ON AS ADMINISTRATOR FOR THE COMPUTER.
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Installing Secure4U

To installSecure4U on a MS Windows NT workstation you need to be logged in
as administrator or as a user with administrator rights. If you do not have
administrator rights to your computer please contact your network support team or
the administrator for your computer.

FEEnEEEl  Installing via ESD:

After downloading the installation file from the Internet run the SETUP.EXE file
from the MS Windows Start Menu with the [Run] command or double click the file
in the MS Windows Explorer. The installation of Secure4U will then automatically
unpack all necessary files and start the setup program.

@ Installing from CD-ROM:

While running MS Windows insert the Secure4U CD-ROM into your CD-Drive.
The installation program for Secure4U will automatically start. If your CD-Drive
does not start the installation automatically, run SETUP.EXE directly from your
CD-Drive. The installation of Secure4U will then ask you for the necessary entries
and settings.
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Removing Secure4U

To uninstall Secure4U on a computer running MS Windows NT you have to be
logged on as Administrator for your computer.

When Secure4U is running unload it first with the Secure4U Unloader Tool.
Then open the MS Windows Control panel.

Click on the [Add/Remove Programs] symbol to open the following dialog:

Add/Remove Programs Properties EE

Install/Uninstall | windows NT Setup |

@ To ingtall @ new program from a floppy dizk or CO-ROM
_—

drive, click Install
Install...

The following software can be automatically removed by
Windows. Toremove a pragram or to modify itz installed
companents, select it from the list and click
add/Remove.

Data Access Objects [DAD] 3.5

IngtallShieldS Kostenlose Ausgabe

Internet Explorer 3.02

Internet b ail and Mews 1.0

ticrozoft Visual C++ 5.0

MHetscape Communicator Professional Edition PRS
Hutega BoundsChecker 5.0

Add/Remove... |

Ok | Cancel | e[ |

[MS Windows Add/Remove Programs] dialog

Within this dialog select Secure4U from the list of installed programs and click the
[Add/Remove] button. The Secure4U uninstall program will then start and remove
all Secure4U files and registry entries from your system.
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Manually removing Secure4U

If the deinstallation of Secure4U did not complete properly or certain parts could
not be removed from your computer, you can also manually remove Secure4U
from your system.

Note: Before manually removing Secure4U you should first use the Secure4U
uninstall program from the Control panel to remove at least parts from your
system.

To manually remove Secure4U from your system, perform the following steps:

Note: These steps should be undertaken by experienced users or
administrators only! Errors within manually removing Secure4U might lead
to undesirable results and problems in running MS Windows.

MS Windows NT

1. Log on as Administrator

2. If Secure4U is running, unload it with the Secure4U Unloader Tool

3. Remove all Secure4U files from the Secure4U working directory (e.g.
C:\Secure4U). Then delete the Secure4U working directory.

4. Start the Registry editor

5. Delete the Secure4U tree and all keys under:
HKEY_LOCAL_MACHINE\SOFTWARE\ACR\Secure4U

6. Open the Command prompt (DOS box)
Enter the following commands:
NET STOP agentsvc
NET STOP krnguard

7. Remove the following keys in the registry:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AgentSvc
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KrnGuard

8. Remove the reference to filespy.dll under
HKEY_LOCAL_MACHINE\ SOFTWARE\ MICROSOFT\Windows
NT\CurrentVersion\Windows\AppInit_DLLs

9. Reboot your system

10. Delete the file FILESPY.DLL from MS Windows SYSTEM32 directory.

11. Delete the Secure4U program group with its shortcuts from all user profiles.
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MS Windows 9x

1. If Secure4U is running, unload it with the Secure4U Unloader tool

2. Remove all Secure4U files from the Secure4U working directory (e.g.
C:\Secure4U). Then delete the Secure4U working directory.

3. Start the Registry editor

4. Delete the Secure4U tree and all keys under:
HKEY_LOCAL_MACHINE\SOFTWARE\ACR\Secure4U

5. Remove the following keys in the registry:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Vxd\Guard

6. Reboot your system

7. Delete the Secured4U program group with its shortcuts.
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Manually removing Secure4U

Secure4U Wizard

In the Install Shield wizard you are asked to select for one of the following

installation routines:

» Typical Installation (Using the Secure4U Wizard for easy setup).

»  Custom Installation (Uses no Wizard, you will be shown directly to Secure4U
Administrative Tool).

Please Observe! It is not recommended to use Custom Installation of

Secure4U unless you are already familiar with Secure4U and the Secure4U
Administration Tool.

Options |

Chooze Typical installation to use the prezet configuration of
Securedl). Choose Custam installation to define and change
Securedl) configuration.

" Custom installation

< Back I Hest > I Cancel

If you select Typical Installation then, after the Secure4U Installation program has
installed all necessary files on your computer, Secure4U will automatically start
the Secure4U Wizard to configure your Secure4U installation.

During the configuration the following steps are undertaken:
» Searching for all installed components on your computer
e Select download directory

» Selecting the virus-scanner to be used by Secure4U

»  Setting up the cookie-management

e Setting up the cache-manager

NOTE: A silent Installation can be done when installing Secure4U through
some remote network installation programs. Please see the chapter
Deploying and using Secure4U within LAN's in this manual.
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Searching for all installed components on your computer

1. Searching for all installed components on your computer
When the Secure4U Wizard is started it automatically scans all hard disks within
your computer for installed components.

: 1 Cecuredll administrative toal iz scanning pour
o : filezpztem for inztalled tz. Pl it
L= watem for installed components. Pleaze wait.

[Scanning for components] dialog

2. Select download directory

Then the Wizard will ask you to please choose a directory to which the web
browser should have full access. This allows the user to save downloads from the
Internet/Intranet and later open them with the web browser.

Select download directory |

Pleaze choose a directary to which the web browsers should have full access to This allows
youl to zave files from the Intermet and to later open them with the web browser.

=) [E:]
i-=0 Data [local] (F:)

- (0]

IEreate directony

< Blachk I et > I Cancel

—

Select download directory] dialog

By clicking [Next] you move to the next section.
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3. Selecting the virus scanner to be used by Secure4U

After having searched your hard drives for installed components all virus-scanning
software found by Secure4U will be displayed and the following dialog is opened:

Select Yirus Checker |

Select Wirug Checker, pleaze. Selected program will be activated for checking contents of
downloaded CAB files.

Wiruz Checker I Fath I
AMAST A2 for Windows NT - verzion 2.0
[] Doctar Soloman for Windows - version 7.82  dhsave_esave_dsantivirushdrzolomoniafin. .
[ F-Prat for DOS - wersion 3.0 echzecureduhfprothf-prot. exe
FPrat - macra antivirus for DOS - wersion 3.
FPrat for DOS - werzion 2.0
Mcdfes for wWindows MT - verzion 3.0.3
Mo viruz checker
Martan Antivirs for Windows MT - version
Thunder Byte for DOS - version 8.08
Wt for DOS - wersion 9,81

< Back I Mest » I Cancel

—_

Virus scanner] dialog

Within the list box Secure4U displays all found virus-scanners it can use.
Secure4U comes with a copy of the popular F-Prot virus scanner, which is copied
to your hard disk during installation of Secure4U.

Note: If you select this virus scanner, please visit the F-Prot / Datafellows web site
(http://www.datafellows.com) and check for the latest virus data files.

Secure4U supports the most widely used virus scanners on the market. A list of
virus scanner, Secure4U can use for automatic virus scanning of incoming
documents, component and archives, is available in the support area of the
Secure4U web site (pttp://www.Secure4U.com/Support/).

Additionally user defined custom virus scanners can be used with command line
parameters. To do this please see the chapter Secure4U Administrator Tool about
how to configure a virus scanner.

After selecting one entry from the above list, click the [OK] button and the
configuration will continue.

By clicking [Next] you move to the next section.
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4. Setting up the Cookie-Manager

The Secured4U Wizard will then show the following Cookie-Manager dialog:

Select URLs for cookie management |

Securedll shows all downloaded cookies. Yaou can zelect the IR Lz fram which yau wish to manage the
cookies access by using a black, white or custom list.

List type: Please add a URL. The added LIRL will be
' monitored by Securedl] and the cookies will be
 Black List handled by pour zet Access below,
" “white List | | | AddURL |
% Custom
Access O always O never T sk
Access | LRL

< Back

Cancel |

[Cookie-Manager] dialog

How does the Cookie-Manager work?

You can here create a list of sites and restrict/allow cookies from them to be saved
on your computer. You can either type in URLs directly or use the customer list,
self-learning mode, when accessing a site. When a cookie tries to install on your
computer, the Secure4U Cookie-Manager checks its configured cookie list if the
URL/site the cookie was received from is registered or not. Depending on the set
policy the Cookie-Manager undertakes the action set for this site. The following
actions can be set up for the Cookie-Manager for each entry in the list:

¢ Never save (Always block)
If a cookie from this URL/site is received it will automatically be
blocked. No cookies from this URL/site are allowed

¢ Always ask
If a cookie from this URL/site is received the Cookie-Manager will
display a dialog to set actions for this cookie and URL/site.

e Always save
If a cookie from this URL/site is received it will be automatically saved
on your computer. You will see an entry in the Secure4U activity
window that the saving of the cookie was granted.

Select the type of list you want to use (Black list, White list, Custom
list)
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Setting up the Cookie-Manager

Secure4U allows you to set up the Cookie-Manager in a way that best fits your
needs. Each type of the cookie list fulfills different run time requirements and
approaches to stop unwanted cookies. You might choose or change to a different
list type after adding Sites/URLSs to a list. All your entries will remain within the list
of the new type while related actions might change to the corresponding type
within the new list.

Black list: If this list type is chosen, all cookies from the Sites/lURLs
included in the list, will automatically be blocked from being installed on
the computer. The cookies from all other Sites/URLs will be allowed to
install on the computer. For each entry in the list you can set the
Secure4U action to:

¢ Never save (Always block)
* Always ask

White list: If this list type is chosen, only the cookies from the Sites/URLs
included in the list will be saved. All other will automatically be blocked.
For each entry in the list you can set the Secure4U action to:

¢ Always save

* Always ask

Custom list: With this type of the cookie list, Secure4U will ask you when
a cookie arrives from all Sites/URLs which are not included in the list. You
can then decide if you want to block/allow this or all cookies from the
current URL.

For each entry in the list you can set the Secure4U action to:

¢ Always save

¢ Never save (Always block)

We recommend using the Custom list, at least for some time as many sites on the
Internet use different URLs for the cookie placement (i.e. excite.com /
preferences.com). Also the URL resolving mechanism within this version of the
Secure4U cookie manager needs the precise address to be able to properly block
all cookies from a site. The Custom list can also be used as a self-learning mode
for the other two list types.

For more information on the use of the Cookie-Manager please turn to the chapter
Secure4U Administrator Tool and Cache & Cookies.

By clicking [Next] you move to the next section.
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5. Setting up the Cache-Manager
The Secured4U Wizard will then show the following Cache-Manager dialog:

Select URLs for cache management |

Select URLz for cache management.

Flease add a URL. Every time Securedl
finizhes all cached filez wil be deleted in
accordance with the ligt type zetting.

Lizt type:

™ Black List

& “urhite List | | AddURL |

LIRL |

Cancel |

< Back

[Cache-Management] dialog

How does the Cache-Manager work?

Data arriving on your computer are stored in cache files. The stored cache may
take up a lot of memory space on the computer if not deleted from time to time. In
addition it is possible to track Internet sessions through the stored cache files. The
Secure4U Cache-Manager allows the automatic removal of session information in
the browser cache, registry and file system. When Secure4U is turned off the
Cache-Manager checks if it finds the URL/site the cache was received from its
configured cache list. If the URL/site was found, the Cache-Manager undertakes
the action set for this site. If the URL/site could not be found in the list, the action
undertaken depends on the type of cache list selected. The following actions can
be set up for the Cookie-Manager for each entry in the list:

Select the type of list you want to use (Black list, White list)
Secure4U allows you to set up the Cache-Manager in a way that best fits your
needs.

Black list: If this list type is chosen, all cache from the Sites/URLs
included in the list will automatically be removed from your computer when
Secure4U is turned-off. The cache from all other Sites/lURLs will be
spared.

White list: If this list type is chosen, only the cache from the Sites/URLs
included in the list will be spared when Secure4U is turned-off. The cache
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5. Setting up the Cache-Manager

from all other Sites/URLs will automatically be removed from your
computer.

You find more information on the use of the Cache-Manager in the chapter
Secure4U Administrative Tool and Cache & Cookies.

By clicking [Finish] you move to the next section.

The InstallShield will show you the following dialog:

Setup Complete

Far new settings ta take effect, Windows muzst be restartted. Ta
reboot, remove the dizkette from diive and presz Finizh

% ez | want bo restart my compuber no

™ Ma, | will restart my computer later.

< Hack I Finizh I

[Setup Complete] dialog

Congratulations the Setup is complete. In order for Secure4U to function you need
to restart the computer.

Please Note: If you are using MS Internet Explorer we recommend setting
the advanced options to “Browse in a new process.” This is found in MS
Internet Explorer 4.0 in View/Internet Options/Advanced/Browsing/Browse in
a new process and in MS Internet Explorer 5.0 in Tools/Internet
Options/Advanced/Browsing/Browse in a new process.
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Secure4U Display

Overview

After a typical installation you find Secure4U displayed in the Start Menu and if
selected the following dialog will be shown:

r,E_T.. Securedll Mi=]

File Edit “iew Help

¥ ®

Securedl Irloader

3 obiject(s] 125K
[Secure4U Display] dialog

The next chapters will describe the functionality of the three shown items.

Secure4U Agent

Overview

By selecting Secure4U in the Start Menu, the Secure4U Agent will be started.

Unloader

Overview

By selecting Unloader in the Start Menu, Secure4U will be closed and removed
from memory.
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Overview

Secure4U Administrator Tool
Overview

The new Secure4U Administrator Tool provides a single consistent interface and
allows an administrator to interactively configure all parts and components of
Secure4U on a particular machine.

During installation of Secure4U the Secure4U installation program automatically
runs selected parts and wizards of the Administrator Tool.

Like an inventory list the Administrator Tool displays all protected system objects
on a particular machine. Furthermore it enables the administrator to enumerate
and set up fine grain restrictions by access type and Secure4U activities for each
single system object.

Securedl Administrator Tool M=l
File Edit “iew Help

» 2

=) ACRCZ007-NT Companent

-] System [#7 System

(i Files (i Files

g Reqgizty Feqgistmy

! Metwork, =, Metwork

- @ Securedll Agent @ Securedl] Agent

------ @ "iruz Scanning @ Wiruz Scanning

------ @ Cookie Management @ Cookie Management

------ @ Cache Managerment (8] Cache Management

g, Active Content G, Active Content

- A Known Apps [ Enown Appz

-8 Cache & Cookie Editor (B) Cache & Cookie Editor
8 D efault Configuration P I I _,I
For Help, press F1 I_ I_ m

[Secure4U Administrator Tool] dialog

The Secure4U Administrator Tool uses an MS Explorer like interface with two
panes, whereby the left tree contains all components of the Secure4U

configuration and the right pane displays additional information about the selected
item in the tree.

With this approach setting restrictions of a particular component, i.e. a download
directory, for multiple applications at once, is far simplified.

Within the left pane (component tree) you will find the following two top-level
branches:

e The current local Secure4U configuration (The item in the tree is
displaying the local computer name)
 The Secure4U default configuration
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System Configuration

The current local Secure4U configuration

Within this top-level branch you can enumerate and setup the Secure4U
configuration of your computer. Each of the included components within a
Secure4U configuration is described in detail in the following chapters.

The Secure4U default configuration

The Secure4U default configuration branch contains default file components and
default registry components. These settings are loaded from the basic
configuration file, which is used during installation of Secure4U. Further
information on the Secure4U default configuration can be found later in this
document.

System Configuration

Within this Secure4U configuration component you can enumerate and set up
access rights for core system components and functionality (i.e. system shutdown
access). You also can limit resource quotas of applications for the number of
windows and the amount of memory they can use.

To setup the system configuration component, do the following:

Select the [System] component in the Local configuration branch of the tree pane

Se-::ure4U Adminiztrator Tool

File Edit Yiew Help

e

ACRCZO07-NT Application |
Syztem Tl Unknown Application

(-8, Files ﬁ Microzoft Internet Explorer
-8, Registry &4 Outlook Express

EI" Netwark %I Microsoft Qutlook,

EEI---@ Securedl Agent

----- @ Yirus Scanning

----- @ Cockie Management
----- @ Cache Management
----- ’ﬁ Active Content

----- }\14 K.nown Apps

- (B Cache & Cookie Editor
@ Default Configuration

For Help, presz F1 | o

[Secure4U Administrator Tool] dialog

The Secure4U Administrator will then display a list of restricted applications in the
right window pane.

Within this list double-click the entry you would like to configure. You can also
right-click the entry and select [Properties] within the displayed popup menu.

Hint: You also can select multiple entries in the list to set their configuration at once.

The entry [Unknown application] will configure restrictions and Secure4U activities
for the Default sandbox.
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System Configuration

The Secure4U Administrator Tool will then display the following dialog box

Microsoft Internet Explorer

System |
Pleaze note that strenghtening syztem acceszs restrictions can
have unforezeen, adverse conzequences.
access lype I action
[f] System shutdown prevent
ﬁf] Forced process/thread termination prevvent
[[",:j Swstem information access allcs
tdemaony limit [byutes): Windowe number lirmit:
|1 0000o0na |25EIEI

Ok I Cancel | Ao | Help

[System] dialog

The Secure4U Configuration items you can setup here are:
»  System Shutdown access

» Forced process / thread termination

e  System information access

* Memory quotas

* Windows / GUI resource quotas

WARNING: Changes to the default configuration Secure4U sets during installation for
these items might lead to potential problems with the applications you are restricting.
Certain application might not even run when you are too restrictive. We recommend not
changing these settings!
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System Configuration

The following settings are available for each of the items:

Setting Secure4U activity

Allow Secure4U will grant all access of this type

Monitor Secure4U will monitor all access of this type

Block Secure4U will ask the user for granting the access or blocking it (interactive
blocking)

Prevent Secure4U will automatically block and monitor all access request of this
type

To change a setting for an item right-click the item and select the required
Secure4U action from the Pop-up menu.

The following gives a brief description of the currently available Secure4U
configuration items:

System Shutdown Access

When this option is set to prevent, no system shutdown requests will be allowed to
the selected application. Secure4U can also warn you when a request of this type
is in the queue and gives you the possibility to grant this request.

Forced Process / Thread Termination

When this option is set, all thread and process manipulation of the selected
application are restricted in accordance with the set policy by Secure4U.
Secure4U can also warn you when requests of this type are in the queue and give
you the possibility to grant these requests or will automatically block them.

System Information Access

When this option is set to monitor accesses and reading of system information, for
instance type of operating system, the name of the current user etc., are
monitored by Secure4U. If any of these accesses occurs it is displayed in the
Secure4U activity windows.

Memory Quotas
With this number you can limit the amount of memory the selected application can
allocate for its use. The number you enter here is the number of bytes, which the
application or instances of a particular application will be allowed to allocate
before Secure4U will reject further requests of memory allocation from the
particular program.

Limiting the amount of memory one application with its instances is allowed to use
can protect against various denial of service attacks.

Windows / GUI Resource Quotas

With this number you can limit the number of windows the selected application
can open. The number you enter here is the number of windows or controls, which
the application or instances of a particular application will be allowed to open
before Secure4U will reject further requests to open new windows from the
particular program.

Limiting the number of windows one application with its instances is allowed to
open can protect against various denial of service attacks.

Activation of changes / settings

Memory and Windows quotas become active after the specific application is
restarted.
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Known, Restricted and Unknown Applications
Secure4U divides the applications into three groups:
*  Known

 Restricted
« Unknown

Known Applications

Secure4U uses this configuration component to exclude known and trusted
applications from any restrictions.

Securedl Administrator Tool M=l
File Edit “iew Help

& 8

ACRCZ007-MT | Known application -
(4] System FlenCOMMaND.COM  —
Files F e \NTDETECT.COM

" Registry % c:“FProgram Files\dcocessor
" Netwark ¥ c:\Program Files\Acoessar

. @ Securedl Agent

------ @ Yiruz Scanning

------ @ Cookie Management
@ Cache Management
ﬁ Active Content

..... T Eriown ‘-'F'F'

) o\ Program Files\Common
@ c:Program Filesh\DIRECT
@ c:Program Filesh\DIRECT
@’ c:%Program Files\FrontPag

. c:\Program Files\FrontPag
. @ Cache & Cookie E ditar . % c:\Program Files\FrontPag =
@ Drefault Configquration ﬁ sctDeazeocs Liaat MTML
For Help, press F1 | o

[Secure4U Administrator Tool] dialog

During installation Secure4U scans local drivers and includes all found non-
restricted applications in this list. We recommend that you review the listed
applications after installation to make sure you know all the applications installed
on your computer.

If an application is not included in the Known Applications list or as a restricted
application, Secure4U will handle it as an unknown application . Hence, it will
either be restricted with a specific Secure4U configuration for single applications
or limited to the default sandbox.

Please Note! Secure4U does not scan for applications located on network
drives or other network resources. Used “Known Applications” located in
these locations should be manually added to the configuration. If they are
not, Secure4U will treat them as unknown applications and restrict them in
accordance with the set policy.

To add or remove applications from the Known Application list right-click the list in
the right hand window and a popup menu with two alternatives, Add and Remove,
will be displayed.
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Restricted Applications

Add

To add a new entry to the list right-click the list and select the [Add] command in
the popup menu. Within the then displayed dialog select the application path and
specify other settings for this program.

Remove

You can remove entries in the list by right clicking an entry and selecting the
command [Remove] from the Popup menu. Secure4U will treat a removed known
application as an unknown application.

Activation of changes / settings

All changes for this Secure4U configuration component become active after the
Secure4U Administration Tool is closed.

Restricted Applications
How to add a Restricted Application?

By selecting for example System the restricted applications are shown in the right
hand pane.

Securedll Administrator Tool M=)
File Edit Yiew Help

% 5

ACRCZ007-MT Application

i Sustem | Unknnwn .-i'-.ppllc:atlcnn
- i@, Files = et Ex
-3, Registry % EIutI-:u:uk E:-:press
- g, Metwark B Microsaft Outloak,
EEI---@ Securedl] Agent

----- @ Wirlg Scanning
----- @ Cookie M anagement
----- @ Cache b anagement
----- ’% Active Content

----- }\14 Fnown dpps
#1-[B) Cache & Cookis E ditor

53l Default Configuration 4 | | ﬂ
Far Help, presz F1 [ S

[Secure4U Administrator Tool] dialog

Right click one of the restricted applications a popup menu will display the
following commands:

+ Add
e Remove
e Properties
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Add

To add a new entry to the list right-click the list and select the [Add] command in
the popup menu. Within the then displayed dialog select the application path and
specify other settings for this program.

When selecting the [Add] command the following window will be displayed:

Add
Lookin: | = Office = =3

“wordh ail % Findfast. exe E Mzoffice. exe [ Regtib.exe
wlators ﬂ Graphd. exe (] Mewprof. exe @ Scanpst.e
HL5tart % Microzoft Outlook *’f Osaexe EF wirword. e
Binder.exe kM zoiftp. exe 'EI Qutlook. exe

@ Mzofftpa exe Powerpht. exe

Mzofitps. exe ﬁ Regmzo.exe

Finder. exe
| 1

File name; IE:-:::EI.E:-:E Open I
Files of type: IF'rngrams j Cancel |

[Add Application] dialog

By selecting the application you wish to restrict Secure4U ads it to the list of
configurable applications in the right hand pane. You can then create a dedicated
restriction set for this specific application.

PLEASE OBSERVE! A too restrictive sandbox around a program can lead to
unwanted results or malfunctions within the restricted program.

Before you set blocking activities, you should know all the necessary accesses the
program need. If you don't know all the necessary accesses you can start the
application and then review its access calls in the Secure4U Activity Window. By
using the Secure4U Activity Window and the Secure4U Administration Tool you
can through trial and error find the necessary accesses the application need to
function. For more information about the Secure4U Activity Window please consult
the specific chapter in this manual.

Remove

You can remove entries in the list by right clicking an entry and selecting the
command [Remove] from the Popup menu. Secure4U will treat a removed known
application as an unknown application.

TIP! Right clicking the computer symbol will show a popup menu in which
you can also select the command [Add] to add a restricted application.

Changing the access rights of a restricted application

The access rights of the default Sandbox can be changed by the Administrator to
apply to the company security policy. This can be configured in accordance with
any restricted application's setting as described in this manual.

Activation of changes / settings
All set restrictions to an added application become active immediately.
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Default Sandbox (Unknown Applications)

Secure4U uses a default sandbox in order to protect from unknown applications.
This is shown among the other restricted applications in the right hand window of
the Administrator Tool.

Setting up a default sandbox

When installing Secure4U the default Sandbox is automatically created with our
default settings.

Please Observe! By default the Unknown Application’s configuration is very
unrestricted.

Changing the access rights of the default sandbox

The access rights of the default Sandbox can be changed by the Administrator to
apply to the company security policy. This can be configured in accordance with
any restricted application's setting as described in this manual.
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File Configuration

Within this Secure4U configuration component you can enumerate and set up
access rights for all restricted applications and the default sandbox to the file
system. On MS Win9x systems you can enforce file security compatible to the MS
Windows NT file access security.

You can setup the following access restriction types:
» Default access to the File subsystem or a drive for an application
»  Specific access to directories for an application

Note: If you want to set restrictions for single files you must first activate the displaying of
files with the [File restrictions] command in the Menu [Viewl].

Setting Default access rights for applications

Secure4U comes with pre-configured default settings and always use the default
access rights for an application when no other customized access rights exist. You
can change the default access for an application. To do this please complete the
following steps:

In the Local configuration branch of the configuration component tree, select the
[Files] component and the following dialog will be displayed:

Securedll Administrator Tool M=)
File Edit Yiew Help

e

ACRCZ007-WT &pplication | fccess |
_ T Unknown Application fuil

B 3 ﬁ Microzoft Intermet Explorer none

-8, Registry &4 Outlook Express nane

EI" Netwark %I bicrosaft Qutlook, none

EEI---@ Securedl Agent

----- @ Yirus Scanning

----- @ Cookie Management
----- @ Cache Management
----- ’ﬁ Active Content

----- }\14 K.nown Apps

#1-[B) Cache & Cookis E ditor
@ Default Configuration

For Help, press F1 | S

[Secure4U Administrator Tool] dialog

The Secure4U Administrator will display a list of restricted applications in right
hand window pane.

Within this list, double-click or right-click the entry you would like to configure. If
you right-click the entry please select [Properties] within the displayed popup
menu.
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The Secure4U Administrator Tool will display the following dialog box:

Microsoft Internet Explorer

Default file access I

€ Free, unlimited access Diefauilt |
" Bead-only access
Setlitgs |

 Custom acoess

0k I Cancel | Sl I Help

[Properties] dialog
You can select one of the following access types:

» Free, unlimited access
» Read-only access

* No access

e« Custom access

Any of the above access restrictions will be applied by default to all file object
within the file system or for the selected drive.

This means that the application you are configuring will have the selected access
type to the whole file system or drive, if you do not customize specific access
rights for an application to i.e. a specific directory on a drive. These settings will
then be applied to all other file objects below the selected object (File system =>
Drive => Directory => Files).

Free, unlimited access
With this access type you give free access by default to all objects within the file
system or to the selected drive.

Read-only access
With this access type you give read-only access by default to all objects within the
file system or to the selected drive.

No access
With this access type you block access by default to all objects within the file
system or to the selected drive.

Custom access
With this access type you can fine grain access rights and Secure4U actions by
combining different access rights and Secure4U activities to a custom access

type.

www.Secure4U.com Page 37 of 87



Secure4U Version 4.1 User Manual
Secure4U Administrator Tool \ 5

File Configuration

To create a custom access type, press the [Settings] button. The following dialog
will be displayed:

Dutlook Express 1]

Default file access |

= Free, unlimited access Default |
© Read-only access

" Mo access

% Custom access

| audit I interactive

flag | an | -

Full control no

Read no

Wiite no

Execute ho b
Fiead file data ho

Wwiite file data ho

Delete ho

Append data no

B8l £ o2 avtandad shribitas e LI

0k | Cancel | Spp | Help |

[Properties] dialog

Within the lower part of the dialog you will see three panes for access, audit and
interactive Secure4U actions.

Within the list box you find all available options for each of the panes. These
setting are based on the settings MS Windows NT uses for file access security.
Additionally, you can set the grade of interactivity Secure4U will use. That means
for which actions Secure4U will ask the user before it will commit its activities, i.e.
before it will block a specific access request.

Activation of changes / settings
All changes for the default file access restrictions become active immediately after
a change.

Setting Specific access rights for applications

After you have setup default access rights to the file system, you might want to
exclude / set different access rights for specific directories.

Setting up specific access rights for an application works in the same way as
setting up the default access rights.

TIP! To display all files within the drives/folders right-click the [Files]
component in the left-hand window tree. Activate the show file restrictions
in the displayed popup menu.

To setup specific access rights complete the following steps:

» Select the directory you want to set access for in the left tree-pane of the
Secure4U Administrator Tool.

www.Secure4U.com Page 38 of 87



Secure4U Version 4.1 User Manual
Secure4U Administrator Tool \ 5

File Configuration

» Select the application(s) you want to restrict in the right window pane.
* Double-click or use the [Properties] command of the popup menu.

A dialog similar to this one will be displayed:

Microsoft Outlook

Access for E: I

™ Fres, unlimited access Default |
" Read-only access
% Inherit restrictions

" No access

%" Custom access

1 audit I interactive I
| flag [ on -
Full contral no
Fead yEE
Wiite no
Execute yes b
Fead file data ez
Winte file data no
Delete no
Append data no
] Poad actarmdad stk bas e ll
OF Cancel S | Help |

[Properties] dialog

Select the appropriate access type or create a custom access type.

You can use the [Inherit restrictions] checkbox to apply your settings to all
subdirectories. If you clear it, restrictions will only applied to the folder. Before you
decide on the inherit restrictions for the first time the check box will be shaded.

After you finished your configuration click [OK] to save your changes.

Activation of changes / settings
All changes for specific file restrictions are activated immediately after a change.
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Registry Configuration

Within this Secure4U configuration component you can enumerate and set up
access rights for all restricted applications and the default sandbox to the Registry
database. On MS Win9x systems you can enforce registry security compatible to
the MS Windows NT Registry access security.

Securedl Administrator Tool M=l
File Edit “iew Help

- =

ACRCZO07-NT Application | Aicces:

""" System I Unknown &pplication fuill
E'" Files ﬁ Microzoft Intermet Explarer none
R o} Feisty % Cutloak Express none
f+l- 8 Network e Microzaft Dutlaak none
-8 Securedll Agent

----- @ Virus Scanning

----- @ Cookie Management
----- @ Cacke Management
----- *‘% Aetive Content

----- "\\f K.nowrn dpps

#1-[B) Cache & Cookis E ditor

4 D efault Configuration 4| | _pl

For Help, press F1 o

[Secure4U Administrator Tool] dialog

The options of the Secure4U Registry configuration settings are very similar to the
settings for the File configuration and are accomplished in the same way.

You can setup the following access restriction types:
« Default access to the Registry database for an application
» Specific access to Sub-trees or keys for an application

Setting Default access rights for applications

Secure4U comes with pre-configured default settings and always use the default
access rights for an application when no other customized access rights exist. You
can change the default access for an application. To do this please complete the
following steps:

In the Local configuration branch of the configuration component tree, select the
[Registry] component.

The Secure4U Administrator Tool will then display a list of restricted applications
in right hand window pane.

Within this list double-click the entry you would like to configure. You can also
right-click the entry and select [Properties] within the displayed popup menu.
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The Secure4U Administrator Tool will display the following dialog box

Microsoft Dutlook E

Default registry access |

= Free, unlimited access Default |
" Bead-only access
Seftings |

¢ Custom access

m  HKCUL
mu [HKCC]
[HKLM] =
[HKUSERS] _ =
[HKCR]

0K I Cancel | Lnpl Help

[Properties] dialog
You can select one of the following access types:

e Free unlimited access
 Read-only access

* No access

e« Custom access

Any of the above access restrictions will be applied by default to all registry object
within the Registry database or for the selected sub-tree.

This means that the application you are configuring will have the selected access
type to the whole Registry database or sub-tree, if you do not set specific access
rights i.e. for branches or key(s). These settings will then be applied to all other
Registry objects below the selected object (Registry database => Sub-Tree =>
Branch => Key) if you do not otherwise specify different settings.

Free unlimited access
With this access type you give free access by default to all objects within the
Registry database or to the selected sub-tree.

Read-only access
With this access type you give read-only access by default to all objects within the
Registry database or to the selected sub-tree.

No access
With this access type you block access by default to all objects within the Registry
database or to the selected sub-tree

Custom access
With this access type you can fine grain access rights and Secure4U actions by
combining different access rights and Secure4U activities to a custom access

type.
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To create a custom access type, press the [Settings] button. The following dialog
will be displayed:

Microsoft Outlook 1]

Diefault regiztiy access |

= Free, unlimited access Default |

" Read-only access

Bazic
" Mo access

% Custom access

| auidit I Interactive
flag | an | -
Full contral o
Fead o
A ribe o
Delete o
= [HKCU] | Gury ho | |
‘; [HKCC] . Set valug o
[HKLM] b Create subkey o
[HKUSERS] = Enurnerate subkey ho
= [ b1 ik e LI
[HKCR]
Ok | Cancel | Al | Help |

[Properties] dialog

Within the lower part of the dialog you will see tree panes for access, audit and
interactive Secure4U actions.

Within the list box you find all available options for each of the panes. These
setting are based on the settings MS Windows NT uses for registry access
security. Additionally you can set the grade of interactivity Secure4U will use. That
means for which actions Secure4U will ask the user before it will commit its
activities, i.e. before it will block a specific access request.

Activation of changes / settings
All changes for default Registry database restrictions are activated immediately
after a change.

Setting Specific access rights for applications

After you have setup default access rights to the Registry, you might want to
exclude / set different access rights for a sub-tree/key.

Setting up specific access rights for an application works in the same way as
setting up the default access rights.

To setup specific access rights complete the following steps:

» Select the Sub-tree / Key you want to set access for in the left Tree-pane of
the Secure4U Administrator Tool.

» Select the application(s) you want to restrict right hand window pane.

» Double-click or use the [Properties] command of the popup menu
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A dialog similar to this one will be displayed:

Microsoft Outlook 1]

Acoess for CLASSES_ROOT |

Default |
% Inkerit restrictions SEthitins |

" Read-only access

" Mo access

€ Custom access

= [HKCU]
w3z [HKCC]
[HELM] @
[HKUSERS] _ =

]
[HKCR]

0k I Cancel Spp | Help |

[Properties] dialog

Select the appropriate access type or create a custom access type.
After you finished your configuration click [OK] to save your changes.
Activation of changes / settings

All changes in this configuration component are activated immediately after a
change.
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Network Configuration

Setting up the Network configuration access components in the Secure4U
Administrator Tool works similar to restricting access to the files system or the
Registry database.

Network Neighborhood

Setting up the Network Neighborhood access components in the Secure4U
Administrator Tool works similar to restricting access to the files system. By
clicking the Network Neighborhood the computers in the Network will be shown. If
one of the computers is selected its stored folders will be displayed and specific
access can be set in accordance with the above explained file configuration.

Securedl Administrator Tool [_[O]

File Edit “iew Help

& 8

ACRCZO07-NT | [ Component |
i [] System =5 Metwark Neighborhood

: Filez i"Micrnsuft ‘indows Metwark
-- Reqisty % IP Parts
El-- WP Addresses

- 25 Metwark Meighborkoo:
Yl"" Microsoft Windows Me
? IP Ports

LT IP Addresses

-8 Securedll Agent

----- @ Yirus Scanning

----- @ Cookie Management

----- @ Cache Management

----- *‘% Active Content

----- "\\f F.nown Apps

#1-[B) Cache & Cookie Editor

4 D efault Canfiguration =
4| | B

For Help, press F1 | i

[Secure4U Administrator Tool] dialog

Microsoft Windows Network

By selecting the MS Windows Network in the left tree an applications access to
the Server Message Block (“SMB”) can be restricted.

PLEASE NOTE! Disabling MS Windows Network leads to no access for an
application to Network Neighborhood.

Setting access rights for applications

When no specified access restrictions exists, Secure4U will always use the pre-
set default access rights. To setup the specific access rights complete the
following steps:

In the local configuration branch of the configuration component tree, select the
MS Windows Network component.
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The Secure4U Administrator will then display the restricted applications in the right
window pane.

Securedl Administrator Tool Mi=]
File Edit %iew Help
5]
=)
Application I Action
T Unknown Application allowy
! ﬁ Microzoft Intermet Explarer  allow
" Registry % Outook Express allaw
E‘" Nstwork B Microsoft Dutlook allow
-- M etwork, Meighborhood
w.,l"" Microzoft "Windows Metwork
? IP Ports
LS IP Addresses
EEI---@ Securedl) Agent
----- @ “Wirus Scanning
----- @ Cookie Management
----- @ Cache Management
----- @ Active Content
----- "\\f K.nown Apps
#-[B) Cache & Cookie Editar
@ Drefault Configuration
l | B
For Help, press F1 I_ l_ o

[Secure4U Administrator Tool] dialog

Within this list, double-click or right-click the entry you would like to configure. If

you right-click the entry please select [Properties] within the displayed popup
menu.

The Secure4U Administrator Tool will display the following dialog:

Microsoft Outlook 1]

Microzoft Windows Metwork I

<>
. =
g

" Monitor access

" Block access interactively

" Unconditionally prevent all access

Qk I Cancel Lppi Help |

[Properties] dialog
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You can set one of the following access options to the MS Windows Network for
the selected application(s):

e Allow all access

* Monitor access

» Block access interactively

« Unconditionally prevent all access

Allow all access

With this option Secure4U will allow all accesses to the MS Windows Network for
the selected application. Secure4U will automatically forward all requests from this
application and will not display any message.

Monitor access

Secure4U will monitor all access requests to the MS Windows Network from the
selected application(s) and forward them to the MS Windows Network. At the
same time an entry will be displayed in the Secure4U Activity window and written
to the Event log, if this option is selected in the Secure4U Agent settings.

Block access interactively

When this option is selected, Secure4U will display an alert box to the user, before
taking any action. The user can then decide if the particular request should be
blocked or granted. Any access will also monitored in the Secure4U activity
window and can be written to the Event log if Secure4U Agent settings include this
type of Secure4U action in the logs. See also the chapter Work with Secure4U,
Alert Messages for Administrator use in this User Manual.

Note: This option should only used for testing as it can substantially slow down
overall system performance, while waiting for the user response and holding other
activities of applications.

Unconditionally prevent all access
With this option checked Secure4U will automatically block and monitor all access
requests to the MS Windows Network of the selected application(s).

All Secure4U actions will be displayed in the Secure4U Activity window and can
be logged to the event log.

Activation of changes / settings
Changes to Microsoft Windows Network restrictions are activated immediately
after a change.
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IP Ports

Setting up the IP Ports access components works similar to restricting access to
MS Windows Network.

You can setup the following access restriction types:
» Default access to ports / Network for an application
» Access to specific ports for an application

Setting Default access rights for an applications

The Secure4U default accesses for restricted applications are to unconditionally
prevent all access to IP Ports. The accesses to IP Ports not visible in the
Secure4U Administrator Tool are therefore automatically prevented. We
recommend this setting. However, if you want to change the default setting for one
or more restricted applications please complete the following steps:

In the Local configuration branch of the configuration component tree, select the
[IP Ports] component.

The Secure4U Administrator Tool will display the restricted applications in the right
window pane.

Securedll Administrator Tool M=)
File Edit Yiew Help

T

ACRCEDO7-MT Application | Action
= System T Unknown Application present
Files ﬁ Microzoft Intermet Explorer  prevent
" Registry % COutlook Express present
=1 Network e Microzaft Outlagk prevent

-- Metwiork, Meighborhood
oo Microsoft Windows Network
? IP Forts
T |IP Addresses
EEI---@ Securedl] Agent

----- @ Wiz Scanning

----- @ Cookie Management
----- @ Cache Management
----- @ Active Content

----- }\f K.nowr Bpps

#1-[B) Cache & Cookis E ditor

=4 Default Configuration 1| | ]

Far Help, press F1 o

[Secure4U Administrator Tool] dialog

Within this list double-click the entry you would like to configure. You can also
right-click the entry and select [Properties] within the displayed popup menu.

The Secure4U Administrator Tool will display a dialog similar to the one shown
above for the MS Windows Network.

You can set one of the following options as default access to IP Ports for the
selected application(s):
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e Allow all access

e Monitor access

» Block access interactively

» Unconditionally prevent all access

Allow all access

With this option Secure4U will allow all accesses to IP Ports for the selected
application. Secure4U will automatically forward all requests from this application
and will not display any message.

Monitor access

Secure4U will monitor all access requests to IP Ports from the selected
application(s) and forward them to the ports. At the same time an entry will be
displayed in the Secure4U Activity window and written to the Event log, if this
option is selected in the Secure4U Agent settings.

Block access interactively

When this option is selected, Secure4U will display an alert box to the user, before
taking any action. The user can then decide if the particular request should be
blocked or granted. Any access will also monitored in the Secure4U activity
window and can be written to the Event log if Secure4U Agent settings include this
type of Secure4U action in the logs. See also the chapter Work with Secure4U,
Alert Messages for Administrator use in this User Manual.

Note: This option should only used for testing as it can substantially slow down
overall system performance, while waiting for the user response and holding other
activities of applications.

Unconditionally prevent all access
With this option checked Secure4U will automatically block and monitor all access
requests to ports of the selected application(s).

Any Secure4U action will be displayed in the Secure4U Activity window and can
be logged to the event log.

Activation of changes / settings
Changes to IP Port restrictions are activated immediately after a change.

Setting Specific access rights for applications
You can also set different access rights for specific ports.

Setting up specific access rights for an application to an IP port works in the same
way as setting up the default access rights.

To setup specific access rights complete the following steps:

» Select the IP Port you want to set the access to in the left Tree-pane of the
Secure4U Administrator Tool. By clicking the [IP Ports} component all
configurable IP Ports will be displayed. To add additional IP Ports see below.

» Select the application(s) you want to restrict in the right window pane.
»  Double-click or use the [Properties] command of the Popup menu.

A similar dialog to the one described above will then be displayed:

Select the appropriate access type.
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After you finished your configuration click [OK] to save your changes.

Activation of changes / settings
All changes for specific port restrictions are activated immediately after a change.

Creating a new port entry in the Port / Network component

You can create specific access restrictions to a port, which is not included in the
current port component tree. To add an entry for this port number right-click the
[IP Ports] component root entry in the tree pane.

Within the displayed Popup menu select [Add port]. A dialog where you can
specify the port number for the new port will be displayed.

Add TCP/IP port restrictions |

Fort number;

|1 234

Add Cancel |

[Add TCP/IP restrictions] dialog
Press [Enter] to confirm your settings and add the new port to the tree.

You can now setup specific access right to this IP port for each of the restricted
applications in the application list.

Activation of changes / settings
All changes for specific IP Port restrictions are activated immediately after a
change.

The specific action of an application can be seen in the Secure4U Activity
Window.
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IP Addresses

In order to restrict a users access right to certain IP Addresses , you can set up IP
Address ranges in Secure4U.

To setup the restricted access complete the following steps:

In the Local configuration branch of the configuration component tree, select the
[IP Addresses] component.

The Secure4U Administrator Tool will display a list of restricted applications in
right window pane.

Securedll Administrator Tool M=)
File Edit Yiew Help

T

ACRCZO07-NT Application | sction |
[#] System Tl Unknown Application alla

F“ES_ ﬁ Microzoft Intemet Expl...  allove
" Registry % Outlook, Express allaw
=1 Network o Microsaft Dutlook allow

-- Metwork Meighborhood
\,I"' Microsoft Windows Hetwork,
? IP Farts
- e
EEI---@ Securedl] Agent

----- @ Wiz Scanning

----- @ Cookie Management
----- @ Cache Management
----- @ Active Content

----- }\f K.nowr Bpps

#1-[B) Cache & Cookis E ditor
@ Default Configuration

For Help, prezs F1 i

[Secure4U Administrator Tool] dialog

By right clicking the [IP Addresses] component a popup menu will give you two
alternatives:

 Add address range
« Remove all ranges
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Add address range

If Add address range is selected the following dialog will be displayed:

Unknown Application. Microzoft Intermnet Explorer, Outlook Express, Microzoft Outlook E

Fiange | Action I

> : Frorr: |m
-
SECURE To:  |255.256.256.254

0k I Cancel | e i | Help |

[Add IP Range] dialog

You can now insert the appropriate IP range. To set up the access rights for the
specific range please click [Action] on the dialog to display a dialog similar to the
one described above for the MS Windows Network and the IP Ports.

In the [Action] dialog you can set one of the following access right options to the
specified IP Address range for the selected application(s):

* Allow all access

* Monitor access

» Block access interactively

« Unconditionally prevent all access

These commands work similar to the above described in the IP Ports chapter.
Remove all ranges

Currently you can only remove all IP Ranges at once.

Activation of changes / settings
All changes for this Secure4U configuration component become active
immediately.
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Agent configuration

Within this Secure4U configuration component you can enumerate and set up all
program configurations for the Secure4U Agent.

To change or enumerate the Secure4U Agent settings, select the Agent
configuration component on the left tree pane.

The Secure4U Agent configuration component contains 3 configuration groups:
+ General

 Eventlogging

e Start Apps

General
If General is selected the following dialog will be displayed:

Se-::ure4U Adminiztrator Tool

File Edit Yiew Help

% 5

. ACRCZ007-WNT

[ Show window on startup
l g Reqgiztmy
l M etwiorl, ¥ Always on top
= @ SecuredLl .-’-'-.gent

. , ¥ Show Securedl) Joad
@ Event Logaging

@ Start Appz [~ autostart when Windows starts up
----- @ Wirlg Scanning
..... @ Cockie M anagement [ EBeep when Securedl prevents action

----- @ Cache Management
----- ’ﬁ Active Content

----- }\14 Ko Apps

- (B Cache & Cookie Editor
@ Default Configuration

For Help, press F1 | i

[Secure4U Administrator Tool] dialog

On this pane you can configure the general behavior of the Secure4U Agent.
Within this pane the following options are available:
Show window on startup

When this option is checked Secure4U will display the Activity window when
starting up

Always on top
With this option Secure4U will display the Secure4U Monitor window always as
the topmost window
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Show Secure4U load

When this option is selected, Secure4U will display the current work within the
Secure4U Monitor window

AutoStart when Windows starts up

When this option is checked Secure4U will automatically start the Secure4U Agent
during the MS Windows Start up process.

Beep when Secure4U prevents action

With this option you will hear a beep any time Secure4U prevents or blocks an
access request.

Activation of changes / settings
All changes on this pane become active when the Secure4U Agent is restarted.

Event logging

On this pane you can define which information Secure4U should log to files or the
MS Windows NT Event log

Securedll Administrator Tool =]
File Edit Yiew Help

% 5

b [#] Spstern
" Files [" Logblockedgranted accesses
- [i&, Registy
-- M etiwark, B L
E---?H%cgr:::rjgent [ Log monitored accesses

@ Event Logaging

-..[8) Start Apps Lag to file:

----- @ Yirus Scanning I Browse |
----- © Cookie Management =

----- @ Cache Management
----- ’ﬁ Active Content

----- }\14 K.nown Apps

#1-[B) Cache & Cookis E ditor
@ Default Configuration

For Help, prezs F1 o

[Secure4U Administrator Tool] dialog

The following options are available:
 Log blocked/granted accesses
 Log alerts

e« Log monitored accesses

Depending on the selected option(s) Secure4U logs this information to the Event
log for later inspection. Besides saving the selected information to the Event log,
you can also specify the file within the [Log to file:] field Secure4U should use for
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additional logging. The possibility of logging to an additional file is especially
useful for MS Windows 9x where no Event log exists.

Be aware that some of the options produce large amounts of data when checked.

Activation of changes / settings
All changes on this pane become active when the Secure4U Agent is restarted.

Start Apps

This configuration component allows you to specify what Secure4U should do,
when one of the applications in the application list (left pane) is started.

Securedll Administrator Tool M=)

File Edit Yiew Help

% 5

ACRCZ007-MT Application | Start S4l1Agent
e Systen Tl Unknowen Application ves

Filex ﬁ Microzoft Internet Explorer  yes

" Registry % Outlack Express It

" Network :Microsaft Cutlook,

=118 SecuredU Agent '
@ General
@ Ewent Logging
@ Start Apps

----- @ Wirug Scanning

----- @ Cookie M anagement

----- @ Cache Management

----- ’ﬁ Active Content

----- }\14 Fnown dpps

#1-[B) Cache & Cookis E ditor

53l Default Configuration 4] | ]

For Help, prezs F1 | i

[Secure4U Administrator Tool] dialog

Pz

When set to [yes], Secure4U will automatically start the Secure4U Agent.

The application you want to change can be done so by double-clicking it or right-
click and select [Toggle] from the displayed dialog.

Activation of changes / settings
All changes become active after reboot of the system.
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Virus Scanning
Search for installed virus scanners

During installation, the Secure4U Administrator runs a full search of the file system
to find all copies of virus scanners that can be used by Secure4U. If you have
subsequently installed a virus-scanner and this is not displayed in the listbox you
can rescan the system. Do this by right clicking the Virus scanning configuration
component in the configuration tree. A message box Scan for anti-virus programs
will be visible. Please click the box and Secure4U will rescan the file system.

Selecting a virus scanner

When selecting the virus scanning configuration component in the configuration
tree, Secure4U will display the following list:

Securedll Administrator Tool M=)
File Edit Yiew Help

% 5

ACRCZO07-NT ‘irus Checker | Path

""" Shstern AVASTIZ for Windows MT .
El" Files Doctor Solomon for Windo...  d:hsave_ghzawve_
-8, Registy []F-Prot for D05 - version 3.0 ersecuredutfprol
EEI" Network. FProt - macro antivinue for .
EEI---@ Securedl] Agent

FProt for DOS - wersion 3.0

Moafee for Windows MT - .
[ Mo winus checker

Marton Antivirug for Windo...

----- @ Yirus Scanning
----- @ Cookie Management
----- @ Cache Management
----- @ Active Content

_____ }\f Known Apps Thunder Bute for QDS - el
-8 Cache & Cookie Editar | &t for DOS - version 3.8
53l Default Configuration 1| i =

For Help, prezs F1 i

[Secure4U Administrator Tool] dialog

Within the list Secure4U displays all found virus-scanners it can use. Secure4U

comes with a copy of the popular F-Prot virus scanner, which is copied to your
hard disk during installation of Secure4U.

Note: If you select this virus scanner, please visit the F-Prot / Datafellows web site
(http://www.datafellows.com) and check for the latest virus data files.

All virus scanners Secure4U is pre-configured for, but have not found on your hard
drive(s), are grayed within the list of available virus scanners.

By default, virus scanning is set to [No virus checker]. You should always select a
virus scanner within this list, as Secure4U will otherwise not scan incoming
executables, cab files or other archives for viruses.
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When you right-click one of the items in the list of virus scanners, Secure4U will
display the following Popup menu:

Add new Virus Checker
Delete selected configuration
Properties

Test running

Configuring a virus scanner

When you select the [Properties] command from the Popup menu, Secure4U
displays dialog similar to the following one (depending on the selected virus
scanner):

¥irus Checker Properties |

Doctor Solomon for Windows - version 7.82

Mame of executable file; List of supported extensions:

waindv32.ewe

= Ehecked file s i the end ot commardlline

Command line parameters;

I.-"nnboot /nm Anomzg Anobeep Aautoesit Alfs funzip

Select one path far virus checker:

Inzert new location |
Default settings | Ok I Cancel

[Virus Scanner Properties] dialog

Within this dialog you can review the parameters Secure4U uses to call the
selected virus scanner.

Creating a custom virus scanner

If you want Secure4U to call your virus scanner with different parameters or want
to add a new virus scanner, select [Add new Virus Checker] in the Popup menu.

Note: For custom configuration in Secure4U you can only use virus
scanners, which can be called with command line parameter. The virus
scanner must also provide a return value to tell Secure4U the status of the
checked file(s).

In the following displayed dialog you can add the parameters used by your virus
scanner. To find out the parameters used by your virus scanner please contact the
developer or reseller of your virus scanner.
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Set new Yirus Checker parameters

MHare of Yirus Checker:

]|

Parameters for command line:

[T Checked file iz in the end of command line

Location of executable file:

— Lizt of supported extensions

MHew extension;

OE.

I—
Add new |
I

— Return values

Browse... |

File iz Ok:

e

Filz iz infected:

plees

LCancel

[Set Virus Scanner Parameter] dialog

Activation of changes / settings
All changes for this Secure4U configuration component become active when the

Secure4U Agent is restarted.

www.Secure4U.com

Page 57 of 87



Secure4U Version 4.1 User Manual
Secure4U Administrator Tool
Cookie Management

Cookie Management

How does the Cookie-Manager work?

When a cookie tries to install on your computer, the Secure4U Cookie-Manager
checks its configured cookie list if the URL/site the cookie was received from is
registered or not. Depending on the set policy the Cookie-Manager undertakes the

action set for this site. The following actions can be set up for the Cookie-Manager
for each entry in the list:

* Never save

If a cookie from this URL/site is received it will automatically be
blocked. No cookies from this URL/site are allowed

¢ Always ask
If a cookie from this URL/site is received the Cookie-Manager will
display a dialog to set actions for this cookie and URL/site.

¢ Always save
If a cookie from this URL/site is received it will be automatically saved

on your computer. You will see an entry in the Secure4U Activity
Window that the saving of the cookie was granted.

Setting up the Cookie-Manager

The following outlines the procedure to setup the Secure4U Cookie Manager:

1. Select the type of list you want to use (Black list, White list, Custom list)
2. Add Site/URLs to the list

3. Remove existing cookies from your computer

SecuredU Admimistrator Tool =] E3
File Edit “iew Help
|
==l
ACRCZ007-MT .
_____ Cust : . Please add a URL. The added URL will be
[]_. fo Fm HEilgp monitored by Securedl) and the cookies will be
i Fll BS_ t € Black List handled by your set Access below.
=, Registry
- B Metwork " \white List Iwww.crime.com j
-5 Securedl) Agent ¢+ Custom
""" [ Virus Scanning Aocess: O always % pever O ash
----- [5) Cookie Management
----- @ Cache M anagement Frmm— I LRL I
""" iﬁ Active Content W aways v, Securedl com
----- "‘f‘ Known Spps @ )
I:I---@ Cache & Cookie Editar P A www.acl:rmam.cam
@ Default Configuration nEer vl ENIME. COM
For Help, prezs F1 S

[Secure4U Administrator Tool] dialog

1. Select the type of list you want to use (Black list, White list,
Custom list)

Secure4U allows you to set up the Cookie-Manager in a way that best fits your
needs. Each type of list fulfills different run time requirements and approaches to
stop unwanted cookies. You might choose or change to a different list type after
adding Sites/URLs to a list. All your entries will remain within the list of the new

type while related actions might change to the corresponding type within the new
list.
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Black list: If this list type is chosen, all cookies from the Sites/lURLSs
included in the list, will automatically be blocked from being installed on
the computer. The cookies from all other Sites/URLs will be allowed to
install on the computer. For each entry in the list you can set the
Secure4U action to:

« Never save (Always block)
« Always ask

White list: If this list type is chosen, only the cookies from the Sites/URLs
included in the list will be saved. All other will automatically be blocked.
For each entry in the list you can set the Secure4U action to:

« Always save

e Always ask

Custom list: With this type of the cookie list, Secure4U will ask you when
a cookie arrives from all Sites/URLs which are not included in the list. You
can then decide if you want to block/allow this or all cookies from the
current URL. For each entry in the list you can set the Secure4U action to:
« Always save

« Never save (Always block)

We recommend using the Custom list, at least for some time as many sites on the
Internet use different URLs for the cookie placement (i.e. excite.com /
preferences.com). Also the URL resolving mechanism within this version of the
Secure4U cookie manager needs the precise address to be able to properly block
all cookies from a site.

TIP! The Custom list can also be used as a self-learning mode for the other
two list types.

Within self-learning mode Secure4U presents the following alert window when a
new site want to place a cookie on the computer.

Securedl: Cookie alert |

E"L'E Cookie manager

Do you want to gave thiz cookie in your computer’?

|Jze the [&hwayz] and [Mever] buttonz to allowe/block all cookies from this LRL
zite in the future, ‘with the [Yez] and [Mo] buttons pou allow/block anly the
prezent cookie,

— Cookie infarmation

IRL/Site: IIinkexchange.cum
Ewpiration date: ITue, 09 Mow 1999 23:55:59 GMT
Fath: I /

Lookie value: [54FF COOKIE=3753a90514bddEfs |

[Cookie Manager] Alert window
If you use the [Always] or [Never] buttons the settings will be added to the Cookie
manager list.
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If you use the [Yes] or [No] buttons the settings are only used for the current
session. We recommend using the [Yes] or [No] buttons, when sites save
passwords or user-ID's within the cookie.

When Secure4U blocks a cookie placement or the creation of a cookie is granted
automatically / by the user it will inform you in the Secure4U Activity window about
each of these actions.

& SecuredU activity

Securedl] . | Application Aocess Object

# blocked Microzoft Interne...  zawe cookie z_cur 00 16:03..
% blocked Microsoft Interne...  save cookie wwid 1_0 16:03...
# blocked Microzoft Interne...  save cookie s cur_0_0 16:04..
# blocked Microzoft Interne...  sawe cookie w_wid_1_0 16:04..
# blocked Microzoft Interne...  sawe cookie MG zelD 16:04..
# blocked Microzoft Interne...  zawe cookie Redirect 16:04...
® blocked Microzoft Interne...  sawe cookie MG zelD 1E:04...

ActiveXl Java Applet Cookies |

N1V - LT LN AT V.Y

Active I URL I Mame I Fath I E xpiration date I Internet browser -

no -ercite.cam JID=D39B5.. / Thu Dec 31 10:27:34 2020 Metzcape

ho Jinztallzhigld. com CortactiD=7... / Fri Dec 31 04:29:47 1399 Metzcape

o .doublechck. net id=x ! Sat Now 09 22:53:00 2030 Metscape

no haore. netscape. com WGUszerD=c... / Tue Mow 09 21:41:05 1535 Metscape

ho .clickZnet.com Q03=000000..  / Tue Moy 09 22: 26:33 1939 Metzcape

o .click2net. com Q05=000000... 7/ Tue Moy D3 22:26:33 1999 Metscape

o excite. com registered=rno ~ / Internet explorer

ho ewcite. com JID=D39B5.. / Thu Dec 31 12:00:00 2020 Interret explarer

ho hobwired.com p_unigid=2M... /7 Fri Dec 31 2259591999 Internet explarer

o linkexchange. com SAFE_COO..  / Tue Moy D3 23:53:59 19393 Internet explorer

ho linkexchange. com LEA215139... / Sun Apr 14 00:00:00 2024 Interret explarer

ho ricrosaft com MC1=GUID=... / Sat Oct 04 19:00:00 2003 Internet explarer b
o partnening. microsoft. com IMTERSE=1... / Tue Moy 03 23:12:40 1333 Internet explorer j

[Secured4U Activity Window] dialog

In the lower part of the activity window all currently existing cookies on your
computer are displayed.

By right clicking any of the entries in this list you can remove this cookie or display
additional information about it.

2. Add sites/URLSs to the Cookie list

» Enter a site in the URL field
* Setrequired access / action
e Click on the [Add URL] button in the Cookie-Manager dialog

3. Remove existing cookies from your computer

To remove an existing cookie from your computer select and right-click the related
entry in the Activity Window and click on the [Remove] button. The cookie will then
be physically deleted (No undo possible). You can also remove cookies in the
Cache & Cookie Editor. Please see the Cache & Cookie Editor chapter in this
User Manual.

Activation of changes / settings
All changes for this Secure4U configuration component become active when the
Secure4U Agent is restarted.

For more on Cookie Management please see the section Cache & Cookie Editor.
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How does the Cache-Manager work?

When accessing the Internet, the pages shown by your browser with all their
components, e.g. HTML or GIF files, will be downloaded on your computer, to the
so called cache. Every file arriving on your computer is normally stored in a
specific cache file. If not deleted from time to time the stored cache may take up a
lot of memory space on the computer. In addition it is possible to track Internet
sessions through the stored cache files and hence it might be a threat to your
privacy. The Secure4U Cache-Manager allows the automatic removal of session
information in the browser cache, registry and file system. When Secure4U is
turned off the Cache-Manager checks if it finds the URL/site the cache was
received from in its configured cache list. If the URL/site is found or not found the

action undertaken by the Cache-Manager depends on the policy set by the
administrator.

Secure4l Administrator Tool =]
File Edit Wiew Help

5

ACRCZ007-NT

..... Sush g . Please add a URL. Every time Securedll
3__ e Listbype: finishes all cached fles wil ba deletad ir
. HI = '  Black List accordance with the list bype setting.

H- =, Registy lack Lis

725 Network & Wwihite List I j Add URL I

]@ Securedl Agent
----- @ Yiruz Scanning
----- @ Cookie Management LIRL

Cache Management

&
&
&
&

@ v, acrmain. com
----- Gy, Active Content @ v zecuredu com
----- "\\f' Known Apps

-8 Cache & Cookie Editor
8 Default Configuration

For Help, press F1 L

[Secure4U Administrator Tool] dialog

Setting up the Cache-Manager

The following outlines the procedure to setup the Secure4U Cache-Manager:
1. Select the type of list you want to use (Black list, White list))
2. Add Site/URL to the list

1. Select the type of list you want to use (Black list, White list)
Secure4U allows you to set up the Cache-Manager in a way that best fits your
needs. The following lists can be created actions can be set:

Black list: If this list type is chosen, all cache from the Sites/URLs
included in the list will automatically be removed from your computer when

Secure4U is turned-off. The cache from all other Sites/lURLs will be
spared.

White list: If this list type is chosen, only the cache from the Sites/URLs
included in the list will be spared when Secure4U is turned-off. The cache
from all other Sites/URLs will automatically be removed from your
computer.
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2. Add sites/URLs to the Cache list

» Enter a site in the URL field
e Setrequired access / action
» Click on the [Add URL] button in the Cache-Manager dialog

Activation of changes / settings
All changes for this Secure4U configuration component become active when the
Secure4U Agent is restarted.
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Active Content
Within this configuration component you can evaluate the Secure4U component
database and its settings.

Se-::ure4U Adminiztrator Tool

File Edit Yiew Help

% 5

ACRCZ007-WNT M arme | Source | Date | Hostile |
""" [#] System & Project] UserCont . delfile2 oox 03121997 ez
(i, Files &= Funner Contral Runner.ocx 03121997 wes

- [&, Registy &, Exploder Control Exploderocx 03121997 ves

- B, Metwork

#-[8 Securedll Agent

----- @ Yirus Scanning

----- @ Cockie Management
----- @ Cache Management
----- ’ﬁ Active Content

----- }\14 K.nown Apps

- (B Cache & Cookie Editor
@ Default Configuration

For Help, presz F1 | S

[Secure4U Administrator Tool] dialog

Secure4U can use these settings for additional information and automatic blocking
of components.

Any component flagged as hostile in the Secure4U component database will be
automatically blocked.

Secure4U will add all ActiveX component used on the computer to the component
database.

The administrator can easily add, remove and change the settings for each entry
in the database. By right clicking one of the entries in the right window pane a
popup menu with the following three commands will be displayed:

« Add
* Remove
« Toggle
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Add

To add a component to the database click on [Add] and the following dialog will be
displayed:

Add active code |

Active code path:

[
Browse
[" Flag as hostile _—I

] I Cancel |

[Add Active Code] dialog

Then browse for the component and simply click [Enter] to add the component.

Remove
To remove a component select it, right click, select [Remove] and it is removed.

Toggle

To change the state of the component from hostile to not hostile or vice versa,
either double- click on the component or right-click and select [Toggle] .

Activation of changes / settings
All changes for this Secure4U configuration component become active when the
Secure4U Agent is restarted.
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With Secure4U's Cache & Cookie Editor you can manage the cache and cookies

stored on the computer. When selecting the Cache & Cookie Editor the following
dialog is displayed:

SecuredlU Administrator Tool ==l
File Edit iew Help

e

ACRCZO07-NT

] Sest Cache content of Content type
ystem =

-8, Files Select browser: Select user: Cagi Eniliait

[]" Eegisni IIntemet E xplarer j INSiIf\rerschioId j " Cookies

[H-F= Metworl

-8 Securedl) Agent " Typed URLs
----- [ Wirus Scanning
..... @ Cockie Managemert Local file | Source URL | [rate | File size ‘l
..... @ Cache Management @ ACRBannerS...  http: /v, aciain.comdlmages2/dogoss... June 01,1933 1851
..... :% Active Content @ ACHLogaSm...  http:/Awwe acimain.com/Images2/ogos/... June 01,1999 1467
..... -7\r Knaown Apps i hittp: /v acrmain.com/lmages2dogos/... June 01,1539 16324

E@ Cache & Caookie Editor @ ICSAlogowhit...  http: /v acimain.comdimages2/ogosd..  June 01,1939 B53
@ index. html hittp: /vy, acrmain.comdShopdindes. htm June 01,1993 30053
% Mozp_c_sma..  http v acmain.comdlmages2/ogosd... June 01,1933 2211
E Mawl_S9host.. hitpc /Ay securedu comddmages2inavi..  June 01,1933 1616
@ Mavl_compa.. httpc/Awen securedu comdmages2inavi..  June 01,1933 1322
@ Mawl_compa.. hitp:/Awens securedu comdmages2inavi..  June 01,1935 1328
@ Mawl_wnew...  http:/Awan securedu comdmages2inavi..  June 01,1999 1513

[87 .0 Aif Wb hsnanst serrn s enrn i anes LY liwme 1000 F0A i
@ D efault Configuration i i 3
For Help, press F1 2

[Secure4U Administrator Tool] dialog

Cache Content

When the content type Cache content is selected the cache content is shown in
the right window pane. You can select to view the cache content of a specific
browser and also selected to view the cache content of a selected user. The
browser and the user are selected from drop down lists.

If a cached file is selected and right clicked a popup menu with three commands is
shown:

» Delete selected item(s)
* Delete all listed items
e Properties

Delete selected item(s)
If this commands is chosen all selected item(s) will be permanently deleted.

Delete all listed items
If this commands is chosen all listed items will be permanently deleted.
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Properties
If this commands is chosen a dialog showing the properties of the cached file will
be shown.

Cache enfiy propssitees

Trisk Coich lie:

P - 1113 -bhan_ et g

Looad file F: WM T TS T Frofles pmak: et T emporas Indsmet FlesWE2025TESA 1613 bhn,_sleit of
Las! scomss 04TV Wedrmeday, Movember 11,1338

Lt vl BB wigdreailay, Diolobss 21, 1952

File size I bytas

'

[Cache Properties] dialog

Cookies

When the content type Cookies is selected all cookies are shown in the list. The
cookies can be managed with the same functions as applied to the cache content.

Typed URLS

When the content type Typed URLs is selected all typed URLs are shown in the
list. The typed URLs can be managed with the same functions as applied to the
cache content and the cookies.

Activation of changes / settings
All changes become active after restarting the Secure4U Agent.

www.Secure4U.com Page 66 of 87



Secure4U Version 4.1 User Manual
Secure4U Administrator Tool \ 1
Default Configuration.

Default Configuration.

The Default Configuration contains the base configuration Secure4U had when it
was installed on your computer.

Securedl Administrator Tool M=l
File Edit “iew Help

% 8

ACRCZO007-MT Compohent
..... (#] System Files

E§|-- Files Fegistmy

E§|-- Reqistry ?IFl Ports

EEI-- Metwork,

EEI---@ Securedl] Agent

----- @ Yiruz Scanning
----- @ Cookie Management
----- @ Cache Management
----- % Active Content

----- '}\f K.nown Apps
&#1-[B) Cache & Cookie E ditor

@ Default Configuration 1 | I _PI
Far Help, presz F1 | A

[Secure4U Administrator Tool] dialog

The access rights for the components of the default configuration can be set
similar to the above described for a single computer.

When the button [Default] is clicked in the access restriction property page the
Default Configuration will apply. If the configured object, e.g., a driver, is not
included in the default configuration the following restrictions will apply.

MS Windows NT MS Windows 95/98
Files No Access No Access
Registry No Access Read Only

Activation of changes / settings
All changes to specific access rights are activated immediately after a change.
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Working with the Secure4U Administrator Tool
Within this chapter you will learn how to fulfil the most common tasks

The Menus
Within the local Secure4U Administrator Tool the following menus are currently
implemented

The File Menu

Within the File Menu the following commands are available:
* Remote configuration

« Add remote computer

« Exit

Remote configuration

Secure4U clients can be administered remotely in a network. In order to allow the
client do this you need enable it. When this option is selected the following dialog
will be displayed:

Remote configuration |

In a nebwork. ingtallation, Secured) clientz can be administered
remately. If wou don't have netwark installation, you should left this
feature dizabled. Changes will become effective after reboot.

" Enable remote configuration for this computer

% Dizable remate configuration for this compter

Cancel |

[Enable/Disable Remote Configuration] dialog

If you are not using remote configuration please disable this function since this will
additionally increase security of your system.

Add Remote Computer

To add a computer to the left window pane select this option and the following
dialog will be displayed:

Add computer Ed |

Computer name:

|
] I Cancel

[Add Computer] dialog
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For a computer belonging to the network and having Secure4U installed type the
name and press [Enter} or click [OK]. The computer will then be searched for and
displayed in the left window pane. Thereafter it can be configured as described in
this User Manual.

Exit
Use this command to end your Secure4U Administrator session and save all
configuration changes.

The Edit Menu

Within the Edit Menu you find the following commands:
» Set default configuration

Set default configuration

With this command you can reset all file and registry settings back to the
installation defaults. Use this command with caution. There is no undo function
available after you reset your setting.

Activation of changes / settings
All changes become active when the Secure4U Agent is restarted

The View Menu

Within this menu you can customize the Secure4U Administrator interface. The
following commands are available:

* Toolbar

e Statusbar

Check these commands if you want to display/not display the Toolbar or the
Statusbar.

Toolbar

In the Toolbar two symbols are displayed. With the first you can enable/disable the
remote configuration of a computer . With the second symbol you can add a
remote computer to the configuration tree.

Statusbar

The Stausbar is displayed in the lowest part of the window and displays the status
of each command in the menus.

The Help Menu

Within this menu you can search for a help topic in the online help. For additional
help we recommend you to use this User Manual or contact us directly through
Bupport@acrmain.comj
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Setting program preferences of Secure4U

While running the Secure4U Agent you can change the program preferences of
Secure4U. To change or view any of these settings right-click the Secure4U icon
in the system tray. Within the displayed Pop-up menu you have the following
options:

* Secure4U Monitor

* Activity Window
e Properties

Secure4U Monitor

To displaying statistic information on the current online session right-click the
Secure4U icon in the system tray. Within the displayed Popup menu select the
[Secure4U Monitor] command.

The following window appears:

Last activa: Wiab glia
ACRAN omibrods, 81 ordeal

Since started: jok)  iblocked)
« embeddeds g 0

Activitdes:

{tatal) jak] (blocked)
153 i ]

Securedl) workload: i

[Secure4U monitor] window

The following information is displayed on this window:

» Last active: / Web site:
These fields show you which applet was activated recently and from which
web site it was received

* Since started: / (ok) / (blocked)
Within these fields Secure4U displays statistics for the different types of active
content received during the current session.
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» Active web browsers:
These fields list the currently running web browsers on your computer.
» Activities:
These fields show you how many events have been monitored by Secure4U
and which actions Secure4U has undertaken.
Secure4U workload indicators:
These two indicators display the amount of activities currently processed by
Secure4U

Activity Window

When you use the [Activity window] command from the above described Pop-up
menu the Secure4U Activity Window is display.

For further information on the Secure4U Activity Window, please see the Chapter
Working with Secure4U: Secure4U Activity Window within this manual.

Properties

If the [Properties] command in the above Popup menu is selected the [Secure4U
program properties] dialog, similar to the one in the Secure4U Administrator Tool,
is displayed.

Poperies M@

General | Ewent Inggingl
Mode: Mo connection
Options:
™ Show window on startup
W Alwaps on top
V¥ Show Securedl) |oad

[T Autostart when ‘Windows starts up

[T Beepwhen Securedll prevents action

k., I Cancel Sl

[Secure4U program properties (General)] dialog

General properties
Within this tab page you can set or unset the following options:
e« Show window on startup

With this option set, Secure4U shows the [Secure4U status] dialog
automatically when it starts up.

www.Secure4U.com Page 71 of 87



Secure4U Version 4.1 User Manual SECURE
Setting program preferences of Secure4U 1 4I.I
Event logging -

« Always on top
When this option is set, [Secure4U status] dialog will be displayed as the
topmost window.

e Show Secure4U workload
When this option is set, the Indicators for the Secure4U workload are
activated within the [Secure4U status] dialog and the system tray icon.

e Autostart when Windows starts up
With this option set Secure4U will automatically start when MS Windows is
started.

Event logging

For MS Windows 9x please consult in this manual Secure4U Administrator
Tool/Agent Configuration/Event logging.

If the pane [Event logging] is selected in the [Secure4U program properties]
dialog, similar to the one in the Secure4U Administrator Tool, the following dialog
will be displayed:

Properties |
General  Ewent logging |
Set logging of wour browser activity into the spetenm

log here. *ou can wiew the log in Event Yiewer,
accezzible from Administrative Toaolz system menu.

[" Log blocked/granted acceszes

" Log alerts

[T Log monitored acceszes

k. I Cancel | 1] |

[Secure4U program properties (Event logging)] dialog

For MS Windows NT you can select the amount of information Secure4U writes to
the MS Windows NT system log within this tab page. The following options are
available:

* Log blocked/granted accesses
When this option is enabled, any blocking action or any access request
granted will be written as one entry to the MS Windows NT system log.

e Log alerts
With this option enabled, Secure4U writes an entry to the MS Windows NT
system log for any alert message it shows.
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Event logging

« Log monitored accesses
When enabled, Secure4U writes an entry to the MS Windows NT system log
for each access request it monitored.

Note: To use these options, event logging has to be turned on within your MS
Windows NT user policy. Also consider increasing the size of the log file (System
log [Application]), if using option 3 (Log monitored accesses).
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Working with Secure4U

Depending on the configuration Secure4U will start:

* Automatically when MS Windows NT starts up
» Automatically when you run the monitored applications.
e Manually by the user

To manually start Secure4U double click on the Secure4U icon in the Start menu.

The Secure4U Activity Window

To see the latest action from Secure4U you can use the Secure4U Activity
Window. To displaying the activity information on the current online session right-
click the Secure4U icon in the system tray. Within the displayed Popup menu
select the [Activity Window] command.

B Secuwedll aciivity

Einoosadl] achon Al At Dlgici Tana i
morsossd Micsooolt inbemest Eaglees dimes chesck ) 15306
W e Change o gl oornecion 180D
. raraosad Mhcicoofl inbamst Eaplm Dl chadd. [\ Frogramn FilecFiud Wisoisa ol - 1504159
W pevenied moriorsd  MEciosolt inbemest Daples  open e 1ooesed [ Proagesen FilssFhusd Whgaosol Inl., 15004220
& pieardid roreboeed  MECeowol Inberes Espdien o Dl 10eamd] D\ rcogiman Fibirs' Pl Wstiosodt 14l 150420
W pantel Micicoolt inbemest Faplom 1avscrks ] 1S
rarsboied Whzaoeol inbamest Eaploies  dimes Chesok ] 152 5
4 I I Il
Aectived | Javm Apalet | Cookles |
Ectrew | Harm | ﬂ I Cours I Crmaton [lals
[ -"ﬂ':.-:-ﬂ-m:- AL el | htio e, mormesan o’ AP TR 1 102100 T e W
no Al Alekatall sacivip 40 AOADELETEDIR OC= AE1TE 145300 m
] ACRE peiCorisill &CRCD AOAEECTCOMTAOLOCY ALI1FE 145310 m
] ALRIEGegia SLHIE Sae ALARSELLAITY D HLTFRERT S rw
no ACRRsboci=s AL RRsbn ACARERDOT 00 AL1TR 145358 m
] AL RS avee loppa 40 AMASERVICES. DCx BL1FE 140347 m
5] AL R e e SRk AwWaS TECORTROLD BL1FR 10T

[Secure4U Activity Window] dialog

During the active session the Secure4U Activity Window displays the following
information:

e The actions undertaken by Secure4U

» The applications which are requesting the accesses
 Thetype of access

e« The object accessed (if applicable)

* Thetime of the access

Within the lower part of the Secure4U Activity Window you find three panes for
ActiveX, Java and cookies. You can switch from one pane to another by clicking
on the header.

Within these panes the controls and applets installed by your web browsers from
the Internet are displayed. The ActiveX-pane shows all ActiveX installed on your
computer. The Cookie and Java-pane displays the Cookies and Java applets
running on your computer during the current session. All Cookies installed on the
computer can be viewed in the Secure4U Administrator Tool. By right clicking on
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one of the items in the first column of the ActiveX-pane list a pop-up menu is
displayed to manage the entry

Secure4U shows you the following information:

» The status of the applet (active / not active)

e The name of the applet

e The file name of the applet

* The date and time when it was installed on your computer
* The URL from which the applet was received*

* The URL is not always displayed correctly due to the fact that some web
browsers do not support this function. In addition, if a CAB file with several
components is downloaded and allowed to install only the URL for the first
component will be displayed.

When you right-click an entry in the first column you can:
* Remove the applet from your computer
« Display the properties of the applet

Installing applets / controls

Any time you request pages from the Internet which contain references to active
content, your web browser automatically downloads all necessary applets/
controls to your computer and installs them.

During this process and before the controls are installed / activated on your
computer Secure4U can allow you to display the controls and to stop the
installation process.

Secure4U displays the following dialog:

Securedl: Installing components EH |

Ihztalling components from a CAR file.
& These companents from the Internet will be installed

an pour computer.

Code file | |nfarmatian |
@ ACRSysInfo INF
ACRSpzinfo.ocy

Allows installation?

[Secure4U Installing Components] dialog

To continue with the installation process click on the [Yes] button. To stop the
installation of the applet please select the [No] button.
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Removing an applet / control

If an applet arriving on your computer is flagged as hostile in the Secure4U Hostile
applet database Secure4U displays the following dialog:

Loading hostile applet |

The currently active page has reguested the following
potentially hostile applet; Project] | zerCaontrall

Start the applet?

Mo |

[Secure4U Loading Hostile Applets] dialog

You should normally not install applets that are flagged as hostile.

What shall | do when | receive a hostile applet warning from Secure4U?

It is not recommended to install applets that are flagged as hostile. However with
Secure4U even these applets run until they requesting actions or accessing
resources outside the sandbox.

To stop the installation, click the [No] button. Secure4U then stops the installation
process.

B Secuwedll aciivity
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[Secure4U Activity Window] dialog

Removing an applet / control

To remove an ActiveX installed on your computer right-click its entry within the
first column of the applet list on the Secure4U Activity Window. In the Popup menu
select [Remove]. The file and its related entries in the registry database are then
removed. You can also use the [Delete] button instead of the Popup menu.

The Cookies can also be removed in the Secure4U Administrator Tool

www.Secure4U.com Page 76 of 87



Secure4U Version 4.1 User Manual SECURE
Working with Secure4U ! }
Displaying the properties of an applet / control -

Displaying the properties of an applet / control
To display the properties of an applet or control installed on your computer right-

click its entry within the first column of the applet list on the Secure4U Activity
Window. In the Pop up menu select [Properties]. The following dialog appears:

| Yersion I Interface I
Project]

Tupe Activel control

Created: 26.6.13597 13:40:31

Last Accessed: 25.6.13597 22:00:00

Last Checked: 2651997 13:40:31

Total Size: 9723 bytes

CLSID: ODE3FE21-D352-1100-9DDF-00204FFIFS1E

Status: Loaded - cannot be deleted

Ok I Cancel |

[ActiveX Properties] dialog

On the three tabbed pages you find the following information:

» General: General information like name, type, size etc.

* Version: Information about the version, the creator and copyright

* Interface: Technical information about the interface of the control i.e.

properties and events

Note: Currently only the properties of ActiveX controls can be displayed.
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Managing Cookies during Runtime of Secure4U

1. The Cookie alert dialog
This alert dialog is displayed when you have set the Secure4U cookie list type to
Custom list and a cookie arrives from a site not included in the list.

Securedl: Cookie alert |

E"L'E Cookie manager

Do you want to gave thiz cookie in your computer’?

|Jze the [&hwayz] and [Mever] buttonz to allowe/block all cookies from this LRL
zite in the future, ‘with the [Yez] and [Mo] buttons pou allow/block anly the
prezent cookie,

— Cookie infarmation

IRL/Site: IIinkexchange.cum
Ewpiration date: ITue, 09 Mow 1999 23:55:59 GMT
Fath: I /

Lookie value: [54FF COOKIE=3753a90514bddEfs |

Mo Always Mewver |

[Cookie Manger] dialog

Within this dialog details of the arriving cookies are displayed and you can choose
one of the following actions:

Click [Yes], if you want this specific cookie to be placed on your computer.
You will be asked for any new cookie arriving from this site

Click [No], if you want to block this specific cookie. You will be asked for any
new cookie arriving from this site.

Click [Always], if you always want to allow cookies from this site. Any cookie
from this site will then automatically be saved on your computer. The site will
be added to the Secure4U Cookie list (see previous chapter about the
Secure4U Cookie-Manager). You will find also an entry for these cookies
within the existing cookie list (Secure4U Activity window).

Click [Never], if you want to block all cookies from this site. Any cookie from
this site will then automatically be blocked when arriving from the Internet. The
site will be added to the Secure4U Cookie list (see previous chapter about the
Secure4U Cookie-Manager).
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2. Tabbed panes within the Secure4U activity window for ActiveX, Java and
Cookies

Within the Secure4U Activity Window 3 panes for ActiveX, Java and Cookies are
displayed.

& Securedl] activity Hl=1 E3
Securedl] action Application Access Obiject Time =
% blocked Microgoft Intemet Explorer  save cookie P_unigid 102
# blocked Microgoft Intemet Explorer  save cookie =_unigid 102
% blocked Microgoft Intemet Explorer  save cookie p_unigid o2
% blocked Microsolt Intermet Explorer  save cookie 5_unigid 102
% blocked Micrasoft Intemnet Explarer  save cookie p_unigid 102
% blocked Microsolt Inteinet Explorer  save cookie s_unigid 102w
< | »
Activex | Java Applet Cookies |

Active | LIRL | Mame | Path | Expiration date | Intemnst bmwsel' Al

no imng.crphet.com Apache=13... / Intermet explorer

no infozeek.com Infoseekls.. /¢ Intemet explorer J

no microzoft.com MC1=GUID... / Intermet explorer

no rspress microsoft com EGSOFT_| ! Irtemmet explorer

no v hotfiles. com ZDMEBI7=0 Jprespick/ Intemet explorer

no mgdn-eu. one. microzoft, com . #Subscriber Intermet explorer

no mzdn.one.microsoft.com ... /subscriber Intemet explores LI

[Secure4U Activity Window] dialog

You can switch from one pane to another by clicking on the header. Right-click
one of the items in the first column of the list displays a pop-up menu to manage
the entry. For existing cookies on your computer it allows you to remove the
selected cookie or display its properties/content.

Note: You can also remove a cookie by selecting its entry and then pressing the
[Del] button.

Alert Messages for Administrator use

If set to block access interactively Secure4U will show the unwanted or
dangerous actions that are requested. In these cases Secure4U sends you a
message asking you to grant or block a particular event.

When you receive an alert message from Secured4U the application is trying to
access resources outside the closed environment (sandbox). Depending on the
configuration Secure4U blocks these accesses automatically or sends an alert
message to the user.

When Secure4U alerts the user it halts the request for the action / event until it
has received an input from the user. Because Secure4U is deeply integrated into
the operation system it can halt almost any type of request. We created a
technology called Smooth Stopping with which we intercept the call to the system
resources by the application and reply to the system in a way that the operating
system can continue running. Otherwise if you block certain actions / events
automatically, your operation system might become unstable or the restricted
application will not respond any more. This is also one of the reasons why you
receive standard MS Windows messages if for example your web browser tries to
access protected resources and Secure4U is set to automatic blocking.
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Securedl): High risk access request K E3

A High risk access request

The application:

C:“Program FilesPluslMicrosoft IntermethEXPLORE . EXE
[Microzoft® Flusl for "Windows® 95] iz requesting a run
application to the following object:
CAwINMTAEXPLORER EXE

The workstation iz in Mo connection mode.

Grant accesz?

No | Grantal Block all

[High Risk Access Request] dialog

Within the Secure4U alert messages you receive the following information:

» The risk level of the requested action

e The application which is requesting the action

e The type of request

» The object / resource on your computer which is accessed (if applicable)

If Secure4U is not set up to automatically block all unwanted accesses, you can
grant the current access request by clicking on the [Yes] button or block the
requested access by clicking on the [No] button.

To block or grant access of a particular type to one specific object use the [Grant
all] and [Block all] buttons. These accesses will then be automatically granted or
blocked by Secure4U during the whole online session.

Note: These buttons are not available when there is no object.

How should | react when | receive a Secure4U Alert Message?

If you receive an alert message Secure4U gives you all necessary information to
decide which action should be taken.

The application which is requesting the action:
Within the alert message you find the name and a description of the executable
which is requesting the access.

The type of request:

Within this field you see the type of access requested. Common types are e.g.
reading, writing, deleting of files or configuration settings. Depending on the
resources accessed an attack can consist of a series of accesses. The severity of
the request is automatically shown by the risk level Secure4U applies for this type
of request (in combination with other indicators)

The mode your computer is in:

In the MS Windows Statusbar Secure4U diversifies between two modes your

computer can be in:

 No connection: There is no remote connection open via the MS Windows
socket and the restricted application.

» OQutside connection: There is a MS Windows socket connection opened via
your LAN or via remote access
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Alert Messages for Administrator use

The object / resource on your computer which is accessed (if applicable):
Within this field you see which resource the restricted application wants to access.
This is normally the best indicator in combination with the risk level for an attack.
Typical unwanted accesses would e.g. be writing to an executable file or changing
of system files.

With the above information and qualification of the access request you can
normally decide if you should allow the access or not. If you are still not sure
check the following:

*  Which risk level is displayed?

«  Which applets are currently running (Secure4U activity window)?

» Do you know the applets, their sources or have you seen these warning in the
past?

 Have there been multiple other monitored requests proceeding since this
applet is running?

* Was the applet flagged as hostile when received from the Internet?

* Which resource is accessed, is it part of the system or one of your
documents?

» Is the resource deleted or changed by the type of access requested?

* |Is your computer in outside mode?

If you are still not sure we recommend you to block the access.
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Deploying and using Secure4U within LANs

Remote Configuration

Secure4U can be centrally deployed and administered within LANs. For a simple
remote configuration you can install Secure4U on the server and add computers
to the administration tool.

A more sophisticated remote configuration can be reached by installing the
Secure4U Network Console on the server.

For more information about the Secure4U Network Console please see the
Secure4U Network Console User Manual.

PLEASE OBSERVE! Both MS Windows NT and MS Windows 95/98 can be
configured offline. Configure a computer online is only possible for
computer running MS Windows NT.

Deployment of Secure4U via SMS

Secure4U can be deployed via SMS version 1.2. However, please be aware that
the default configuration of SMS is to install the program with user rights.
Secure4U needs administrator rights to install and this has to be made possible to
the program.

Management of Secure4U via MMC

Currently the clients can be shown and managed through the Secure4U Network
Console. Which is implemented as a snap-in for the Microsoft Management
Console (“MMC").

For more information about the Secure4U Network Console please see the
Secure4U Network Console User Manual.

Management of Secure4U via other Network management
systems

Management and configuration of Secure4U via other Network management
systems will be made possible in the future.

Silent Installation of Secure4U

A silent Installation can be done when installing Secure4U through the
InstallShield standard remote network installation programs.

Limitation of user interaction

The Administrator can limit the user interaction possibilities by removing the
Secure4U Administrator Tool and the Secure4U Unloader Tool from the client
computer. The Secure4U Administrator Tool is hamed tuconf.exe and the
Secure4U Unloader Tool is called unloader2.exe. Both are to be found in the
installation folder selected for Secure4U during the installation.
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Using Secure4U together with other software

Secure4U layers itself transparently into the MS Windows operating system. To
restrict applications please consult the Restricted Applications chapter in this
manual.

PLEASE OBSERVE! A too restrictive sandbox around a program can lead to
unwanted results or malfunctions within the restricted program.

Before you set blocking activities, you should know all the necessary accesses the
program need. If you don't know all the necessary accesses you can start the
application and then review its access calls in the Secure4U Activity Window. By
using the Secure4U Activity Window and the Secure4U Administration Tool you
can through trial and error find the necessary accesses the application need to
function. For more information about the Secure4U Activity Window please consult
the specific chapter in this manual.

Installing other software on a computer with Secure4U

As Secure4U can be configured to restrict all unknown applications, it can be
difficult to install new software on a remote computer. The Secure4U Administrator
Tool gives the administrator the possibility to temporarily disable, remotely or
locally, Secure4U until the new software is installed. Please remember to turn it on
afterwards.

By right-clicking the computer symbol in the left hand window pane a popup menu
displays the command:

 Enable Secure4U,
» Disable Secure4U,

Please select the appropriate command. The changes will be active immediately.

Grouping of computers

In the Secure4U Network Console the administrator can divide the computers in a
LAN into different groups (i.e., Management, Marketing, etc.). It is currently
possible to disable / enable Secure4U on remote computers for groups. In future
versions of Secure4U it will be made possible to change the configuration for
computers within the group at once.

For more information about the Secure4U Network Console please see the
Secure4U Network Console User Manual.
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Contact information

If you require further information on the Secure4U product family or want to know
more about our products and services, please contact us via the Internet at:
Wwww.acrmain.com|or jyww.Secure4U.com|

Support information request for Secure4U: support@acrmain.com|

Please include your license number, information about your computer (operating
system, processor and memory) and a brief description of your problem. You can

also fill out our support form and submit it online on

http://www.acrmain.com/Support/|

Updates or new versions of Secure4U:
Please check the product section on
Ivww.acrmain.com|and lwww.Secure4U.com|

If you want to write us a letter please use the following address:

Advanced Computer Research Praha s.r.o
Bretislavova 12

110 00 Prague 1

Czech Republic
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