1)Introduction :





DVSNetmon is a Internet and Intranet Traffic Analyzer for Windows95/98/2000 and Windows NT.





Features


·    Analysis of Local Network and Internet traffic.


DVS-NETMON  runs on Windows 98/95/2000,Windows NT and Linux based machines and tracks network usage by host, timestamp, protocol, etc.


DVS-NETMON captures the packet at line rate and stores information of packets like Source IP address, Destination IP address, Source and Destination MAC Address, Protocol, Source Port and Destination port, start time, start date in a MySql database.


Graphical and tabular representation of Network Traffic Information.


Data related to traffic is stored in Systems Hard Disk Drive. Administrator can give date and time to get traffic pattern on that date and time.


Tells who was connecting to what Internet sites. Queries DNS to translate IP address to real site name


Extremely simple to install and configure.


On line and daily analysis of Internet Traffic. Information is stored in a My SQL table and a text file containing following fields :


      Source IP address


      Destination IP Address


      Source Mac Address


      Destination Mac Address


      Local Machine Name


      Remote Machine Name / Name of Site ex www.yahoo.com 


      Type of traffic (HTTP, FTP, Telnet, Mail etc),


      Start Date 


      Total Number of Bytes 


Port Number





Architecture





The network monitoring software is developed in form of two distinct modules - Packet Snooper and Packet Analyzer. 





This is designed to have flexibility and scalability in the system. This way, the module doing snooping/sniffing of packets can run on a high performance machine. While the module which analyzes the traffic can run on lower end machine also.





Also, both the modules can run on the same machine or can run on different machines. The modules communicate with database through C Interface and JDBC.


Packet Snooper


This module snoops all the packets going on a physical segment of Ethernet (can be 10 or 100 or 1000 MBPS) LAN. It then stores only the required fields from each Ethernet packet into a database. This database supported in current version is MySQL. The support for other databases will be done in the future releases. The database should provide connectivity to the application programs.





The following fields are extracted from each Ethernet packet by the snooper module and is then stored into the database:


Source Ethernet Address.


Destination Ethernet Address.


Network Protocol type (in Ethernet header).


Source IP address  (if network protocol type in Ethernet header is IP).


Destination IP addresses (if network protocol type in Ethernet header is IP).


Transport Protocol Type  (if network protocol type in Ethernet header is IP).


Source Port Number (if the transport protocol type in IP header is UDP or TCP).


Destination Port Number (if the transport protocol type in IP header is UDP or TCP).


Timestamp (indicating when the packet traversed on LAN).





This database is maintained according to each day (24 hours), so that the database size is limited and searching in the database is fast.


Packet Analyzer


This module analyzes the information stored by the packet snooper, from the database. This analysis is done based on user input i.e. what does user wants to analyze. One copy of Packet Analyzer can be used to analyze data stored by multiple copy of snooper running in different physical networks. 








2) Installation :





Hardware & Software Requirements :





Packet Snooper: Pentium (or higher) system with 32 MB RAM (or higher). Running Window 95/ 98/2000/NT  or  Linux and mySQL Server.





Packet Analyzer: The code is written in Java and can run on any platform supporting Java. In case when JDK is not installed on system where Packet Analyzer is running, it is require to install JRE (Java Run time Environment)





Note: Having both Packet Analyzer and Packet Snooper on the same system will require additional resources for the same Performance.





Installation of Database


The Database is used to store the information of network collected by Packet Snooper. Please buy the relevant database from the respective vendor and install it as directed by the vendor.





Installation of Snooper


For Windows 95/98/NT


Assuming installation of both client and server on a same Windows 98 machine and the run the following  commands to install the DVS-NetMon Packet Snooper: -





cd Packet snooper\win9x


Setup.exe





Setup will ask the destination directory to install the program and then will install the snooper program. Read readme after installation.





Note: By default the snooper will be installed in


 “C:\Program Files\DVSNetmon\PacketSnooper” directory.





Installation of Analyzer


For Windows 95/98/2000


cd analyzer\windows


Setup.exe





Setup will ask the destination directory to install the program and then will install the analyzer program. Apart from the analyzer module, it contains Java Runtime environment, JDBC Drivers and the libraries   to assist this application


     


Read readme after installation.





Note: By default the analyzer will be installed in “C:\Program Files\DVSNetmon\Analyzer” directory.





RUNNING





Running the database


Please refer to the respective database user manual. The database should run in a mode in which it can accept the client connections.





For example, to run mySQL database, please run the following command at the command prompt: -


mysqld





Note: Please start the database before starting the snooper.





Running the snooper





For Windows 95/98/NT





Click on Start->Programs->DVSNetMon->Packet Snooper. This will start the snooper module.





Another way is to open a DOS prompt and go to the directory in which you have installed the snooper. Run the following command at the DOS prompt:-





cd “C:\Program Files\DVS-NetMon\PacketSnooper”


snooper.exe





This will start the snooper module. If more then one Adapter is installed on your system snooper


Will ask to select any one.


The snooper module will connect to the database and open it in the write mode. The name of the database will be according to today’s date and time.





The snooper module will then wait for the requests to come from the analyzer.





Note: Please start the snooper before starting the analyzer.





Running the analyzer


For Windows 95/98/2000





Click on Start->Programs->DVSNetMon->Packet Analyzer. This will start the analyzer module.





Another way is to open a DOS prompt and go to the directory in which you have installed the analyzer. Run the following command at the DOS prompt:-





cd “C:\Program Files\DVS-NetMon\PacketAnalyzer”


analyzer.exe





This will start the analyzer module. 








Status of Program�3. The status of the program  : Shareware(30 DAYS evaluation copy).�4. The distribution status of the program. :30 days evaluation copy.�5. In the event of questions or problems: Contact support@dvsinfo.com,vineetj@dvsinfo.com���





