Deletion and Access Control Manager


This program will let you to assign previleges to users of a Windows 95/98/ME based systems.  You can have access control by creating users and assigning them certain folders for being protected from them.  This can be done using the application Deletion and Access Control Manager.  It is protected by enquiring for a password in the beginning.  Hence this application is allowed only for the highest officer incharge of the system.  Others are not allowed to use this application.  Then comes the Login application which logs in a user in the machine one at a time.  Default is the Guest user with restrictions to most of the folders in the system.  A password is assigned to individual users which  can be set by the protected application.  The database thus created is used by the Login application.  Everytime the Login application is started, it loads the databases in its buffer and does the protection work.  So every time after altering the database using the Deletion and Access Control Manager, Login application must be restarted!!  The Login application is itself protected from unloading with a password, which if given the application will unload.  Thus it is a fool proof way for restricting access to individual users.  


	For Deletion control, the top officer using the application will set passwords for certain directories which must be given for any running application to delete files from the folder in the list.  When the files in the predefined folders are deleted, it pops up a box enquiring for password, which only if given the files are removed.


User:


Adding a user is very simple using the Deletion and Access Control Manager.  Just click on the User menu and click on the Add item.  It will enquire for the user name which must be added.  Once the user name is added it appears in the left tree view.  To set the password for the user click on Password for the user.  This will open up a dialog box enquiring for the password to be set up for the user.  You can delete a user by selecting it in the tree view and clicking on Delete item, all the information about the user is lost.


Directory:


Adding a directory first involves selecting a user.  Once a user has been selected, just click on Add in the Directory menu.  This will open a dialog box enquiring for the path to be protected to the user.  This way you can add any number of directories for a single user.  You can delete a path by selecting the Delete from the Directory menu item after clicking the user in the tree view and the path in list view.  You can select many paths at a time also by pressing Ctrl or Shift key simultaneously when selecting the paths.  The Flush will flush the directory in the internal memory which is mostly done by the application as you switch users.


The added directories are protected for the user after the Login application starts.  Even DOS box cannot access the files in the folders mentioned in the list.


Deletion:


The deletion mechanism is for all the users logged in the system.  After selecting Deletion Protected Paths in the tree view, just click on Deletion menu and select Add to add a folder and after selecting the path just select Password for Path menu item.  It will set the password for the path.  Remember that the Login application must be closed when using this application.  Now after the user logs in the system, the deletion protected path will be safe from unwanted deletes.


The Extensions to protect is for monitoring if the file being deleted comes with a predefined extension, mostly it will be for executables and documents.  These extensions can be added or deleted by using this menu item.  A dialog box appears, which shows all the extensions that are being monitored by the application against deletes.  If the specific extensioned file appearing in the extension list box is deleted after logging in, it will automatically be displayed in a dialog box enquiring for a password.  This way the user can be safe against unwanted deletes like virus attacks.  The extensions can be added or removed by using the appropriate buttons in the list view in that dialog.  Once the OK button is pressed, that is stored in a database.  Now all those extensions are safe from permanent deletes.


Add Recycle Bins menu item is given to add all the Recycled files in the system.  The user of the system can send the files to the bin and when it is emptied the deletion password protected dialog box pops up enquiring if the file is to be deleted permanently!


Saving:


After having done the modifications and additions the user of this application must save them to the database file using the Save toolicon or the File menu.  Thus after the application exits, the Login application can be restarted to protect the users and deletions.


Login Application:


The logging will default to user Guest and the password Test.  This should be a standard and should not be modified or deleted.  An icon appears in the system tray which if left clicked will pop up a dialog box for switching users.  Once this box comes, you can change the user and password, which must be specified.  After switching the user, the box disappears if the password for the user is correct.  After the user has changed, the users directory database is used for protection.


	To unload the Login application, the user must specify a password after right clicking on the Login icon.  If the user gives the perfect unloading password, the application quits and no restrictions apply to the folders from then on.  Unloading should never be done except when modifying the database by a normal user.





