**Version 2.00 production (Release date 23-08-99)





This is a list of the changes that have been made to SLockPK since the previous release:





=====================================================================





Type of change:                  Internal


Reason for change:               Increase functionality


Impact on existing applications: None/Medium





The internal processing has been changed so that SLockPK does not need to be restarted after accepting a Certificate for it to come into effect. The new Certificate is now loaded immediately after passing the validity checks. You may want to make some minor changes to the way you application reacts after receiving a Certificate to make use of this feature. You can probably leave the application how it is without having any ill effects.





=====================================================================





Type of change:                  Internal


Reason for change:               User request


Impact on existing applications: Minor/Major





The Disk Serial Number and Volume Label was taken from the drive where the application was located. This has been changed so that the C drive is always referenced. This avoids problems when the user moves the application between drives.





The Disk Serial number is now formatted as an 8 digit hex number. 





These changes could mean that new Unlock codes must be computed for existing applications.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Usability


Impact on existing applications: None





The Application Version ID in the UIR was not being correctly filled in the first call to the GetUserInfoString procedure. This has been repaired.





=====================================================================





Type of change:                  Internal/External


Reason for change:               Increase Usability


Impact on existing applications: None





In previous versions, if the same Certificate was passed to SLockPK, no OnCertAccept event was triggered. This was confusing for the user, so the event is now always triggered.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





Two additional properties have been added to allow you to inform users of when a new version of the application is released:





NewVersionAvail: Boolean


NewVersionURL: string





The NewVersionAvail can be set to true when a new version of the software is released, and the NewVersionURL can be filled with the download address of the archive or can be an ordinary HTML page.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





Additional certificate modes have been introduced:





cmReset - Fires the new "Reset" event. This could be used for resetting your app





cmTerminate - Fires the new "Terminate" event. You could use this to take terminate the trial period of the application and stop any further usage





cmUnregistered - this sets the status to "NotExpired" and fires the "OnReminder" event. This has been added to allow you to implement protection schemes using only the PK registration mode for increased security





cmGrace - this sets the status to "NotExpired" and fires the "OnInGrace" event. This has been added to allow you to implement protection schemes using only the PK registration mode for increased security





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





The LoadCertURL method has been implemented. This can retrieve a Certificate either from a static HTML page or from a dynamic server (SLockPK Certificate Server). This allows the full automation of registering applications over the Internet.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





Additional Properties have been added to allow you to automatically inform users when a new version of the application is available.





NewVersionAvail: Boolean;


NewVersionURL: string;





These allow you to pass back the URL of the new version - this can of course be a HTML page explaining the version, or can be the new version itself. If the NewVersionAvail indicator is false, no new version is available.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





A new example application "SLockServerTest" has been created to demonstrate how to use SLockPK with the SLockPK Certificate Server.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





The first of the SLockPK servers is now up and running. This is used to enable the Certificate Builder for trial usage and to work with the SLockServerTest example application. The server is still in an early stage of development and does not yet have full functionality.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





The Certificate Builder has been reworked to make the user interface more intuitive and helpful. The Certificate Builder has also been protected with SLockPK to ensure that unregistered users cannot create application keys.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase Functionality


Impact on existing applications: None





The UserInformationRecord has been expanded to hold a new field which holds the CertMode of the certificate currently in use by the application. This allows you easier tracking of the status of the application.





=====================================================================





Type of change:                  Internal


Reason for change:               Internal Versioning


Impact on existing applications: None





The above changes have forced the version of both the Certificate and the UserInformationRecord to be increased to v2.01. Backwards compatibility has been maintained, so you can continue to use the applications as before.





*********************************************************************


*********************************************************************





**Version 2.00 beta 3 (Release date 25-07-99)





This is a list of the changes that have been made to SLockPK since the previous release:





=====================================================================





Type of change:                  Internal


Reason for change:               Error Report


Impact on existing applications: None





When attempting to write to a DLL which is write protected SLock used to fail and the processing was interrupted, leaving the state of the SLock component undefined. The internal processing has been altered so that even dll files with hidden, read-only and/or system attributes will be written to without affecting the state of the attributes.





=====================================================================





Type of change:                  Internal/External


Reason for change:               User Request


Impact on existing applications: None





We have had many requests that the QuickLock mode support extensions, even though the software author will have to track the number of extensions which have previously been made. We have built this into the Certificate Builder so that this is also possible now.





=====================================================================





Type of change:                  External


Reason for change:               Usability


Impact on existing applications: Medium





The existing event 'RegInfoTamper' has been used for indicating that there has been an error comparing the Certificate with the PC it is being used on when Registered in PKRegistration mode.





The previous use of this event has been transferred to the new event 'TrialInfoTamper' and will require a small amount of program changes to build SLockPK into existing applications.





=====================================================================





Type of change:                  External


Reason for change:               Usability


Impact on existing applications: -





The additional registration mode "stDemo" has been added. This is read from the Certificate and can be set in the Certificate Builder. The demo mode is similar to the registered mode, but the status of "stDemo" allows you to make demos for marketing or demostration purposes.





=====================================================================





Type of change:                  External


Reason for change:               Usability/Bug report


Impact on existing applications: -





The Certificate Builder used to demand that the current profile is saved before the Certificate can be created. This has been changed on user request so that the additional step of saving is no longer necessary.





=====================================================================





Type of change:                  External


Reason for change:               Usability


Impact on existing applications: -





The User Fields (UserField1 and UserField2) and the user name have been made into "persistent fields". These fields can be given in the Trial Certificate and are passed back in the User Information Record (UIR) and can then be automatically read into the Certificate Builder for inclusion into the Registration Certificate. (hence the term "persistent").





This allows a serial number to be given during the trial period and then be followed all the way through the registration lifecycle.





=====================================================================





Type of change:                  External


Reason for change:               Error Report


Impact on existing applications: -





The LockTest project made a reference to a unit which was not required. This has been removed.





=====================================================================





Type of change:                  External


Reason for change:               Error Report


Impact on existing applications: -





Reading the Certificate Expiry dates and the the Trial expiry dates lead to conversion errors in some countries. This was due to the dates being stored in the .pki files formatted for Germany. The way the dates are now being stored has been changed so that the date can be read independant of the local date formatting options.





=====================================================================





Type of change:                  External


Reason for change:               Usability


Impact on existing applications: -





The Certificate Builder now has a "Wizard" mode to allow for the easier creation of Certificates by beginners. This is intended as an introduction to the process of creating Certificates, and experienced users will probably continue to use the "Classic" mode of operation as this is faster.





=====================================================================





Type of change:                  Internal/External


Reason for change:               Programming Error


Impact on existing applications: -





The Registration Name was not being passed correctly to the SLockPK property. This has been repaired.





=====================================================================





Type of change:                  Internal/External


Reason for change:               Usability


Impact on existing applications: -





The user fields have been moved out of the registration section of the Certificate and are now also availiable in the Trial Certificate. This allows more sophisticated protection schemes to be realised, using Certificate specific values.





Additionally, the Serial number field is now also available in the Trial Certificate.





The User Information Record also now includes these properties to aid tracking





=====================================================================





Type of change:                  Internal


Reason for change:               Usability


Impact on existing applications: -





The Certificate and the User Information Record now have versioning information to allow for later upgrades. This should have no impact on your applications. 





=====================================================================





Type of change:                  External


Reason for change:               Security


Impact on existing applications: -





The PKKey property has been removed and replaced by two methods. This is to make the tracing of the key loading more difficult. The two methods are:





     // procedure for loading a PK key into SLockPK


     procedure         LoadPKKey(const NewKey: string);


     function          PKKeyIsLoaded: Boolean;








=====================================================================





Type of change:                  Internal


Reason for change:               Security


Impact on existing applications: -





An additional anti-tamper feature has been included: If the time taken to decode the certificate takes too long, the decryption is disrupted. This could have negative effects on some *very* old PCs which perform the processing too slowly, but we have chosen the time limits to be reasonable for all PCs of 486 ans above status.





This measure should normally be transparent to the end user and the developer.





*********************************************************************


*********************************************************************





**Version 2.00 beta 2 (Release date 28-05-99)





This is a list of the changes that have been made to SLockPK since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               Programming error


Impact on existing applications: -





The Certificate Builder did not save the "Threshold" value and did not include the information in the Certificate. This has been repaired. (I didn't know how to spell threshold while I was putting the project together, and spelt it initially with an extra "h": "threshhold". During the programming I looked it up in a dictionary, and found that the spelling was wrong. I forgot to change all the references to "threshhold". If Delphi had a spellchecker...  ;) Ian)





=====================================================================





Type of change:                  Internal/External


Reason for change:               Programming error


Impact on existing applications: -





The User Information Record and the Certificate was sometimes truncted before the end of the record causing a pointer fault. The missing information is now included and additional plausility checks have been built into the routines.





=====================================================================





Type of change:                  External


Reason for change:               Usability


Impact on existing applications: -





The existing windows in the LockPK application have been updated to be easier to understand.








=====================================================================





Type of change:                  External


Reason for change:               Usability


Impact on existing applications: -





The Certificate Builder has been updated so that specific fingerprint items can be chosen to be included, while others are excluded. This means that you can create a Certificate which will work on any machine where, for example, the Windows Registered Organisation is "BigCo Inc."








*********************************************************************


*********************************************************************





**Version 2.00 beta 1 (Release date 26-05-99)





This is a list of the changes that have been made to SLockPK since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               Security


Impact on existing applications: High





Major release of the SLockPK component. Protects software using public key encryption.





*********************************************************************


*********************************************************************





**Version 1.14 (Not Released)





This is a list of the changes that have been made to SLock since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               Security


Impact on existing applications: None





The DeleteregInfo method has been removed to disallow crackers using this to reinstate the trial period





=====================================================================





Type of change:                  Internal


Reason for change:               Security


Impact on existing applications: None





Internal names of procedures have been changed from meaningful names into 8-digit hex strings. This should make the reverse engineering of SLock protected apllications a little more complicated as the possiblity of simply looking in the .exe jump table for words like 'register' no longer exists. No external difference should be detectable.





=====================================================================





Type of change:                  Internal/External


Reason for change:               Security


Impact on existing applications: None





The possibility has been added to allow a registration only on the receipt of a PK (public key) encrypted registration string. This will disable the existing symmetric key registration system. While this adds an amount of complexity to the registration process, the benefits are large from the viewpoint of protection. Existing applications can continue to use the existing registration scheme without modification.





To use this scheme, the "RegisterType" must be set to "rtAsymmetric" and the additional Property "PKKey" must be loaded with the PK key for the application.








*********************************************************************


*********************************************************************





**Version 1.12a (Release date 10-01-99)





This is a list of the changes that have been made to SLock since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               Security


Impact on existing applications: Possibly Major





By using two seemingly harmless tools on the market, it was possible to recover the locations of the Registry keys and the Encryption key from the SLock executable. The first tool "exe2dpr.zip" allows a dephi executable to be disassembled into a form template and a code skeleton. The form template can them be read either by using Delphi itself or by using a viewer "dfmview.zip". The encryption key could them be used by a cracker to create registration codes using the SUnlock application.





IT IS THEREFORE RECOMMENDED THAT you load the following Properties in your project dynamically:





     EncryptionKey  


     DLLName 


     RegKeyBackKey  


     RegKeyBackPath 


     RegKeyBackRoot 


     RegKeyMainKey  


     RegKeyMainPath 


     RegKeyMainRoot 





This makes the use of these tools not possible.





*********************************************************************


*********************************************************************





**Version 1.12 (Release date 18-12-98)





This is a list of the changes that have been made to SLock since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               Increase usability


Impact on existing applications: Minor





SLock now has the ability to be extended by a whole year in the start count and day count modes of operation. This can be used to extend the existing functionality to extend by a month using the normal extension codes.





=====================================================================





Type of change:                  Internal/External


Reason for change:               Increase security


Impact on existing applications: Minor





The Delete function could pose a threat to the security of SLock. A password has been added to the call to the delete function to help protect against misuse. The application password must now be given when making this call.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase usability


Impact on existing applications: Minor





The unlock code is no longer case sensitive - the code is now automatically converted to upper case internally.





=====================================================================





Type of change:                  Internal


Reason for change:               User request


Impact on existing applications: Minor





SLock reported changes in the System Clock as being attempts to tamper with the system even after a correct registration code had been entered. SLock now ignores all changes to the system clock after it has been registered.








*********************************************************************


*********************************************************************





**Version 1.11 (Release date 24-09-98)





This is a list of the changes that have been made to SLock since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               User request


Impact on existing applications: Minor





SLock would still check for changes in the system clock being set back past the creation date of the component, even after the component was registered. This has been changed so that this no longer happens. SLock will now no longer check the system clock once the application has received a valid registration code 





=====================================================================





Type of change:                  Internal/External


Reason for change:               Increase usability


Impact on existing applications: Minor





SLock now has the ability to store keys in the registry under Roots other than the default HKEY_CURRENT_USER. Two additional properties have been added to allow the programmer to control this: "RegKeyMainRoot" and "RegKeyBackRoot".





All existing applications will have to be undergo very minor changes to continue to function. For backwards compatibilty, the roots should be set to "CURRENT_USER" and will then access the existing registry keys for applications which have already been deployed. New applications can use the extended functionality.





=====================================================================





Type of change:                  Internal


Reason for change:               Increase usability


Impact on existing applications: Minor





SLock now additionally looks in the directory where the application executable is when a full path name is not specified. (Additionally to the Windows and Windows\System directories).





All existing applications will continue to function without change.





=====================================================================





Type of change:                  Internal


Reason for change:               Bug


Impact on existing applications: Medium





SLock would report that the first start was sucessuful on the first start even if the DLL could not be found. Subsequent starts would correctly report that the registry info was damaged.





Additioanlly, we have overhauled the registration information comparison engine - there were a number of small inconsistencies when using the DLL. These have been fixed.





All existing applications will continue to function without change. We recommend that you uppgrade SLock in existing applications, as the security of SLock 1.10a could be flawed in some circumstances.





=====================================================================





Type of change:                  Internal


Reason for change:               Bug


Impact on existing applications: Minor





A damaged or missing DLL should report that no information can be written to it. This did not perform as expected.





All existing applications will continue to function without change.





=====================================================================








*********************************************************************


*********************************************************************





**Version 1.10a (Release date 28-08-98)








This is a list of the changes that have been made to SLock since the previous release:





=====================================================================





Type of change:                  Internal


Reason for change:               Bug


Impact on existing applications: Minor





In ptDaysUsed mode the internal value of the Expiry date was not initialised (because it is not used in this mode) but validated. This caused a false report of a 'first start' on each start. The variable is now initialised in this mode





All existing applications will continue to function without change.





=====================================================================





Type of change:                  Internal/External


Reason for change:               User Request


Impact on existing applications: Minor





SLock has a new registration mode added which allows a simplified method of registration based only on the user name. This is intended for cheap applications where the level of security required is low and volume of sales are high.





An extra machine option has been added (moExtensions) which means that by setting all machine options to false, the only information required from the user to create an unlock code is his user name. All other settings are known to the program author.





All existing applications will continue to function without change.








*********************************************************************


*********************************************************************





**Version 1.10, (Release date 23-07-98):





This is a list of the changes that have been made to SLock since the previous release:





=====================================================================





Type of change:                  Internal/External


Reason for change:               User Request/Increase Security


Impact on existing applications: Minor





The keys used by SLock in the registry were always the same. These have been changed into variable keys to make detection of an SLock protected application more difficult. You can now set both the KeyPath and the KeyName. The Properties 'RegKeyMain' and 'RegKeyBack' have been split into 'RegKeyMainPath' and 'RegKeyMainKey', 'RegKeyBackPath' and 'RegKeyBackKey' respectively.





=====================================================================





Type of change:                  Internal


Reason for change:               User bug report


Impact on existing applications: Minor





The Property 'Status' is now set before calling the appropriate event. The order was originally to call the event and then set the property, which makes no sense.





=====================================================================





Type of change:                  Internal/External


Reason for change:               User Request/Increase Security


Impact on existing applications: Minor





In addition to the existing storage locations of the registration information, a third location has been added to make it very much more difficult to bypass SLock security. A third copy of the registration information can now be stored in a DLL file which can either be located in the Windows directory, or at another given location.





The property DLLName allows you to specify the location of the DLL. If this is given without a path, the DLL will be searched for in the Windows directory.





=====================================================================





Type of change:                  Internal/External


Reason for change:               User Request/Increase Security


Impact on existing applications: Minor





An additional property has been added to allow more flexibility in using the three locations of registration information. 'ProtectionOpt' allows you to set if the Backup registry location and or the DLL should be used to store the registration information. The Main registry location is always used.





=====================================================================





Type of change:                  Internal/External


Reason for change:               User Request


Impact on existing applications: Minor





In certain countries (e.g. Germany) the definition of Shareware is that the program should be used for a number of distinctive days - any day on which the software is not used should not be taken from the trial period.





SLock was not able to support this mode of operation, but has now been extended to have an additional protection mode 'ptDaysUsed'. In this mode SLock can be used for the given number of days, and any day on which SLock is not used will not be counted in this period.





=====================================================================





Type of change:                  Internal/External


Reason for change:               Cosmetic


Impact on existing applications: Minor





The name of the Event 'RegistryTamper' has been changed to 'RegInfoTamper'





The properties for determining the trial period have been rationalised and renamed. There were a number of different properties to determine the period ('AllowedDays', 'AllowedStarts' etc.) These have now been reduced to the single property 'TrialPeriod'. This should make SLock a little easier to understand.





=====================================================================





Type of change:                  Internal


Reason for change:               Existing bug found during testing


Impact on existing applications: Minor





In ptDayCount and ptExpiryDate modes the system clock was not checked for tampering. This has been repaired.





=====================================================================





Type of change:                  Internal


Reason for change:               Existing bug found during testing


Impact on existing applications: Minor





In ptExpiryDate mode the statii were not properly set on first start if the trial period was already over. This has been repaired.





=====================================================================











