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��Welcome

� XE “Features” �� XE “NTMail:Overview” �Thank you for purchasing NTMail. Before any attempt at installation is made, it is strongly advised that the reader refers to the Installation and Configuration sections (Sections � REF _Ref341594177 \n �2� and � REF _Ref329356586 \n �5� respectively).

Section � REF _Ref345398460 \n �7� describes the command line utilities and section � REF _Ref345398530 \n �8� covers some of the more complex setup issue, using interNeTmail in Bastion hosts and multiple mail connections.  Towards the end of the manual we have primers on email, DNS, firewalls and multiple mail host setups.

Overview

interNeTmail is the name given to a set of services written to provide Simple Mail Transfer Protocol� XE “Simple Mail Transfer Protocol” � (SMTP) and Post Office Protocol� XE “Post Office Protocol” � Version 3 (POP3) services for Microsoft Windows NT (Server and Workstation versions) operating system. 

interNeTmail is a very feature-rich set of utilities. Below is a summary of features:

RFC� XE “RFC” � compliant SMTP and POP servers operate as 32-bit services designed to work using the advanced features of Windows NT. 

Remote configuration and control

Choice of POP clients e.g. Eudora� XE “Eudora” �, Air Mail and Pegasus Mail� XE “Pegasus Mail” �.

NT Control Panel � XE “CPL” � configuration utility provided.

All services are multi-threaded to take advantage of multi-processor platforms.

Full logging allows mail misuse to be detected (including where the mail claims to have come from and where it really came from) and projection of mail loads to be determined. 

Will forward messages for people who move and send “holiday� XE “holiday” �” messages for those who are on holiday (to alert the sender that the reply may be delayed). 

Auto Responder allows files to be sent automatically (saving or dumping the original request). 

Utilities for dial-up support provided.

Optional Integral List Server

Auto-launch executable option - start programs in response to mail

Sends mail delivery receipt messages to sender

Message sizes may be capped to a user-defined limit

All through traffic may be logged.

Link to LG-Fax allows email ( FAX gateway to be designed for people without Internet access.

User may configure holiday message and plans via email or WWW forms.

Finger server.

Password server.

Conventions

� XE “Conventions” �The following conventions are used throughout the rest of this guide:

Convention�Meaning��Courier�Internet references (e.g. URLS, ftp sites) NT Registry entries, Email addresses��Italic�Other products / services��Bold�Fields / options present in the interNeTmail GUI��UPPERCASE�Reference to a file, directory or acronym��<value>�Reference to information you must provide��Trademarks

All trademarks are acknowledged as the property of their respective owners.

Installation

Fast Track

� XE “Installation:Setup program” �Having successfully downloaded the interNeTmail install file please refer to the README.TXT file for the name, version and processor type. This will specify which .zip file should be used for your machine. You should have also obtained a suitable key (either demonstration or full commercial key) and are now ready to begin the installation process. During the installation you will be asked to provide the following:

The activation key.

If your link is via a dial-up connection, your Internet service providers mail server/gateway, 

Your local domain name, if one has not already been configured (with TCP/IP).

To start the installation, copy the .ZIP file to a temporary location and then via the Command Prompt window use pkzip to decompress the distribution set. Next, either type SETUP at the command line or double click on the SETUP.EXE icon using File Manager. The setup program will then guide you through the installation process.

Notes

The location of the SETUP.EXE is not important as it will create target directories as required.

The environment variable ‘temp’ must be set to a valid location.

If you are using the new NT shell, the installation will not work as DDE has not yet been fully implemented by Microsoft in the alpha release. You must first remove the new shell using the SHUPDATE.CMD /U batch file. Alternatively, you can use the manual installation method described in section � REF _Ref341594276 \n �13.11�.

Step by Step

The interNeTmail installation program provides for three possible scenarios:

First time installation (also installation after complete removal of an old version). Here registry keys are created from scratch.

Version upgrade. For example an upgrade from 2.10 to 3.00. Here registry keys are preserved and modified as required.

Build upgrade. For example an upgrade from 3.00.01 to 3.00.02. This is usually for an upgrade to a beta release and just installs executables and documentation.

Refer to section � REF _Ref335487584 \n �14.1� for information about the format of interNeTmail version numbers.

The Target Directory

After the initial welcome dialogues have been displayed you will be prompted to specify a directory into which interNeTmail will be installed. The default is C:\NTMAIL if interNeTmail has not previously been installed, otherwise the location of the current installation.

The Activation Key

When prompted you should enter the activation key and then OK. The key will then be validated; three attempts are allowed before the installation automatically terminates. Once the key has been validated, the install program will display the number of licensed users and the expiry date of the key�. You will only be asked to enter the key on a first time install. Should you be required to enter the key again, the interNeTmail control panel configuration utility can be used.

Local Domain Name

If performing a first-time installation, the interNeTmail installation program will attempt to auto-detect the local domain name from the NT Registry. If a domain name cannot be found you will be prompted to provide your domain name. This will act as a default, i.e. the address that be added to any outgoing mail address if only a user name is specified.

Dial-up Connections

If performing a first-time installation you will be asked whether the Internet connection is via a dial-up link. If it is, select OK and then enter the address of your provides mail server, for example, mail.provider.com. The default configuration will attempt to send all mail to the providers mail server.  You will only be asked to enter the remote server name on a first time install. See section � REF _Ref345400594 \n �8.7� for more information on dial-up connections.

Program Manager Groups

Once interNeTmail has been successfully installed, a Program Manager group called interNeTmail will be created containing all of the interNeTmail documentation, configuration utility, the readme file and Windows help file.

User and Administrator Control Panel Configuration

Three configuration program icons are installed into the Windows NT Control Panel: interNeTmail, interNeTmail Users and interNeT list. interNeTmail is for use by the system administrator to configure the system-wide aspects of interNeTmail, while interNeTmail Users should be used by account holders that the administrator has setup. interNeT list provides a convenient way to configure the list server. Details of the list server can be found in the interNeT list manual.

Testing the Installation

� XE “Installation:Testing” �To test the interNeTmail installation the following steps should be followed.

Mail yourself, e.g. root@company.com

Mail someone else at the some domain, e.g. another@company.com.  

Mail someone at a different domain asking them to reply. If your connection is dial-up you will also need to manually ring the service provider or wait until any automatic connection is scheduled and enter the command MAIL -k to send the message. A special account at Internet Shopper Ltd can be used: test@net-shopper.co.uk. This will reply with full details of the message sent.

Check that the reply is received.

Setting up Mail Accounts

� XE “Mail accounts” �� XE “NTMail:Initial setup” �The following sections provide an introduction to setting up interNeTmail after installation. All of the actions covered are performed using the interNeTmail Control Panel AppLet (or CPL utility� XE “CPL” �). After installation, the interNeTmail CPL utility can be started by double clicking on the NT Control Panel icon in Program Manager� XE “Program Manager” � or by double clicking on the Configuration icon in the interNeTmail Program Manager group. 

In addition to interNeTmail, there is also an interNeTmail Users CPL. This is identical to the interNeTmail CPL except that only a subset of operations is available, i.e. only those that are of interest to the account holders specified by the interNeTmail CPL. The tabs provided are Accounts List, Fax, Forward, Executable, Users and Auto Responder.

Details of interNeTmail users can be held in two distinct places: the NT Registry and the NT User Database. The pros and cons of each method are given below.

NT User Database

Advantage�Disadvantage��Users may already have accounts set-up for RAS�Users must be given login privilege in order to collect their mail. (Section � REF _Ref343066705 \n �13.2�, describes how to give accounts logon privilege.)��Adding a user to the User Database automatically provides a mail account�Must actively lock out users by creating an entry in the Registry��

NT Registry� XE “NT Registry:Configuration advantages” �

Advantage�Disadvantage��The ability to log onto NT machine without an NT account�Services must be updated when users are added��Script based configuration (via MAIL command)���Password server allows passwords to be changed���Registry keys are easily saved and restored���

Further, if user information is held in the NT Registry, they can still use the NT User Database for their passwords. (Section � REF _Ref343066705 \n �13.2�, describes how to give accounts logon privilege).

The following descriptions of the interNeTmail CPL assume user information is added to the NT Registry. If you elect to use the NT User Database, you may want to set-up additional mail accounts and aliases in the same way. Note, NT User Database accounts are NOT shown in the interNeTmail CPL.

When mail arrives interNeTmail will always check the NT Registry entries first and then the NT User Database, if enabled. This allows the addition of options and accounts for users who cannot log onto your machine.

If you use the interNeTmail CPL to make configuration changes to services running on a local machine, you will be asked whether the services should be updated. If you elect to update the services immediately, there may be a small delay while the services re-read their setup values.

The interNeTmail CPL is split into several pages each with a selectable tab. Each of the tabs will have the buttons:

Exit. Save the currently edited data and then exit.

Cancel. Discard the currently edited data and exit. Discards all the edits since the last time the Apply button was selected.

Apply. Save the currently edited data.

Remote. Selecting remote will invoke a dialogue prompting for the name of the remote machine (connection must be NetBIOS and not TCP/IP). When entered the CPL will attempt to connect to the named machine and display the set-up of interNeTmail on the remote machine. For this to work you must have access privilege to the NT Registry on the remote machine.  It is possible to configure everything remotely except the contents of any files and the updating of services: they must be stopped and then re-started.

Help. This option displays a windows help file containing some notes about the various configuration options and parameters available.

All of the textual data entry fields support Cut and Paste operations via the keys CTRL-C,V and X.

For a full description of all the options available under the interNeTmail CPL� XE “CPL” � see section � REF _Ref329356586 \n �5�.

Adding Accounts

�

Figure � SEQ Figure \* ARABIC �1� The Accounts List Tab

� XE “Adding accounts” �The Accounts List tab displays a list of every maildrop� XE “maildrop” � (excluding NT User Database entries) known to interNeTmail. Across the top of the list are a set of title buttons Alias� XE “Alias” �, Type, User and Description which can be used to sort the list on the particular option selected.

�

Figure � SEQ Figure \* ARABIC �2� The New Account Dialog

To add a new account, select Add and then select the desired type of account from the list presented in the New Account Type dialogue. The interNeTmail CPL will automatically jump to the appropriate tab for the type of account specified. Once the relevant information has been entered, selecting Apply will save the new account details.

The Accounts List can be used to quickly locate a particular maildrop� XE “maildrop” � should the details require changing. Simply locate the maildrop in question and double click on the entry. This will cause the interNeTmail CPL� XE “CPL” � to jump to the relevant tab for that account type, for example, type User will display the Users tab with the details of the selected user displayed. 

Adding Users

�

Figure � SEQ Figure \* ARABIC �3� The Users Tab

� XE “Adding users” �To enter a new mail user select the Users tab. Enter the users name in the Username field and then press the Add button. You can use the check box to select whether this user will use their NT User Database password. Each user may have a set of aliases that can be used as alternatives to the Username. Enter the first alias in the Alias� XE “Alias” � field and the use the ® button. The new alias will then be added to the list. Additional aliases can then be added in the same way. To remove an alias, select it in the alias list and then use the ¬ button.

In the above example, the user Darran has the aliases daz and gumby. Any mail addressed to daz, DAZ, darran, GuMbY, DaRRan etc. will be placed into Darran’s mailbox.

Once all the information for a user is complete the Apply button saves the data and creates the required entries in the interNeTmail registry.

�Holiday Messages for Users

interNeTmail can automatically reply to mail messages sent to users who are holiday� XE “holiday” �. interNeTmail will place the message in the users mailbox as usual but also send the holiday message back to sender. This can also be used as a sales/support service to provide an immediate acknowledgement to the sender.

�

Figure � SEQ Figure \* ARABIC �4� The Users Tab with a Holiday Message

This service is set-up by selecting the Accounts List tab, locate the user in question and then double click on it. The interNeTmail CPL� XE “CPL” � will then jump to the Users tab for that user. Alternatively, select the appropriate user from the Users tab.

Check the Holiday Message� XE “holiday” � field and enter the message body in the text entry field directly below. Press Apply to save the information. It is also possible to change the header of a message and use fields from the original message in the reply. In the above example any messages will be replied with the holiday message “On holiday at butlins...”

For more information on the configuration of  message files see Section � REF _Ref331339337 \n �8.3�.

You can also set the Holiday message by sending email to the Mail Manager, as described in section � REF _Ref345402259 \n �6�.

�Forwarding Mail

�

Figure � SEQ Figure \* ARABIC �5� The Forward Tab

� XE “Adding:Forward maildrop” �� XE “Forwarding address:CPL” �Mail messages can be automatically forwarded to a maximum of 20 alternative addresses, should it be required. This is useful when people leave the organisation, are temporarily located at another site, or if you want mail forwarded to a whole group of people e.g. the sales department. To set-up a forwarding address, select the Forward tab, enter the maildrop� XE “maildrop” � name and then press the Forward To radio button. Enter the mail address to be used and then ® to add the address. Any one maildrop may be forwarded to many addresses - simply by repeating the above steps.

Once the list of forwarding addresses has been completed, select Apply to save the information.

�Auto Responder� XE "Auto Responder:definition" �

� XE “Adding:Auto-responder” �� XE “Adding:Infobot” �An Auto Responder sends a reply message to the sender, discarding the original message. Select the Auto Responder tab and enter the desired mailbox. Next enter the body of the message in the data entry area below. Clicking the right mouse button inside the message entry box displays a menu of command strings that can be inserted at the current cursor position, for example -Subject:, -Date: etc.

When complete use Apply to save the information. It is also possible to change the header of a message and use fields from the original message in the reply. Auto Responder accounts may also be used to send binary files as MIME encoded attachments. For more information see Section � REF _Ref331339337 \n �8.3�.
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Figure � SEQ Figure \* ARABIC �6� The Auto Responder Tab

�Starting an Executable

� XE “Adding:Executable” �� XE “Executable:CPL” �Incoming mail messages can be used to trigger NT console application programs. This can be very useful as certain actions can be invoked remotely, simply by sending the appropriate mail message. Upon receipt of the message the specified program is started and given the contents of the mail message as input. An example of such a program is given in advanced section.

To set-up an executable, select the Executable� XE “Executable” � tab. Add the user name to be used and then type the program name and any command line Switches in the Command Line field. When complete select the Apply button to save the information.

Internet Shopper Ltd display an archive of mail messages sent to the mailing list ntmail-discuss by using Hypermail as an executable with the same maildrop name. See section � REF _Ref334002689 \n �13.14� for information on Hypermail.

�

Figure � SEQ Figure \* ARABIC �7� The Executable Tab

�Email to FAX

� XE “Adding:FAX gateway” �� XE “FAX:CPL configuration” �Once LG-Fax has been installed, interNeTmail can immediately send email messages to be faxed to any telephone number. There are two distinct ways of doing this.

Using an account to dial a specified telephone number. This can be used to give someone without Internet connection an apparent email address.

Having the telephone number specified in the email destination and an access control mechanism. For example, mail could be sent to fax.1234567@company.com and the message will be converted to a FAX message and sent to the given telephone number. Section � REF _Ref333761466 \n �9� gives further details on how to set-up the access control file.

interNeTmail provides the facility of a template file that allows a FAX messages to be customised. This file may have special fields denoted by %field-name% which are selected from the incoming email message and placed into the FAX message. For consistency, the fields allowed are exactly the same as those in an Auto Responder, Holiday or Information message file. Full details are given in section � REF _Ref335137280 \n �8.3�.
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Figure � SEQ Figure \* ARABIC �8� The Fax Tab

Clicking on the Edit Template button displays the FAX Template File Editor (shown in � REF _Ref343090753 \* MERGEFORMAT �Figure 9�). This allows the easy customisation of the default FAX template used in all FAX messages.

� XE “Template file:CPL Editor” �



�

Figure � SEQ Figure \* ARABIC �9� The FAX Template Editor

The font used in the FAX message can be set using the FAXFont parameter which can be specified in the NT Registry (see section � REF _Ref341595792 \n �17.1�). If this is not set, “Lucinda console” is used by default.



POP Clients

� XE “POP Clients” �The following sections provide details about how to set-up several common POP clients. For detailed information you should refer to the documentation that comes with each package.

For details of where to get POP clients, refer to Section � REF _Ref329357761 \n �13.14�.

The following sections all use the fictitious mailbox account a_user with a mail account on a machine called mail.company.com. This assumes an MX record exists for company.com which points to mail.company.com.

Eudora

Eudora� XE “Eudora” � Pro 2.1.2 and Eudora Light 1.5.2, Qualcomm Inc.

To use Eudora� XE “Eudora” � with interNeTmail you will need to make the following settings in the Settings Dialogue (under the menu Special). The obvious fields have been ignored. 

Category: Getting Started

Pop Account. This is the user name and the full name of the mail machine. For example, a_user@mail.company.com.  Do not use company.com which is the mail address - Eudora� XE “Eudora” � cannot use this to locate the mail server. 

Real Name: Your name as you wish it to appear on mail you send.

Category: Personal Information

Pop Account. This should already be set if you entered the information in the Getting Started category.  If not, this is the user name and the full name of the mail machine. For example, a_user@mail.company.com.  Do not use company.com which is the mail address - Eudora� XE “Eudora” � cannot use this to locate the mail server. 

Real Name: This should already be set if you entered the information in the Getting Started category.  If not, this is your name as you wish it to appear on mail you send.

Return Address. This is the address people should use to contact you. In this case it would be a_user@company.com.

Category: Hosts

Pop Account. This should already be set if you entered the information in either the Getting Started or Personal Information categories.  If not, this is the user name and the full name of the mail machine. For example, a_user@mail.company.com.  Do not use company.com which is the mail address - Eudora� XE “Eudora” � cannot use this to locate the mail server. 

SMTP. This is simply the name of the mail server. In the above example this would be mail.company.com.

Finger.  This is the name of your Finger server.  If you have activated the Finger server in interNeTmail it is the same machine as your SMTP server.  In above example this would be mail.company.com .

Category: Checking Mail

Pop Account. This should already be set if you entered the information in either the Getting Started, Personal Information or Hosts categories.  If not, this is the user name and the full name of the mail machine. For example, a_user@mail.company.com.  Do not use company.com which is the mail address - Eudora� XE “Eudora” � cannot use this to locate the mail server. 

Category: Sending Mail

Return Address. This should already be set if you entered the information in the Personal Information category.  If not, this is the address people should use to contact you. In this case it would be a_user@company.com.

Domain to add to unqualified addresses.  This setting allows you to add a mail domain name to addresses where none is specified.  It is generally the name of the local mail domain.  It could also be the mail domain name of a site to which you frequently send mail.  In the above example if you wanted to specify the local mail domain this would be company.com.  Therefore, if you address a piece of local mail with a-user and don’t specify the mail domain Eudora will automatically add @company.com to that address. (Note: This feature is available on Eudora 2.1.1 Only)

SMTP Server. This should already be set if you entered the information in the Hosts category.  If not, this is simply the name of the mail server. In the above example this would be mail.company.com.

When asked to check for incoming mail, Eudora� XE “Eudora” � will prompt the user for the account password.

AirMail

Air Mail v03.0A.15, Spry Inc.

When you install the Internet Suite from Spry Inc., you will be asked for your email address. AIR Mail� XE “AIR Mail” �, it will ask for the host name (mail.company.com), user name (a_user) and password. Once these details have been entered and OK pressed, Air Mail will check to see if any mail is waiting.

Pegasus

Pegasus Mail� XE “Pegasus Mail” � v1.2r2, v2.0

Pegasus requires a winsock file (WINSOCK.DLL� XE “WINSOCK.DLL” �) to be in the windows or windows/system directory. Also in the Preferences - Advanced - there is an option for loading winsock.dll. Check the always box then exit Pegasus. If you haven’t run pconfig.exe do so before changing the preferences. Install as a stand alone. The next time you bring up Pegasus there should be an additional option in the file menu - Network configuration. This entry is where you configure POP & SMTP. If this option doesn’t appear then Pegasus could not find your winsock file, try copying the file to your local mail directory usually c:\pmail. Following the previous example of  a_user@company.com the following settings should be made:



Name�Value��TCP/IP Socket Timeout Value�30��Relay host        �mail.company.com��From Field     �a_user@company.com��Host             �mail.company.com��Username    �a_user��Password    �<password>��

Configuration

� XE “NTMail:CPL” �Configuration of interNeTmail can be performed in several ways: 

The Control Panel AppLet (CPL� XE “CPL” �)

The NT Registry editor

The MAIL and MAILUSER� XE “MAILUSER” � utilities

The MAIL and MAILUSER� XE “MAILUSER” � utilities are described in Sections � REF _Ref329355801 \n �7.1� and � REF _Ref341594923 \n �7.2� respectively.  Configuration via the NT Registry is discussed in Section � REF _Ref334962209 \n �8�.

It is recommended that the interNeTmail CPL� XE “CPL” � should be used in preference until the user has gained sufficient confidence with interNeTmail configuration issues. The interNeTmail CPL provides a series of tabbed configuration pages - each one for a separate item. The following sections describe the interNeTmail CPL utility in detail. More complex arrangements may be set up in the NT Registry which may be deleted by the interNeTmail CPL - see Section � REF _Ref334962209 \n �8�.

Entering the Activation Key (Key)
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Figure � SEQ Figure \* ARABIC �10� The Key Tab

� XE “Activation Key:CPL” �Without a key (or when the key expires) interNeTmail will only accept incoming mail messages - outgoing mail will be refused. Hence, your organisation will not be able to send any email if the key expires but incoming mail will be accepted and stored.

To enter the Software key, select the Key tab then type in the key value. When complete press the Enter button, the value entered will be validated and the results displayed.

Incoming Mail (Incoming)

�

Figure � SEQ Figure \* ARABIC �11� The Incoming Tab

The Incoming tab allows the user to set-up how interNeTmail handles incoming mail messages� XE “incoming mail messages” �. 

The following configuration options are provided:

Default Domain Name� XE “Domain Name:Default” �. The default domain name is the name that will be added to any mail messages that do not specify a domain name as part of the recipients address. For example, mail sent to sales would actually be sent to sales@company.com. Obviously, mail to sales@company.com will still be accepted.

List of Other Domain Names� XE “Domain Name:Local” �. Using the  ® and ¬ buttons a list of domain name can be configured for the SMTP server name. This validated field (using wildcard characters ‘*’ and ‘?’) allows the definition of other domain names that interNeTmail will accept messages for. For example, *.company.com will cause interNeTmail to accept mail for any machine in the domain company.com. The asterisk specifies that interNeTmail should simply accept the mail and not pass it on to the specified machine. This can be used to force all mail for an organisation through one central point. If a domain is to be specified by the numeric form of IP address, two entries are required, for example, 123.123.123.123 and [123.123.123.123]

Resolve hostname on connection. Checking this option will make interNeTmail resolve the name of the sending SMTP server for its name rather that simply providing the IP address of the sender. Un-check this option if you do not have a local DNS server.

Limit message size. By checking this box incoming messages can be rejected if larger than the maximum length. The size (in Kbytes) is entered in the size field. Note that the sender receives the message back while the recipient does not know someone attempted to mail them.

Send receipts when requested. Checking this option will cause interNeTmail to send messages confirming receipt of incoming messages when requested by the sending mail client.

X-Info� XE “X-Info” �. Checking this option and entering a message in the text entry field provided will make interNeTmail add a line into all mail messages containing the X-Info header followed by the message.

Maximum number of simultaneous incoming messages. interNeTmail exploits the multitasking features of Windows NT by creating threads� XE “threads” � for each message being processed. This field specifies how many threads may be active at any one time. Obviously, the higher the number - the more work the machine running interNeTmail will have to cope with at peak times. In terms of memory, the overhead is approximately 150 Kbyte per active thread.

Outgoing Mail (Outgoing)

�

Figure � SEQ Figure \* ARABIC �12� The Outgoing Tab

The Outgoing tab allows the user to set-up how interNeTmail handles outgoing mail messages� XE “outgoing mail messages” �. 

The following configuration options are provided:

List of Remote Mail Servers. Using the ® and ¬ buttons it is possible to maintain a list of remote servers that interNeTmail will attempt to use when sending mail messages. The server names must be CNAMES (i.e. the name of the machine running the SMTP service, e.g. mail.provider.com).  Once entered the Check button can be used to verify a mail server exists at the address and hence check its validity. interNeTmail will attempt to send mail via the first server, if this fails it will try the next, and so on. The Explain button will display the routing scheme as a textual description. The special asterisk entry refers to the address in the mail message. This default condition means interNeTmail will resolve the machine name and send the mail directly. If using a dial-up connection the name of your service provider should also be added. This will guarantee that all mail is sent when a connection is made.

Send outgoing mail immediately. With this option checked the interNeTmail POST service will send mail messages as they are received from a mail client or other mail server. This option should be un-checked if using a dial-up connection.

Retry. Checking this field and entering a time (in minutes) will cause interNeTmail to re-try sending messages to servers that cannot be reached due to some prevailing network condition. Note - this field should be un-checked if a dial-up connection is being used.

Send warning. Checking this field and entering a time (in hours) will make interNeTmail send a warning to the sender that the mail message has not yet been sent.

Return unsent mail. Checking this field and entering a time (in hours) will make interNeTmail return messages (that could not sent) back to the sender.

Maximum number of simultaneous outgoing messages. This option specifies the maximum number of threads� XE “threads” � that interNeTmail will start when handling multiple outgoing messages.

General Configuration (Configuration)

The Configuration tab allows the user to set-up more general configuration options, as listed below:

Use NT Database. This option allows the use of the NT User Database� XE “NT User Database:CPL” � for account and password information. Note: only displayed if an unlimited key is in use.

Company Fax Name� XE “FAX:Company Name” �.  This entry contains the company name as will be added to all messages passing though the email to FAX gateway.  The name will be displayed at the top of each page.

Statistics password� XE "Password:statistics" �. If this option is checked and a password entered, anyone attempting to gain server statistics via the MAIL -q command line utility will have to enter the password. For more information on the MAIL command see Section � REF _Ref333763151 \n �7.1.11�.

Post Master mail address. Every NT system should have a user that is nominated as the Postmaster� XE “Postmaster” �. This account will receive failure warnings and should be local.

The Password� XE "Password" � field is used to set a password for the Postmasters account. This allows the Postmaster to restrict access to this part of the interNeTmail CPL. Supplying a password means that when the interNeTmail CPL is started a password must be entered before the CPL will start. The default is not to have a password.

If a mail message is received for a maildrop� XE “maildrop” � that is unknown, interNeTmail can be configured to:

Reject mail. The mail message will simply be rejected and the sending program must return it.

Send to. Send the mail message to the named mailbox - perhaps the Postmaster� XE “Postmaster” �.
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Redirect to mailserver. Send the message to the server specified in the text entry field provided. This option may be used where more than one mail server is operational in a given mail domain.

�Message Logging (Log Action)

� XE “Statistics:CPL” �� XE “Logging:CPL configuration” �Each of the interNeTmail services can be configured to perform various logging activities. This will provide the system administrator/postmaster with statistical and audit information. We recommend logging statistics and all failures.  Each service may log:

Start/Stop. A time stamped entry is made each time the particular service is started or stopped.

All Failures.

Protocol Logs. This option is not recommended since large log files are produced.

In addition, the SMTP service can also maintain logs of:

Message Sizes. Each logged message has an additional field containing the size of the message in bytes.

�
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Finally the Log all messages through server option will cause interNeTmail to maintain a log of incoming/outgoing messages mail messages. The actual message content is logged as well as the source/destination addresses. interNeTmail will put these logs in a directory called Meslog with a filename of MMyymmdd.LOG.





Control of Services (Services)

This tab allows each of the services (or all of them as a whole) to be started, stopped or updated. When a service updates it re-reads it configuration from the NT Registry. When a configuration change is made the Update option can be used to update the individual services without having to stop them.
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It is not possible to update the services on a remote machine. Instead, any new configuration can be re-read by stopping and re-starting the services.

�Post Office Control (Post Office)

This tab allows the interNeTmail password and finger services to be switched on or off. Running these services will allow users to change their passwords and finger accounts to find out whether mail messages are waiting to be read.

�
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Also the maximum number of simultaneous POP clients can be set. Once this limit is reached further client connections will be refused.





�Domain Name� XE “Domain Name” � Aliases (Domains List)

Domain Aliases only affect outgoing mail and they are used to define how interNeTmail will post mail to specific domains. � XE “Domain Name:CPL” �There are three main reasons why domain aliases are used:

To reduce the length of a very long commonly mis-typed domain name.

To specify a local gateway for a standard service. For example, instead of sending all mail to bitnet.com another gateway may be available.

To force interNeTmail to send mail to the given CNAME of a mail address rather than to the MX record.

Note the alias must be the CNAME (i.e. an address than can be pinged) and not the domain name.
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The list of configured domains can be sorted on either domain name or alias. This is done by selecting the desired title button i.e. Domain or Destination Machine� XE “Alias” �. The list will be automatically re-sorted and updated.



�To add a domain alias, select Add. The interNeTmail CPL will then automatically jump to the Domain Aliases tab. Here the domain and its alias should be entered and Apply selected when done.

�
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Mail Manager

The Mail Manager is a special account that will accept mail messages and process them; returning a transaction report to the sender. The body of the message can contain commands that allow the user to change their Holiday message (section � REF _Ref344966641 \n �3.3�) or User Plan (section � REF _Ref341598971 \n �8.12�).
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The Mail Manager can be easily set up by making entries in the Mail Manager page in the CPL, as shown in � REF _Ref346005494 \* MERGEFORMAT �Figure 19� below.

Enter the name for the Mail Manager account into the Maildrop edit box. Then put any text that you want to return to a user who sends invalid commands to the Mail Manager into the Help Text edit box.

Once set up, any mail sent to the Maildrop will be received by the Mail Manager.

The messages may come from two sources - an email message or a WWW form. The WWW form option provides an easy-to-use front end for the Mail Manager.

Each of the HMTL examples shown below uses the MAILTO program, which is available from Internet Shopper’s WWW pages. Although a WWW filter could be used instead, the advantage of using the MAILTO program is that another HMTL page can be displayed to confirm that the command has been sent. When using a filter, it is not always obvious to the user that the command has been executed because it happens so quickly!

Holiday

This command can be used to set or change a user’s Holiday message. The user must specify their password and the remainder of the message is taken to be the Holiday message itself. The Holiday message may include all the usual header modifying commands, e.g. ‘-Subject’, and variables too as in the Autoresponder message.

Anyone who emails the this user’s account will receive the Holiday message, until it is cancelled with the ‘noholiday’ command.

Email form of command

holiday <username>

password <password>

(blank line)

Message text

For example:

holiday brian

password cheese



I’m away at the moment. I will contact you when I return.

Will set Brian’s Holiday message to “I’m away at the moment. I will contact you when I return.”

WWW form of command

The following parameters are required from the email message that sets the Holiday message:

action = holiday

user = username

password = password text

message = message text

The following example contains the HTML code for setting the Holiday message:

<CENTER><H2>Add or change your holiday message</H2></CENTER>

<FORM ACTION="/cgi-bin/mailto.exe" METHOD="post">

<input type="hidden" NAME="sendto" VALUE="mail@net-shopper.co.uk">

<Input type="hidden" Name="server" value="troi.net-shopper.co.uk">

<input type="hidden" NAME="action" value="holiday">

<PRE>

Username:   <INPUT NAME="user" SIZE=30> 

Password:   <INPUT type="password" NAME="password" SIZE=30>

Message:    <TEXTAREA NAME="message" ROWS="5" COLS="60"></TEXTAREA>

</PRE>

Press <INPUT TYPE="submit" VALUE="Submit"> to set your holiday message.

</FORM>

<HR>



This means that the user might see the following from his WWW browser and, when he presses ‘Submit’, his Holiday message will be sent:

Noholiday

This command removes the Holiday message for a given user. The correct password must be included in order to delete the message.

Email form of command

noholiday <username>

password <password>

For example:

noholiday brian

password cheese



WWW form of command

The following parameters are required from the email message that deletes the Holiday message:

action = noholiday

user = username

password = password text



An example of the HTML needed for a WWW page can be seen below: 



<CENTER><H2>Remove holiday message</H2></CENTER>

<FORM ACTION="/cgi-bin/mailto.exe" METHOD="post">

<input type="hidden" NAME="sendto" VALUE="mail@net-shopper.co.uk">

<Input type="hidden" Name="server" value="troi.net-shopper.co.uk">

<input type="hidden" NAME="action" value="noholiday">

<PRE>

Username:  <INPUT NAME="user" SIZE=30> 

Password:  <INPUT type="password" NAME="password" SIZE=30>

</PRE>

Press <INPUT TYPE="submit" VALUE="Submit"> to remove your holiday message.

</FORM>

<HR>
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which produces the following display on a Web browser:

Once the user has entered their user name and password, the submit button can be pressed to remove the Holiday message.

Plan

This command sets the user Plan information. The Plan is displayed by the finger server, if it is enabled (see section � REF _Ref344973651 \n �5.7�). The user must specify their password and the text of the Plan is deemed to be in the remainder of the email message.

Email form of command

plan <username>

password <password>



Plan text

For example:

plan brian

password cheese



This is Brian’s email server.

WWW form of command

The following parameters are required from the email message that sets the Plan message:

action = plan

user = username

password = password text

message = message text



An example of the HTML needed for a WWW page can be seen below:



<CENTER><H2>Add or change current plan</H2></CENTER>

<FORM ACTION="/cgi-bin/mailto.exe" METHOD="post">

<input type="hidden" NAME="sendto" VALUE="mail@net-shopper.co.uk">

<Input type="hidden" Name="server" value="troi.net-shopper.co.uk">

<input type="hidden" NAME="action" value="plan">

<PRE>

Username:   <INPUT NAME="user" SIZE=30> 

Password:   <INPUT TYPE="password" NAME="password" SIZE=30>

Plan:       <TEXTAREA NAME="message" ROWS="5" COLS="60"></TEXTAREA>

</PRE>

Press <INPUT TYPE="submit" VALUE="Submit"> to set your plan.

</FORM>

<HR>

Submit can be pressed to send the Plan information.

Noplan

This command removes the Plan information for a given user. The correct password must be included in order to delete the message.

Email form of command

noplan <username>

password <password>

For example:

noplan brian

password cheese



WWW form of command

The following parameters are required from the email message that deletes the user Plan information:

action = noplan

user = username

password = password text



An example of the HTML needed for a WWW page can be seen below:



<CENTER><H2>Remove plan</H2></CENTER>

<FORM ACTION="/cgi-bin/mailto.exe" METHOD="post">

<input type="hidden" NAME="sendto" VALUE="mail@net-shopper.co.uk">

<Input type="hidden" Name="server" value="troi.net-shopper.co.uk">

<input type="hidden" NAME="action" value="noplan">

<PRE>

Username:   <INPUT NAME="user" SIZE=30> 

Password:   <INPUT type="password" NAME="password" SIZE=30>

</PRE>

Press <INPUT TYPE="submit" VALUE="Submit"> to remove your current plan.

</FORM>

Mail Utilities

MAIL� XE “MAIL” �

MAIL is a general purpose configuration and diagnostic program for interNeTmail. This program has many command line switches and may also be used in conjunction with a script file to perform updates in a batch fashion. There are several diagnostic options, a mail-to option, an option to get the services to re-read the registry, load the registry from a script file and lastly some routines for helping with dial-up connections. The MAIL utility will accept a sequence of commands and work though them one after another. However, if an error occurs it will exit at that point.

A summary of the command line Switches is given in the table below.

Switch�Description��-a<file>�Append POP - entries in file to the NT Registry.��-c<host>�Return the IP address of the named host.��-d�Display mail statistics��-e[<list>][,<file>][,<order>]�Extract members of the named list��-f<filename>�Write a list of all the users in the registry to the specified file.��-h<Switch>�Print help on named Switch.��-i<list>,<file>�Insert email address listed in file to list.��-k�Kick the POST service. This will force any waiting mail to be sent.��-l<file>�Load the contents of POP script into the NT Registry.��-m<host>�Attempt to find the MX records for the named host.��-p<file, mail address>�Mail the named file to the named email address.��-q<host>,<password>�Query the named host for statistical information.��-s<time>�Makes MAIL sleep for <time> seconds.��-start�Start all interNeTmail services.��-stop�Stop all interNeTmail services.��-tn�Sets maximum wait time for any operation.��-v�Tells MAIL to output the starting time of each operation. ��-u<service>�Force interNeTmail services to re-read the NT Registry.��-w<service>�Force MAIL to wait for the name service to become free.��-y�Dump the current interNeTmail configuration to a text file called SETUP.TXT in the current directory.��-z�Print version.��The following sub-sections provide detailed information on each of the switches listed in the previous table.

Append

Syntax

-a <filename>

Description

This command tells MAIL to append the POP entries in the given file to those that are already in the Registry. MAIL assumes that user names are unique. If it finds any users with the same names, the old ones will be overwritten. Any completely new entries will be added and any entries that are the same will be ignored.

For example:

C:\mail>type test.txt

mb0001 mike  -hroot postmaster

mb0002 david - david

mb0003 test test mark

when run might produce the following output if the user mike and david already exist.:

C:\mail>mail -atest.txt -u

Reading current set-up from registry...

Reading details from file...

User mike has a new password

About to update registry with new values...

Update completed...   

New users:      1

Changed:        1

Unchanged:      0

Removed:        0

SMTP update completed on Thu, 11 May 95 16:13:22

POP update completed on Thu, 11 May 95 16:13:22

POST update completed on Thu, 11 May 95 16:13:23

See “-l” flag for more details.

Lookup Cname

Syntax

-c <hostname>

Description

Looks up the CNAME� XE “CNAME” � for the specified host. For example: 

C:\mail>mail -cnet-shopper.co.uk

No records for “net-shopper.co.uk” were found.



C:\mail>mail -cmail.net-shopper.co.uk

Official name: mail.net-shopper.co.uk (194.70.57.66)

Display Statistics

This command will display four sets of mail statistics that are updated once a second. Each set of figures comprises two: the number of messages this last second and the total since the service was started. The values have a maximum size of 232, which will ‘clock’ round through zero if exceeded. The letter after the d indicates the type of statistics to display:

Option�Description��-dt�Display POST statistics.��-ds�Display SMTP statistics.��-dl�Display LIST statistics.��-dp�Display POP statistics.��Extract List

Syntax

-e <listname> [,<filename> [,<order>]]

Description

Extracts the email addresses of people who have joined the named list and either writes this information to the specified file, or if - is used (instead of a file name) to the console. The order can be one of :

Order�Description�� �By chronological join date��D�Domain. The output list is sorted into ascending domain names.��A�Alphabetical. The list is sorted on user name��

To extract the contents of list example_list and display on the console, sorted on domain name:

C:\mail>mail -example_list,-,D

List of Users

Syntax

-f <filename>

Description

Will write a list of all the users in the registry to the file specified by <filename>.

Help

Syntax

-h <switch>

Description

This is the help utility. Entering MAIL -h will display all the commands that MAIL will accept. If you want more details about a command, enter the letter for that command after the h, for example:

C:\mail>mail -hp

Command: -pfilename,to[,hostname[,subject[,from]]]

This command allows you to post a file to a mail server. You must define the filename and to fields. If hostname is missing, the local machine will be used.  If subject is missing, “Message from MAIL” will be used.  If no from is included, the FROM: clause will be NULL (so the mail will be deleted if undelivered).  If you would like to have spaces in the subject, you must enclose the WHOLE option in quotes, for example:

MAIL “-pfile.txt,david,post.company.com,The time of day”

Kick Server� XE "Kick POST" �

Syntax

-k

Description

This command will cause the POST service to be Kicked! This means that POST will start sending mail if there is any currently waiting.

C:\mail>mail -k

Kicked POST at Thu, 11 May 95 16:29:55

and if POST does not reside on your machine, you would get: 

C:\mail>mail -k

Failed to kick POST at Thu, 11 May 95 16:29:36

When POST is kicked, it removes the entries in the current POST queue and rebuilds the queue from the mail messages located in the Out directory. Therefore, if there is a large number of messages in the Out directory, you might notice a lot of disk activity up to 12 seconds after the kick command is issued.

Load Registry

Syntax

-l <filename>

Description

Load the contents of the POP script file into the registry, overwriting any entries already there. If an entry already exists it will only be updated if the information has changed. 

Consider the following POP script file: 

C:\mail>type test.txt

mb0001 mike  -hroot postmaster

mb0002 david - david

mb0003 test test mark help

It has been written to create three mail boxes, mb0001, mb0002 and mb0003. The users mike, david and test will be allowed access to these mail boxes. However, the password definition is different for each person. In the case of mike, any password he already had will be replaced by the password “hroot” - the leading hyphen indicates that the old password MUST be replaced. The user david will use the same password as is in the NT User Database� XE “NT User Database” � (it will not be possible to change his password using the Password Server� XE “Eudora” �). The user test has a password of test, however if he has changed it (using the Password Server), his new password will not be overwritten. 

The last parameters define the aliases for each of the users. Any mail to postmaster will be sent to mike’s mail box. Any mail for david to david’s mailbox and any mail to mark or help will go into test’s mailbox. Note that mail to “mike” and “test” will be rejected - if these aliases are to be used, they must be added (i.e. extra aliases can be listed in the script). 

Note, if a user has a holiday� XE “holiday” � account, it will not be upset by the loading process - it will remain a holiday account and be updated (if required). 

To load the script, it is a matter of entering:

C:\mail>mail -ltest.txt -u

Reading current set-up from registry...

Reading details from file...

User mike has a new password

About to update registry with new values...

Update completed...

New users:      0

Changed:        1

Unchanged:      0

Removed:        0

SMTP update completed on Thu, 11 May 95 16:43:12

POP update completed on Thu, 11 May 95 16:43:12

POST update completed on Thu, 11 May 95 16:43:13

Note that the -u option was also used - this causes the changes to occur in the mail system immediately. You do not have to stop and start the services again.

MX Lookup� XE "MX Records:checking" �

Syntax

-m <hostname>

Description

This command will instruct the MAIL utility to attempt to find the MX records for a given host. For example: 

C:\mail>mail -mnet-shopper.co.uk

Number of entries 5

194.70.57.66             mailgate.net-shopper.co.uk 20

158.152.1.73                       punt.demon.co.uk 40

158.152.1.72                       post.demon.co.uk 40

158.152.1.65                       gate.demon.co.uk 50

146.169.43.5                   frigate.doc.ic.ac.uk 80

For more details of how MX records are used see Section � REF _Ref329783580 \n �16.2�.

Post File

Syntax

-p <filename>, <to> [,<hostname> [,<subject> [,<from>]]]

Description

This command allows you to Post a file to a given destination using a given mail server. The fields listed above are defined as follows:

Option�Description��filename�Name of the file that you wish to be posted to another destination��to�full email address of the person to receive the file��hostname�name of the mail server if NOT the local machine��subject�subject line of the message. If you want to include spaces in the subject, you must enclose the WHOLE option in quotes. (as illustrated in the example below)��from�who the mail is from. If no from clause is entered, the mail will be lost if it is not delivered and the recipient will not be able to reply to your mail. ��

The minimum to send a file would be: 

MAIL -pfile.txt,david@company.co.uk

while a fully specified send operation, would be (note the use of the quotes): 

MAIL “-pfile.txt,david,post.company.com,The time of day,brian@net-shopper.co.uk”

Query Server

Syntax

-q

Description

� XE “Statistics:MAIL command” �The -q option is for Querying a interNeTmail server to see how it is doing! If interNeTmail is running on this host and no password has been defined in SmtpData then MAIL -q will display a set of statistics about the progress of messages. You can query other interNeTmail servers if you know their hostname - and if they require a password you will need to enter that too. For example: 

C:\mail>mail -qmailgate.net-shopper.co.uk,password



			NTMAIL SMTP Service

			===================



NTMAIL Setup characteristics:

	Started	Tue, 10 Oct 95 08:46:51 +0000 (GMT +0000)

	Current time	Tue, 10 Oct 95 09:12:46 +0000 (GMT +0000)

	Version	3.00.00

	Local maildrops	43 (64 aliases)

	Number Threads	SMTP 20, POP 20 & POST 48

	Local Machine name	mail.net-shopper.co.uk (net-shopper.co.uk)

	NTMail users	unlimited

	NTList users	unlimited

	NTDomains	5

SMTP statistics:

	Messages processed	61

	Messages in progress	5 of 20 inbound

	Up time	1 hour

Sleep

Syntax

-s <time_in_seconds>

Description

Wait for n seconds. It is usually used before another option on the same command line. For example, to wait 30 seconds and then kick the POST service you would use the command line: 

C:\mail>mail -s30 -k

Start interNeTmail services

Syntax

-start

Description

Starts the three services which are part of interNeTmail.

Stop interNeTmail services

Syntax

-stop

Description

Stops the three services which are part of interNeTmail.

Time

Syntax

-t <time_in_seconds>

Description

Sets the maximum wait time for any option that waits for an action to complete. A wait time of 0 is taken as INFINITY (i.e. don’t ever complete until finished).

(Please note that -wMAIL is an exception that will return immediately.)

It is usually used before another option on the same command line. For example, to wait a maximum of 600 seconds for POST to complete, you would use the command line: 

C:\mail>mail -t600 -wPOST

Reread Registry

Syntax

-u [SMTP | POST | POP]

Description

Tell all or one of the Services to read their values from the registry. To tell all the services to reload, simply don’t state any service name.  For example, to tell all services to reload, use the command: 

C:\mail>mail -u

SMTP update completed on Thu, 11 May 95 16:13:22

POP update completed on Thu, 11 May 95 16:13:22

POST update completed on Thu, 11 May 95 16:13:23

MAIL will wait for all the services to report that they have updated.

Output Each Operation

Syntax

-v

Description

Tells MAIL to output the starting time of each operation. This is useful for checking a batch file is operating correctly. 

Dump Current Configuration

Syntax

-y

Description

Tells MAIL to dump the current interNeTmail set-up into the text file setup.txt in the root directory. All registry keys, file locations and other system parameters are written to the file. This can be very useful when reporting problems back to ISL Ltd.

Wait for Operation

Syntax

-w [POST | SMTP | BOTH | MAIL]

Description

The command causes MAIL to wait until one of four actions are complete: POST, SMTP, BOTH or MAIL. This allows the program to wait on either mail server (POST or SMTP) or both (SMTP and POST) OR to wait for mail to appear in the mail directory. By default MAIL will only wait for 10 minutes, so if you want a script to continue when mail becomes available for sending, you would need to use the command: 

C:\mail>mail -t0 -wMAIL

MAIL Reported Error Codes

The following error codes may be reported by the MAIL command:

Error Code�Description��0�No Error��2�Key has expired��3�Key is not valid for this machine��4�Key length is incorrect��5�Key validation has failed��6�interNeTmail is not installed on this machine��7�Key has not been installed��9�MX lookup failed: no resolution for specified address��11�Incorrect version of interNeTmail installed��14�Winsock failed to initialise��18�Error reading NT Registry��22�One or more DNS servers could not be reached��24�No such event, e.g. POST service is not running��32�The Domain Name Server (DNS) reported an error in the format of the query.   ��33�The DNS was unable to process this enquiry due to an internal problem.��34�The domain requested does not exist.��35�The DNS does not support MX record resolution.��36�The DNS refuses to perform the specified operation for policy reasons.  For example, a name server may not wish to provide the information to the particular client��37�The name server reported an undocumented error��38�The record returned by the name server had an error in the authority record.��39, 40, 41

�Unable to contact or connect to the name server.  This could apply to any of the names servers specified in the NT network configuration.��46�No such user defined in NT Registry��49�No file specified or found��55�Bad list definition��56�Failed to copy specified file��57�Unknown order��58�Could not open specified list file��60�Timed out waiting for event��61�Bad command format, e.g. missing/badly formed parameter��62�Network is down��63�No records for specified host��64�No data for specified host��65�SMTP service does not allow queries/password��66�Could not resolve address of server��68�Access  to mail server denied��69�Failed at HELLO command��70�Failed at MAIL command��71�Failed at RCPT command��72�Failed at DATA command��

MAILUSER� XE “MAILUSER” �

The MAILUSER� XE “MAILUSER” � utility is a simple command line program that can be used to add/delete users and find out information about interNeTmail users.

MAILUSER� XE “MAILUSER” � can be supplied the following switches:

Switch�Description��-a<username>,<password>[,alias..]�Adds a user to the Registry - overwriting any previous entry.  If password is “-“ then use NT Database  to verify user’s password.  It is assumed that the username  is also an alias.��-d<username>�Delete the name user from the Registry��-e<username>�Query whether the user has an entry in the Registry/NT User Database��-h�Display a help message��-s�Show status and version information��

MAILUSER will return the following codes:

Return Code�Description��0�No error has occurred��2�Key has expired��3�Key not valid on this machine��4�Key is incorrect length��5�Key failed check��6�interNeTmail not installed��7�Key is not present��48�Named user is not known to interNeTmail��61�Bad Switch supplied��

POST� XE “POST utility” �, POP� XE “POP utility” � and SMTP

Each of the services supports the following switches or parameters: 

Switch�Description��-d�Display the computer’s name. This name is used by the key software and will be required when you register your software��-k<key>�Set the program key. The program will read the key you have provided, and decode and check it. If the key is validated, it will be written to the registry. Do not attempt to write the key directly to the registry without checking it��-h�Lists all the parameters available to the service��-i�Install the service. This will add the service to the service manager and create default entries in the Registry if they do not already exist. If you already have version 2.00 or later, the entries will automatically be updated��-s�Display installed status of the software. This will cause the program to read the key and indicate what is allowed��-u�Uninstall the service from the service manager��Do not run any of the programs with no switches. They will (apparently) hang. If you do this accidentally, use CTRL-C to stop the program.

MAILLITE

This utility provides a convenient  method of controlling the interNeTmail services by displaying a set of traffic lights as an icon. When the red light is on, SMTP is not running, when the green light is on SMTP is up and running. To start/stop the services simply double click on the icon. The amber light will come on as the services are started/stopped. MAILLITE will start/stop all of the services but only displays the status of the SMTP service.
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Single clicking in the traffic light icon will display a menu that allows a connection to a remote machine and hence the control of a remote machine running interNeTmail.

MAILLITE can be started from the Command Prompt by supplying the name of the machine to be used. This name should be a NT machine name.  For example:

MAILLITE WILLOW

MAILLITE will poll the status of the SMTP service every 10 minutes, hence if SMTP is manually stopped it may take MAILLITE a while to reflect the new status.

Advanced Configuration

This section details those configuration issues that are not explicitly covered by the interNeTmail CPL which only covers a subset of the available options. For the more esoteric options the NT Registry must be edited by hand.

Cautionary Note. It is possible to set-up aliases for other types of accounts e.g. Auto Responder, Executable and others. If such aliases are set, the interNeTmail CPL� XE “CPL” � will not display them. Further, if the interNeTmail CPL is used to subsequently edit these accounts - saving the account information will cause the hand edited aliases to be lost.

Also, great care should be taken when making any configuration changes to the NT Registry as a mistake could cause Windows NT to stop functioning correctly. A brief introduction to the NT Registry Editor is given in section � REF _Ref337958258 \n �16.5�.

Multiple Users with Access to the Same Mailbox.

� XE “Mailbox:Multiple access” �� XE “NTMail:Advanced configuration” �To set-up a shared mailbox between several users the interNeTmail Registry entries for the users in question must be hand edited as this operation cannot be performed using the interNeTmail CPL� XE “CPL” �.

Using the NT Registry Editor� XE “NT Registry Editor” �, select the entry HKEY_LOCAL_MACHINE and then select Software. Locate the entry for InternetShopper and select it. Select the entry Mail and then Users. A list of the configured users will now be displayed. Each active user should have either a POP account entry (P) or a Holiday account entry (H). See section � REF _Ref341596010 \n �17.2� for details of how the parameters are defined. For both types of account the first part of the parameter is the physical filename that is used for the mailbox. Specifying the same file for several users will give each one access to the same mailbox, however each user will retain an individual password

Setting Aliases for NT User Database� XE "Aliases:NT Database" �� XE “NT User Database” � Accounts� XE "NT Database:aliases" �

To create a list of mailing aliases for a user defined in the NT User Database� XE “NT User Database:Creating alias” �, start the interNeTmail CPL� XE “CPL” � from the Control Panel. If the user has not been added to the interNeTmail user list select the Users tab and enter the users name. If  the user has already been set-up select the Accounts tab and then double click on the appropriate user - this will then cause the interNeTmail CPL to jump to the Users tab with the user details pre-loaded.

As the NT User Database is used for password information, the Password field should be left empty. A list of aliases can then be entered by typing an alias and then saving it using the ® button. For more information of setting up aliases with the interNeTmail CPL see section � REF _Ref334001121 \n �3.2�

Aliases may also be set-up by hand editing the NT Registry. Using the NT Registry Editor� XE “NT Registry Editor” �, select the entry HKEY_LOCAL_MACHINE and then select Software. Locate the entry for Internet Shopper and select it. This will then display the list of configuration entries detailed in Section � REF _Ref330038314 \n �17�. Select the entry Mail and then Users. A list of the configured users will now be displayed. Each active user should have either a POP account entry (P) or a Holiday account entry (H). Each user may have a comma separated list of aliases immediately before the user name and mailbox file e.g.

a_user	Pa_user,alias1,alias2 a_user_mailbox,a_username,a_userpassword

Starting Executables

� XE “Executable:Example listing” �The example program given below shows the basic technique for collecting the mail message from standard input while details about the message are read from a set of environment variables.  The end of the message can be found by a looking for full-stop (CRLF.CRLF) or checking when CONTENT_LENGTH characters have been read from stdin. 

These examples can be found in the EXAMPLES directory.



� XE “Executable:Example listing” �The example program given below shows the basic technique for collecting the mail message from standard input while details about the message are read from a set of environment variables.  The end of the message can be found by a looking for full-stop (CRLF.CRLF) or checking when CONTENT_LENGTH characters have been read from stdin.

Variable�Description��CONTENT_LENGTH�Number of characters in the mail message��LINES�Number of lines in the mail message��SUBJECT�Subject of the message��FROM�Senders name��TO�Recipients name��

/* Program:		DUMPMAIL					*/

/* Author:		Brian Dorricott				*/

/* Date:		11th January 1996				*/

/* Copyright:		(C)opyright 1996, Internet Shopper Ltd	*/





#include <stdio.h>

#include <winsock.h>

#include <windows.h>





#define MAX_LINE			16384



main(int argc, char *argv[])

{

    FILE *f;

	    char line[MAX_LINE];

	    int  done = FALSE;



	    if (argc == 2)

	    {

		f = fopen(argv[1], "w");



		while (!done)

		{

			fgets(line, MAX_LINE, stdin);

			while (*(line+strlen(line)-1) == '\r' || 

                      *(line+strlen(line)-1) == '\n')

				*(line+strlen(line)-1) = '\0';



			if (strcmp(line, ".") == 0)

				done = TRUE;

			if (f != NULL && !done)

				fprintf(f, "%s\n", line);

		}

		if (f != NULL)

			fclose(f);

	    }

	    

    return 0;

}



Auto Responder� XE "Auto Responder:file format" �/Holiday/Info Message/FAX Template File Format� XE "Template:file format" �� XE "Information Messages" \t "See Auto responder" �� XE "Holiday:file format" �

When a mail message arrives at a mailbox that has been configured as an Auto Responder, Information, Holiday Message or FAX� account, interNeTmail will locate the file to be returned. 

If interNeTmail detects that more than 0.1% of the file consists of the character ‘0’ it will be interpreted as a binary file and automatically MIME encoded.

Otherwise interNeTmail will scan through the file looking for special command strings. These are lines that begin with a ‘-’ character. When such a line is found, the text following the ‘-’ is  added to (or used to replace) the current line of the mail message header. This continues until the a line is encountered that does not start with a ‘-’. For example:

-Subject: Some subject

will change the subject of the message returned by the Auto Responder or Holiday message.

In addition, any message file may have the following fields:

%subject% . The message subject.

%from%. The complete from line

%from-email%. Email address in the from clause

%from-user%.User’s name if it is in the from clause, otherwise email-address

%to%

%to-email%. Email address in the to clause

%to-user%.User’s name if it is in the to clause, otherwise email-address

%date%

%cc%

%message%. (the entire message body)

%header% (the entire message header)

%mailbox:box-name%

%count:variable-name% will access the named variable and replace the field with the number found.  If the variable name starts with "+" then the count will be increased by one and replaced.  If the variable starts with "-" then the count will be decreased by one and replaced. All the Counters are stored under the registry key        InternetShopper\Software\Mail\Counters

These fields will be replaced by the appropriate string from the incoming message, except for the mailbox:box-name field which is replaced by the number of unread messages. For example the following information account message file:

From: null@company.com (support)

-Subject: Re: %subject%

        

Many thanks for your email message about %subject%.

There are currently %mailbox:support% messages waiting to be

answered.  They will be answered in strict rotation.

would cause interNeTmail to respond with the message:

From: null@company.com (support)

Subject: Re: Fried tomatoes

To: another@company.com

Date: Fri, 6 Oct 95 08:16:17 +0000 (GMT)



Many thanks for your email message about Fried tomatoes.

There are currently 25 messages waiting to be

answered.  They will be answered in strict rotation.

Redirection of Mail Messages

� XE “Redirection file” �interNeTmail provides a facility to redirect messages to/from specified locations. The accounts to be redirected are listed in the Redirection File using a notation that allows entire domains to be included via the use of wildcards. The file must be located in the interNeTmail BaseDir and be named in the registry field RedirectFile (see section � REF _Ref335050306 \n �17.1�)

The redirection file may contain a list of message re-direction commands that specify whether messages coming from or going to certain addresses should be redirected to another interNeTmail account. Comment lines may be added by starting the line with a ‘#’.

Each line should be of  the form:

<action> <from> <to> <internetmail_account>

where 

action is ‘+’ to redirect or ‘-’ to not redirect

from. Is the address that mail has come from. Can be the wildcard character ‘*’

to. Is the address to where the mail was being sent. Can be the wildcard character ‘*’

ntmail_account. Is where intercepted mail is sent. The account can be set to NULL if the messages are to be discarded otherwise any type of account may be specified.

When interNeTmail receives a message it checks the protocol arguments FROM and RCPT. If a match can be found in the redirection file, the contents of the RCPT argument is replaced by the re-directed account name. The mail message then proceeds through the interNeTmail domain matching routines. Hence, if a domain name is not specified in the re-directed account name, the replacement address will be taken as a local address.

The entire redirection file is parsed for every message. This allows for entries at the start of the file to be over-ridden with later entries as in the following example, that would delete all messages from a particular domain with the exception of the postmaster.

# catch all messages from company.com and trash them (except from postmaster)

+ *@company.com * NULL

- postmaster@company.com *

Note: Mail from the postmaster is allowed so that any query as to why the domain has been banned could be answered.

The re-direction feature can be used to setup the distribution of event messages to any account, for example the entries

+ * info@company1.com info1

+ * info@company2.com info2

will allow two different information messages to be sent to the info accounts of two different domains (providing the Auto Responder accounts info1 and info2 have been setup).

It is also possible to catch messages coming from a single address and re-direct them to an interNeTmail user such as the postmaster, as in the following example:

# catch messages from problem user and redirect to the postmaster

+ trouble@* * postmaster

This feature is very powerful as an entry such as “+ * * NULL” would trash every message passing through the server!  Obviously great care is needed.

The Root and NULL Accounts� XE "BadMes" �� XE "NULL Account" �� XE "Root Account" �� XE "Accounts:Root" �� XE "Accounts:NULL" �

Messages sent to the root account include:

Bad configuration of list manager (e.g. file missing).

Resource usage warning - e.g. log file directory is too large, bad message directory is too large.

Warning if a mailbox exceeds the maximum mailbox size as set by MaxMailboxSize (see Section � REF _Ref341595792 \n �17.1�).

All messages to null are lost but if they were from the list server, the name of the person to who the message was sent can be deleted automatically.  Also, all messages to null can go into the "BadMes" directory if the flag SaveBadMes is set to true (see Section � REF _Ref341595792 \n �17.1�).

Using Dial-Up Connections� XE "Dial-Up Connections" �� XE “PULLMAIL” �

If a full time connection to the Internet is not available, a dial-up connection can be used instead. Sections � REF _Ref334622786 \n �2.2.4� and � REF _Ref334622815 \n �17.1� cover the topics of installation and registry configuration respectively.

Remote Access Service� XE "RAS" \t "See Remote Access Service" �� XE "Remote Access Service" �

Before a dial-up connection can be made the NT Remote Access Service (or RAS) must be installed and configured appropriately. RAS is installed from the Control Panel by selecting the Networks icon and then selecting the Add Software button. From the subsequent list of services Remote Access Service should be selected. You will then be prompted for the location of your NT installation media, the required files will be copied and a RAS program manager group created. Once installed, the RAS service can be configured from the Network Settings dialogue.

In addition to RAS, you will also need to install and configure the TCP/IP interface. This is done in the same way as RAS from the Network Settings dialogue. The RAS specific TCP/IP options are best configured from within the RAS service itself. RAS configuration is covered fully in the Remote Access helpfile located in the RAS program manager group.

Once RAS has been started a phone book entry can be created for the service provider. Here the user name and password can be entered and any specific configuration that is required for your modem.

RAS can now be used to manually connect to your service provider. Although this may be adequate for some users, most will want to automate the connection and mail collection. This is covered in the next section.

Here are two example batch files that can be used under Windows NT to establish a link to the Internet: connect.cmd and disconnect.cmd. With a dial-up connection there can be a problem of disconnecting the RAS link while another service was using it so these simple scripts ensure that the link will remain active as long as a service needs it. Synchronisation takes place through files created in a temporary directory.

connect.cmd

	if exist d:\temp\ras.%1.* goto connected

	:dial

	  creatfil d:\temp\ras.%1.%2 1

	  rasdial %1%

	  if ERRORLEVEL 1 goto redial

	  goto finish



	:redial

	  mail -s5

	  goto dial



	:connected

	  creatfil d:\temp\ras.%1.%2 1

	  echo already connected

	  goto finish



	:finish





disconnect.cmd

	if not exist d:\temp\ras.%1.%2 goto not_connected



	:disconnect

	  del d:\temp\ras.%1.%2 /q

	  if exist d:\temp\ras.%1.* goto other_source

	  echo disconnecting from %1%

	  rasdial %1% /dis

	  goto finish



	:other_source

	  echo another source is connected, remaining online

	  goto finish



	:not_connected

	  echo didn't connect from this source, remaining online

	  goto finish



	:finish



Another script, maildelivery.cmd, can then be used to process mail which is waiting to be sent.  It is based around the MAIL -w command which will allow a script to wait until a specific event happens. In this case, any new messages waiting to be sent.

maildelivery.cmd

	@echo off

	e:

	cd \tools\ntmail



	:waiting_for_mail

	  mail.exe -t0 -wMAIL

	  call e:\bin\connect.cmd internet maildelivery

	  mail.exe -v -k -s60 -wBOTH

	  call e:\bin\disconnect.cmd internet maildelivery

	  @echo -------------------------------------------

	  sleep 120

	  goto waiting_for_mail



Automatic Mail Collection

Part of the RAS installation is the command line utility rasdial. This can be built into a command script that, in conjunction with the NT command at, can automatically dial the service provider to collect incoming mail and post outgoing mail.

A simple command script is given below

@rasdial “Provider Name” >> mail.log

@MAIL -k >> mail.log

@MAIL -w >> mail.log

@rasdial “Provider Name” /disconnect >> mail.log

@echo ---------------------------------------------- >> mail.log

Note: The providers name should be replaced by the name of the service entered in the RAS phone book. Once the script is complete it should be tested manually from the command line to ensure it works correctly.

Before the at command is used to automate the process the NT Schedule service must be started. As this service is not automatically started by NT after installation, you will need to use the Services icon located in the Control Panel. In the Services dialogue, scroll the list of services until Schedule is located. Double clicking on this row will display a configuration dialogue: select Automatic. This will then cause NT to start the service each time the machine boots. Return to the Services dialogue and select Start.

Now the schedule service is running, the at command can be used to automatically run the mail command script at appropriate time each day as in the following example:

at 09:00 /every:M,T,W,Th,F “cmd /c getmail.cmd”

Note that  the “cmd /c” is required because at is being used to start a non .exe command. Once the at command has been entered you should then type at again without any parameters to confirm that the job has been configured correctly:

C:\>at



Status ID   Day                   Time          Command Line

-------------------------------------------------------------------

0           Each M T W Th F       09:00         cmd /c getmail.cmd

In addition to the basic NT at command there are various graphical versions available that make the configuration easier to set-up. One such utility is guiat, section � REF _Ref334002689 \n �13.14� details where this can be obtained.

POP Services

The previous sections have assumed that your provider will send you mail as soon as a connection is made. Some providers do not do this, but instead provide a POP account. In these circumstances a utility is required to extract your messages and pass them on to interNeTmail. PULLMAILä� XE “PULLMAIL” � is a simple command line utility to pull email from a POP account and send it to an SMTP server. It looks for a TO or Apparently-TO field in the header of each email and uses this in the RCPT command to the SMTP server. Please refer to the notes that accompany PULLMAIL for more information.

Messages with Multiple Destinations

� XE “Multiple destinations” �interNeTmail will allow messages to be sent to more than a single destination address automatically by creating several aliases with the same name but differing account type. For example, to send a message to a FAX account, forward to a user and logged to a local POP account, the required accounts could be set up via the interNeTmail CPL or NT Registry as in the examples below:

dave.forward: Fdave dave@another.com

dave.pop: Pdave dave,dave,mouse

dave.fax: Adave T0123456789

Message Filters� XE "Filter:message" �

interNeTmail supports two special mail drops called filters. These can only be setup from the Registry.  A filter applies some function to a message that generates another mail message which may be then forwarded to another maildrop.  The filters are WWW and Template.

World Wide Web Filter� XE "Filter:WWW" �� XE "WWW:filter" �

The WWW filter will accept a message from a WWW HTML form with an action that is “mailto:filter@company.com”.  Each field is taken from the form and is placed on a single line followed by the value the user entered.  Consider the following form:

<FORM ACTION=”mailto:www-sales@company.com” METHOD=”post”>

<PRE>

<B>Your details:</B>

Name:            <INPUT NAME=”uname” SIZE=30>

Company Name:    <INPUT NAME=”company” SIZE=40>

E-Mail:          <INPUT NAME=”email” SIZE=30> 

</PRE>

Press <INPUT TYPE=”submit” VALUE=”Submit”> and your 

request will be processed or

<INPUT TYPE=”reset” VALUE=”Clear”> to start again.

and the registry entry under \InternetShopper\Mail\Users:

www-sales.www:REG_SZ:Wwww-sales sales

When the user presses the SUBMIT button on the form, their WWW browser will create a mail message and send it to the interNeTmail account www-sales.  interNeTmail will parse the message creating:

From: user@another.company.com

To: www-sales@company.com

Subject:

Date: Mon, 9 Oct 95 23:26:08 -0700



uname               = Brian Dorricott

company             = Internet Shopper Ltd

e-mail              = sales@net-shopper.co.uk

and post this to the sales account.

Template File Filter� XE "Filter:template" �

� XE “Template file” �This filter takes the mail message and combines it with the template file in the same way as the holiday and auto responder mail drops.  The resulting message is then posted to the specified account. A message such as:

From: user@another.company.com

To: www-sales@company.com

Subject:

Date: Mon, 9 Oct 95 23:26:08 -0700



uname               = Brian Dorricott

company             = Internet Shopper Ltd

e-mail              = sales@net-shopper.co.uk

sent to an account defined by:

in-sales.template:REG_SZ:Tin-sales template.txt,sales

where template.txt is

-Subject: Mail for you...



%uname% from %company% has sent some mail to you and would

like a response sent to %email% asap.

would result in the following message arriving at the sales mailbox:

From: null@company.com

To: sales@company.com

Subject: Mail for you...

Date: Mon, 9 Oct 95 24:25:18 -0300



Brian Dorricott from Internet Shopper Ltd has sent some mail to you and would like a response sent to sales@net-shopper.co.uk asap.

WWW Form to FAX Filter� XE "Filter:WWW to FAX" �

Using the WWW filter and FAX account you can arrange for email messages to be sent to a specified FAX number directly. To do this you would need to setup two entries in the registry:

Wwww-sales fax

Afax T123456789,template.txt

Each field in the HTML form would be referenced in the template file using %field-name% just as before.

Multiple NT Domains and User Validation� XE "Multiple NT Domains" �� XE "Password:NT Database" �

By default interNeTmail will validate users as if they are in the local domain. If the user is not, they will either not have an account or will fail password verification.

interNeTmail will allow you to specify one or more domains to verify each user and password combination by creating the registry entry NTDomains. Each domain specified in this space separated list will be tried until one validates the user and password.

Create a REG_SZ registry entry NTDomain at the location  HKEY_LOCAL_MACHINE/Software/InternetShopper/Mail/Parameters. For example, with NTDomains set to “mouse elephant”, if a user called John (who is not known to in the local domain) attempts to access a mail account, interNeTmail will query the domain “mouse” and then “elephant”. See section � REF _Ref337953246 \n �16.5� for details about the NT Registry Editor and section � REF _Ref337952948 \n �17.1� for a complete description of the value NTDomain.

Security DLL� XE "Security DLL" �

interNeTmail allows you to implement your own security mechanism should it be required. When the unlimited-user version of interNeTmail starts, it looks for the DLL named in the registry key UserDLLLocation. If found interNeTmail will try to find the stub functions specified in the example code given later in this section. If each function is found interNeTmail will use the DLL whenever a user cannot be validated via the registry. The DLL must be a valid win32 library and must be multi-threaded.

#include <windows.h>

#define S_SUCCESS                       0

#define E_NO_CHANGE                     1



BOOL APIENTRY LibMain(HANDLE Module,

DWORD  reason,

LPVOID reserved)

{

switch (reason)

    {

case DLL_PROCESS_ATTACH:

/* Initialisation code here */

break;



case DLL_PROCESS_DETACH:

/* Release any resourced here */

break;

    }



return 1;       /* Success */

}



/* A routine that indicates whether this user exists.  The user may be      */

/* deemed remote, local, or does-not-exist.  If remote, the mail will be    */

/* sent back out by interNeTmail.  If local, the next routine to be called is     */

/* likely to be GetMailboxName().  If does-not-exist, the mail is refused.  */

int APIENTRY VerifyUser(

char *username,     /* IN:  Name of the user to check.                      */

char *domain,       /* IN:  The domain name of the user.                    */

int  *user_type)    /* OUT: 0 = Local user.                                 */

                    /*      1 = Remote (resend mail outbound).              */

                    /*      2 = Does not exist.  Refuse this mail.          */

{

*user_type = 0;

return S_SUCCESS;

}



/* Verify that the user’s password is valid.  If this routine does not      */

/* return S_SUCCESS, the attempt to log in will be refused.                 */



int APIENTRY VerifyPassword(

char *username,     /* IN:  Name of user to verify.                         */

char *domain,       /* IN:  Domain of user to verify.                       */

char *password)     /* IN:  Password of user.                               */

{

return S_SUCCESS;

}





/* This routine will request the full filename for the user’s mailbox file. */

/* The index file will be created by removing the “.mbx” and substituting   */

/* “.idx”.  This routine MAY NOT fail otherwise the mail will not be        */

/* delivered to the user.                                                   */



int APIENTRY GetMailboxName(

char *username,     /* IN:  The name of the user whose mailbox we want      */

char *domain,       /* IN:  The domain of the user.                         */

char *mailbox)      /* IN:  The default mailbox which will be made from     */

                    /*      BaseDir\In\username.mbx                         */

                    /* OUT: The full file specification of an alternative   */

                    /*      mailbox.  Maximum file length is 256 characters.*/

{

   

return S_SUCCESS;

}





/* This routine must check the current password of the user and, if         */

/* possible, change the password to the one requested.  This will only be   */

/* called if the PasswordServer has been enabled.  A value other than       */

/* S_SUCCESS will cause interNeTmail to find out the error text and return this   */

/* message to the user.                                                     */



int APIENTRY ChangePassword(

char *username,     /* IN:  Name of user who password to change             */

char *domain,       /* IN:  Domain of this user.                            */

char *oldpass,      /* IN:  Old password of user.                           */

char *newpass)      /* IN:  New password.                                   */

{

return E_NO_CHANGE;

}





/* This routine will obtain the error message text associated with a status */

/* returned by one of the routines in this DLL.  This routine MAY NOT fail. */

int APIENTRY GetErrorMessage(

int error,          /* IN:  Number of error that has been returned by one   */

                    /*      of the routines in this DLL.                    */

char *mes)          /* OUT: Message that we will log and/or return to the   */

                    /*      user.  Maximum string length is 256 characters. */

{

switch (error)

    {

case S_SUCCESS:

strcpy(mes, “Success”);

break;



case E_NO_CHANGE:

strcpy(mes, “Cannot change password”);

break;



default:

strcpy(mes, “Unknown error”);

    }



return S_SUCCESS;

}

User Plans� XE "Plans" \t "See User Plans" �� XE "User Plans" �

interNeTmail supports user plan files, the contents of which are displayed when a user is ‘fingered’ across the Internet. The finger command is part of the standard TCP/IP command set that is distributed with Windows NT and UNIX; it reports how many unread mail messages are waiting for the user. The plan file can be used to hold information about the user such as title, business address, telephone number etc.

interNeTmail will automatically search (in the order listed) for the following files:

plans/user.pln

plans/default.pln

A user can update (or remove) their plan by sending an email message to the Mail Manager (see section � REF _Ref345402259 \n �6�).



Sending FAX Messages

� XE “LG-FAX” �� XE “FAX:Sending FAX messages” �� XE “FAX:Access control” �� XE “LG-Fax” �interNeTmail works with LG-Fax to provide a complete FAX solution, see section � REF _Ref334002689 \n �13.14� for details of where to obtain it.

Note: It is important to make sure that there is a FAX template in the \Mes directory before sending any FAX messages. A default template will be created by the interNeTmail CPL when a FAX account is set up (section � REF _Ref341692388 \n �3.7�). For more details of what can be in the FAX template, see section � REF _Ref341692522 \n �9.2.3�.

Installation of LG-Fax

To use interNeTmail and LG-Fax to create a email(FAX gateway is very simple. The steps are: 

Install both interNeTmail and LG-Fax. The order of installation does not matter. � XE “FAX:Installation” �To install LG-Fax simply follow the instructions that come with the package. interNeTmail will automatically detect that LG-Fax has been installed and enable the sending of faxes.

On the Configuration page of the interNeTmail CPL (see section � REF _Ref345407562 \n �5.4�), enter your company name. This will be added to the top of each FAX that is sent through the FAX gateway.

Use interNeTmail’s CPL to create a FAX account using the FAX tab. Typically use the name of a local FAX machine for testing.  See section � REF _Ref334961991 \n �3.7� for further information on the FAX tab.

Use your mail client to send a message to the fax account. You should notice the modem on the interNeTmail/LG-Fax machine start up about 5 to 10 seconds after the mail message has been sent. 

If you have problems, check the following: 

That LG-Fax is running correctly. Use a program like Word to send a FAX by printing to the “Fax” machine. 

See if the Fax is available for LG-Fax to print. LG-Fax stores all its outbound faxes in the directory system32\lgfax\send. You can use the viewer to check the fax was created. When mail is sent, you should see a new file appear here from interNeTmail.

interNeTmail with work with both the Server and Workstation versions of LG-Fax. Advanced configuration issues are covered in sections � REF _Ref335137505 \n �8.3� and in this section, while the relevant registry entries are in section � REF _Ref334962123 \n �17.1�.

Configuration

There are two ways of asking interNeTmail to send LG-Fax a FAX to send. The first makes a FAX “look like” an email address and the second allows a generic fax machine to be set up via the email gateway.  These can be setup using the interNeTmail CPL, as described in section � REF _Ref337964757 \n �3.7�.

EMail Lookalike

The Email lookalike is transparent to the person sending an email message. For example, a user might email “mike@company.com” and interNeTmail will automatically create a FAX and send it to the telephone number specified. The specification for this entry would be: 

Aalias,alias Ttelephone-number[,format-file]

The template-file is assumed to be in the directory \Basedir\MES. Examples: 

Amike T0123456789,template.txt

Ajohn T0123456789

Both of these will send a FAX to the telephone number 0123456789. However, Mike’s FAX message will have been formatted as defined by the template.txt file. (See section � REF _Ref341596568 \n �8.9.2� for more details.)

FAX Gateway

The FAX Gateway allows faxes to be sent to any telephone number by anyone provided the access file allows them to. The entry is: 

Aalias,alias Faccess-file[,template-file]

and the access-file has a series of lines with the format: 

access email-address telephone-number [cost-center]

Again, the banner-file is in the directory \Basedir\Mes but the access-file is in \Basedir. Access must be one of “A”llow or “D”eny. The email-address is a wild-card from address and the telephone-number is a wild-card telephone number. The parameter cost-center is optional and will be placed in the log file with the “S”tatistics for this entry. Consider the following example: 

Afax Faccess.txt

where access.txt is: 

A *company.com *

D * 00*

Any user, for example, dave@company.com may now send an email message to (for example) fax.0123456789@company.com. When this FAX arrives at interNeTmail, it will take the telephone number (0123456789) and the From: clause and compare them to each line in the file until it comes to an entry that explicitly denies access to the FAX. In this case, the first line exploited allows this FAX to be sent and the second line does not deny it, therefore the FAX will be allowed. 

Another user (mark@another.com for example) may try to send an email to fax.0123456789@company.com. Line 1 of the access file will not allow the Fax, line 2 does not explicitly deny the fax so the end result is Deny. 

Dave wants to send another fax to fax.00987654321@company.com (an international fax). Line 1 of the access file will allow the Fax, line 2 will deny the fax so the fax will not be sent. Note: if there were a third line 

A dave@company.com 00987654321

the fax would be allowed. 

See section � REF _Ref346177934 \n �17.2� for details of the A user type. In section � REF _Ref337964903 \n �10.3� there is a description of the security issues that arise from the use of the FAX gateway.

The FAX Template File

� XE “Template file:FAX” �The template file defines the message that will be created and sent to FAX machine. It operates in exactly the same way as the Auto Responder and other message files, defined in section � REF _Ref337965085 \n �8.3�.

The simplest form of template file would contain:

%header%

%message%

which will parse the whole message through to the fax. In practice you may want something a little more comprehensive such as:

To: %to%

From: %from%

Subject: %subject%

Date: %date%



%message%

Registry Entries for FAX Gateway

The following Registry parameters can be defined to control the appearance of the FAX generated by interNeTmail (see section � REF _Ref341595792 \n �17.1� for more details).

Name�Type�Required�Default�Range�Description��FAXCompanyName�SZ�NO�(name not entered)�60 chars�Only used by FAX server��FAXFont�SZ�NO�Lucinda Console��Sets font for email to FAX conversion��FAXPageLength�SZ�NO�2340��Sets the FAX page length in pixels (A4 = 2340)��FAXPageWidth�SZ�NO�1728��Sets the FAX page width in pixels (A4 = 1728)��FAXPriority�DWORD�NO�0�0-3�Priority of FAX conversion.��

Mail and Security� XE "Email:security" \t "See Security: email" �� XE "Security:email" �

Everything on the Internet is Plain Text

Owing to the very nature of the Internet, where large amounts of electronic mail messages are routed through any number of SMTP Servers on route to their final destinations, there is the possibility of mail messages being:

Read

Modified - including source/destination information

Destroyed

If you have access to some form of encryption software to which only you and the recipient have keys, then you can obviously do something about the first two security risks. However, there is little you can do about the last except to request that the destination mail server sends a message to acknowledge receipt of your message.

Further, it is possible to completely fake the from, to, date and subject clauses. In fact the existence of email is not proof the named person sent it in the same way as a FAX message is also not proof. For example, email from god@universe could be easily sent from anyone with a little knowledge of email systems. It has yet to be seen whether the existence of an email message can be considered acceptable evidence of an agreement in a court of law.

interNeTmail Installed Files

interNeTmail stores all information in un-encrypted files on the mail server machine. This means that anyone with access to the server has the ability to read (and perhaps modify) the mail messages therein. This approach has been taken because of the overheads associated with encryption and decryption.

User Mailboxes

Individual user mailboxes are ASCII� XE “ASCII” � text files that contain currently unread mail messages.

Full Protocol Logging

� XE “Logging:Protocol” �When deemed necessary, it is possible for interNeTmail to perform various levels of message logging for the SMTP, POST and POP services. The levels of message logging are as follows.

Protocol. The medium level - this option logs every transaction through the service. For example, a user logging on to a POP account or mail message being received.

All. The highest level - this option logs both the previous levels but also the content of all messages sent, received, forwarded or just re-routed.

Logging All Throughput

� XE “Logging:All messages” �When interNeTmail has been requested to log all messages passing through the server, all these messages are stored in plain text files.

interNeTmail and LG-Fax

The LG-Fax access control mechanism checks the FROM: clause of each email message. Those with the necessary knowledge can fake the contents of this clause and gain unlawful access to the gateway you have set up. The only way to present a more secure FAX gateway is to list all the destination FAX numbers individually.

Performance

� XE “NTMail:Performance issues” �When considering the amount of computing power needed to run a SMTP server, the most important factor is the number of mail messages you expect to handle and how often they will be collected. This will tell you the size of the link you will need to the Internet and the hard disk capacity. Remember to include all messages that you might handle if you are a secondary mail server (i.e.. acting as back-up for someone else’s mail system). 

For example, if you expect 3000 users to send 3 messages per week that is equivalent to 3000 * 3 / 7 / 24 = 50 messages per hour or 1 a minute. The average message size is about 4K (this includes the occasional 1Mb file) so this would suggest a throughput to the Internet (assuming all out bound mail) of about 70 bytes per second. 

You will need to think about the load on each of the three services. 

SMTP. In testing, on a 32Mb UMC 40MHz 486, the SMTP service averaged 1 message per second (size of 2K - about 5 concurrently) although the machine was also sending the mail and running some major applications like Word and VC2++. (The test was run over a period of about 3 hours with 12,000 messages sent to a local mail box).  In another test with a 120MHz Pentium with 32MB RAM, SMTP handled up to 300 messages a minute (size varying from 1kB to 1MB) , with a load of about 30% on the CPU.

POST. Again, during tests, 400 messages were sent (with ease) in about 10 minutes down a 64K line. 

POP. The POP server will also incur load - and again, there are two things to think about. With a high checking frequency, your mail server will spend a lot of time opening TCP/IP connections and checking empty mail boxes. With a low checking frequency, your mail server may need to store mail for a significant time. For example, if mail were checked once per week (in the above illustration) we could expect 3000 * 3 * 4k = 36Mb of disk space. 

The mail server at Internet Shopper Ltd is also running WWW, FTP and print services - it is a 16M 486DX2 running NT 3.5 and handles about 8000 messages per week without any problems. In fact, the machine is idle most of the time.

Statistics

The mail package collects statistics about what has been happening in two different ways - by log file and using the system utility PERFMON.  In addition there is a very basic command with the MAIL utility (MAIL -q) which will display the current status - see section � REF _Ref346008823 \n �7.1.11�.

Using PERFMON

�

Figure � SEQ Figure \* ARABIC �22� Editing the Performance Monitor Display

Performance Monitor is a utility that is provided with Windows NT to allow administrators to check on the progress of all the services running on the system.  To start the performance monitor, type PERFMON at the command line.  You will be presented with an empty graph.  Using the Edit, Add menu to select the statistics you would like to view (as in � REF _Ref345769849 \* MERGEFORMAT �Figure 22� below).

This example shows how you would add a monitor on the Total Number of Message Bytes received by the SMTP server.

�

Figure � SEQ Figure \* ARABIC �23� Performance Monitor

After some time you may end up with a display something like the one in � REF _Ref345770054 \* MERGEFORMAT �Figure 23�.  Here the POST server has been run at maximum capacity with some 15,000 messages being posted (out of a total of 50,000 waiting).  This illustrates how the POST server will run under such a large load - you can see how it checks for new messages, sends them and then looks for some more to send.

Each process in interNeTmail has its own "Object" - SMTP, POST and POP.  Each entry is described in more detail in the following sections. LIST is described in the interNeTlist documentation.

 SMTP

The SMTP “Object Type” handles the interNeTmail SMTP Server on your system.  In addition there are some entries for the list server which are included here for completeness.

Name�Description��Messages In/Sec�The number of messages that have completed in the last second.  If a message is delivered to two destinations, this counter will only increase by one.��NTMail/sec

�The number of messages that were sent to an account within NTMail in the last second.  Thus, a message sent to two POP accounts would increase this counter by two.��NTList/sec�The number of messages that were sent to the list server in the last second.��NTDomain/sec�The number of messages that were sent by one of the additional domains supported by this server in the last second��POP/sec�The number of messages delivered to a POP account in the last second��Forward/sec�The number of messages that have been forwarded in the last second.��Robot/sec�The number of messages that have been sent to the executable or robot account in the last second.��Info/sec�The number of messages that have been sent to the Auto Responder or Info account in the last second.��Fax/sec�The number of messages sent though the FAX gateway in the last second.��Messages to Null/sec�The number of messages that were sent to the NULL account in the last second.  These messages may be stored in the BadMes directory.��Messages Inbound/sec�The number of messages delievered to the local domain or any domain controlled by NTMail in the last second.��Messages Outbound/sec�The number of messages that are to be forwarded to another mail server received in the last second.��Message Bytes Received/sec�The number of bytes in messages that have passed though the server in the last second.��Bytes Transmitted/sec�The number of bytes written to TCP/IP in the last second.��Bytes Received/sec�The number of bytes received from TCP/IP in the last second.��List Help Requests/sec�The number of help messages sent by the list server in the last second.��List Post Requests/sec�The number of messages that have been sent to a list controlled by the list server in the last second.��List Post Rejected/sec�The number of messages sent to a list that have been rejected in the last second.  The message may have be rejected because the sender is not allowed to post to the list.��List Post Help/sec�The number of help messages sent in response to an attempt to send a message to a list in the last second.  Help messages are sent because the user has sent a message with "subscribe", "unsubsribe" etc to the list rather than the list manager.��List Post Too Big/sec�The number of messages that exceeded the maximum message size for this list in the last second.  These messages are automatically returned to the sender.��List Post Reposted/sec�The number of messages which have already been to this list in the last second.��List Manager/sec�The number of messages processed by the list manager in the last second.��List Join Requests/sec�The number of join requests that have been processed in the last second.��List Join Rejected/sec�The number of join requests that have been rejected in the last second because the sender is not allowed to join the list.��List Join Failed/sec�The number of joins that have failed in the last second due to the sender already being a member of the list.��List Leave Requests/sec���POST

The POST “Object Type” handles the interNeTmail POST Server on your system.

Name�Description��POST�The interNeTmail POST Server sends mail out to its final destination.��Messages Waiting/sec�Change in the number of messages waiting to be sent (per second).��Messages Transmitted/sec�The number of messages sent in the last second.��Total Messages Transmitted�The total number of messages transmitted.��Messages In Progress/sec�The number of messages which are currently being transmitted.��Messages Failed/sec�The number of messages that have failed in the last second.��Total Messages Failed�The total number of messages that failed to be posted and have been returned to their sender.��Messages Returned/sec�Number of messages returned in the last second.��Total Messages Returned�The total number of messages returned.��Message Bytes Transmitted/sec�The number of message data bytes transmitted in the last second.��Bytes Transmitted/sec�The total number of bytes transmitted in the last second.��Bytes Received/sec�The total number of bytes received in the last second.��Total Message Bytes Transmitted�The total number of message bytes transmitted.��Total Bytes Transmitted�The total number of bytes transmitted.��Total Bytes Received�The total number of bytes received.��Connections Made/sec�Number of connections made to other services in the last second.  Each connection to a remote SMTP and DNS server are included.��Total Connections Made�The total number of connections made.��DNS Requests/sec�The number of DNS requests made in the last second.��Total DNS Requests�The total number of DNS requests made.��POP

The POP “Object Type” handles the interNeTmail POP Server on your system.

Name�Description��POP�The NTMail POP3 Server (including finger and password servers).��Client Connection/sec�The number of POP3 clients that have connected to the POP server in the last second.��Failed Authorisations/sec�The number of password validations that have failed in the last second.��Mailbox Message Reads/sec�The number of messages read out of mailboxes in the last second.��Mailbox Message Failed Reads/sec�The number of attempts to read a mailbox that have failed in the last second.��Mailbox Busy/sec�The number of times a mailbox has been reported to be busy in the last second.��Mailbox Update/sec�The number of mailboxes updated in the last second.��Mailbox Failed Update/sec�The number of mailbox updates that have failed in the last second.��Finger Requests/sec�The number of requests made to the finger server in the last second.��Finger Failures/sec�The number of finger requests that have failed to find a user.��Logins/sec�The number of attempts to change a password using the password server in the last second.��Failed Logins/sec�The number of attempts to change a password that have failed in the last second.��Passwords Changed/sec�The number of passwords changed in the last second.��Message Bytes Sent/sec�The number of message bytes send to POP3 clients in the last second.��Bytes Transmitted/sec�The total number of bytes that the POP3 server has transmitted in the last second.  (i.e. protocol and message bytes).��Bytes Received/sec�The total number of bytes that the POP3 server has received in the last second.  These will all be commands.��Total Client Connection�The total number of connections made to the POP server.��Total Failed Authorisations�The total number of failed authorisations at the POP server.��Total Mailbox Message Reads�The total number of mailbox messages read��Total Mailbox Message Failed Reads�The total number of failed reads of mailbox messages.��Total Mailbox Busy�The total number of mailbox busy responses.��Total Mailbox Update�The total number of mailbox updates.��Total Mailbox Failed Update�The total number of failed updates for mailboxes.��Total Finger Requests�The total number of Finger requests made to the POP server.��Total Finger Failures�The total number of failed Finger requests.��Total Logins�The total number of user logins made to the POP server.��Total Failed Logins�The total number of failed login attempts.��Total Passwords Changed�The total password change attempts.��Total Message Bytes Received�The total number of message bytes received��Total Bytes Transmitted�The total number of bytes transmitted.��Total Bytes Received�The total number of bytes received.��Mail Message Statistics

The interNeTmail SMTP server can also log the sizes of every message that passes through the system. This feature is enabled via the interNeTmail CPL� XE “CPL” � (see section � REF _Ref329951144 \n �5.5�) under the Logs Action tab. By checking the Message Sizes field, the interNeTmail SMTP server will log the following details:

Date and time

Senders address

Receivers address

Size of message (Kbytes)

� XE “Logging:File location” �The log files created are saved to the directory � XE “BaseDir” �\Logs.

Stats Log Contents

When enabled, interNeTmail will log the following messages in response to certain events:

Event�Logged Message��Incoming mail�<id> mail <POP-name> <to> <from> “<subject>”��Outgoing mail�<id> mail <ref> <host> “<from>” “<to>” <size> bytes��Auto Responder�<id> robot <from> <to> <lines> “subject”��WWW�<id> www <from> <address>��Outgoing Fax�<id> fax user <from> <telephone> <num pages> ��Outgoing Fax�<id> fax access <from> <telephone> <num pages> <access>��Receipt Stat�<id> receipt <from> <to> “<subject>“��where the fields are described as:

Field�Description��thread id�the number of the thread (as above)��hostname�The IP address or hostname of the machine that sent this message here��from�Where the mail claims it is from��to�Where it is going��size, length�Size in bytes��lines�Number of lines in the message��subject�The subject of the message��telephone�Telephone number the mail was sent to��num pages�How many FAX pages were created��access�The costing-center code for the FAX number��Further details of the log file format can be seen in section � REF _Ref345743524 \n �17.5�

Trouble Shooting (FAQ)

The following section describe some of the most frequent problems encountered by users. If, after reading this section and trying out the suggestions given, you still have the problem please refer to the interNeTmail FAQ� XE “FAQ” � located on the World Wide Web� XE “WWW” � (WWW) Server - see Section � REF _Ref330128778 \n �14.3�.

Tracing a Mail Message� XE "Mail Message:errors" � Error

The first question to resolve is ‘where does email sent to interNeTmail go’? To do this, stop the POST and POP services by typing:

	NET STOP POST

	NET STOP POP

and send mail to the machine running interNeTmail.

If the mail gets rejected:

Check that you have defined the user correctly.

Check that you are really sending mail to the machine running interNeTmail.

Does the rejection message give any clues about the problem?

Does the temporary directory exist and is it valid?

If the mail goes to the In directory:

Which account does it go to? If it’s incorrect is the correct account defined in the Registry?

If the mail goes to root.mbx, use notepad to examine the message and check for a reported error.

If it goes to the Out directory

If local mail went to the Out directory, it suggests that the local domain name has not been set up correctly on the Incoming page of the CPL.

Check that the part after the ‘@’ appears in the Local Domains list on the Domains page of the CPL.

NT User Database Users Cannot Logon� XE "NT User Database:password problems" �� XE "Logon locally privilege" �� XE "Logon failure:NT User Database" �

If some users experience difficulty in retrieving their mail due to denied access, the problem is most likely caused by the users not having Logon privilege or not being on the local machine.

Logon Privilege is the name of the privilege you need to give a user or group of users so that they can use a POP account with their NT Username and Password. To give Logon Privilege to a group you need to use the NT User Manager, select Policy, Rights and a dialogue will appear allowing you to select the privileges you give to certain groups of users. Finally, select Log on locally.

interNeTmail can be configured to ask remote NT systems to validate user names and passwords via the NTDomains registry entry. Refer to section � REF _Ref335483656 \n �8.10�.

Mail is not Sent to Host

If you are experiencing difficulties sending mail messages it is possible to verify its existence by using the MAIL command line utility. Entering a command such as:

MAIL -m<HOSTMANE>

will look up the MX records for specified server. As discussed in Sections � REF _Ref341597269 \n �7.1.9� and � REF _Ref330123474 \n �16.2� the MX records specify the list of remote machines that will accept mail messages for the specified host. The MAIL command lists the servers together with the IP addresses.

If the MAIL command returns an error code, it may be because either a DNS server� XE “DNS server” � has not been set-up or has been incorrectly specified. interNeTmail uses the DNS server specified in the Network Configuration of NT.

Once the list of MX records has been obtained it is possible to Ping each of the servers in turn to see if they are reachable. Using an NT Command Prompt� XE “NT Command Prompt” � enter the command:

PING <IP_ADDRESS>

If Ping returns with Destination host unreachable,  then that server is either down or perhaps is no longer available. If the host was reachable, you need to check whether it is receiving mail.

Is Remote Mail Server Running?

Once a list of reachable host addresses has been obtained using the MAIL -m command, it is possible to verify that the SMTP server on each of the hosts is up and running. This is achieved by using the Telnet� XE “Telnet” � utility to log onto the remote server. By using a specific port ID (in the case of SMTP - port 25) it is possible to examine the state of the mail server. Using an NT Command Prompt� XE “NT Command Prompt” � enter the command:

TELNET

Alternatively, from Program Manager� XE “Program Manager” � or the Start� button select Run and enter Telnet� XE “Telnet” � at the prompt. Once the Telnet window is displayed, select Connect and then Remote System. In the connect dialogue type the name of the host to be checked (i.e. any of the host names returned by MAIL -m). In the Port field, enter the value 25. Finally select the Connect button. If the mail server is up and running a welcome message starting with the string “220” will be displayed. Otherwise a message will be displayed stating the host has not been reached successfully.

interNeTmail will not Recognise NT User Database Users

If problems are encountered with recognising user database accounts, check which licence you have for interNeTmail. This feature is included in the 50+ user version.

What is the maximum message size?

Maximum message size� XE "Message:maximum size" � is set by the available disk space. The maximum size of any message is limited to the disk space available to the TEMP directory or interNeTmail’s home directory (which ever is the smaller). If both directories are located on the same disk, then the limit will be half the available disk space.

Maximum number of accounts� XE "Number of accounts:maximum" �. There is no limit except that set by the interNeTmail’s license agreement.

What is a Circular Definition?

This means that a message has been bouncing between two SMTP servers and has been junked because it has exceeded the allowed limit of 17 bounces.

How does interNeTmail find a DNS Server� XE "NTMail:Finding a DNS Server" �?

interNeTmail searches the following key values to find the dotted-decimal address of a DNS server:

HKEY_LOCAL_MACHINE\Software\InternetShopper\

			Parameters\NameServer

HKEY_LOCAL_MACHINE\System\CurrentControlSet\

			Services\Tcpip\Parameters\NameServer

HKEY_LOCAL_MACHINE\System\CurrentControlSet\

			Services\Tcpip\Parameters\Transient\NameServer

Note that there might be other DNS key values and that any of those in the above list might not have been set on your system.

How Does POST Decide Where to Send Mail?

Post takes the domain from the message ‘To’ field and searches interNeTmail’s list of domain aliases on the Domain Alias page of the CPL. If one is found, POST sends the message to the machine given in the alias.

Next POST starts working through the list of servers defined on the Outgoing page of the CPL. If a ‘*’ is found, POST will resolve the message’s domain name using MX records and attempt to send the mail to that machine. If any other entry is found, POST will attempt to send the message to the given ANAME or CNAME.

While a connection is not made, POST will continue to the next entry in the server list. When the list is exhausted, and the message still cannot be delivered, POST will try again later.

What Happens to Messages Sent to NULL?

With the default settings, messages sent to NULL are lost. Optionally, they may be saved in the BadMes directory - if the directory exists and if the RES_DWORD SaveBadMes is non-existent or does not equal 0. Refer to section � REF _Ref345748015 \n �17� for more information about setting these Registry entries.

Manual Installation of interNeTmail

� XE “Installation:Manual installation” �To perform a manual installation of interNeTmail follow the instructions given below. Note that this will not install the performance monitor utilities unless the popmon.ini, smtpmon.ini, postmon.ini and listmon.ini are in the directory you are installing from.

Create a directory to hold the executables, e.g. C:\NTMAIL

Copy the interNeTmail zip file into this directory

Uncompress the zip file

Type POP -i

Type POST -i

Type SMTP -i

Copy the files NTMAIL.CPL, NTMAIL.HLP, NTLIST.CPL, NTLIST.HLP, MAIL.EXE and MAILLITE.EXE into the Windows NT system32 directory. Check that the four files ending in .DLX appear in your Windows NT system32 directory with the extension .DLL. If not, copy them manually and change the extension to .DLL.

Create icons for these utilities in a Program Manager group as required.

Start the interNeTmail CPL from the Control Panel and enter your key.

Type MAIL -start or use the Services page in the interNeTmail CPL to start the mail services.

Manual Upgrade of interNeTmail

� XE “Installation:Manual installation” �To perform a manual upgrade of interNeTmail follow the instructions given below.  Note that this will not install the performance monitor utilities unless the popmon.ini, smtpmon.ini, postmon.ini and listmon.ini are in the directory you are installing from.

Stop the services running (if already installed). This can be done via the interNeTmail CPL or from the command line. See sections � REF _Ref341597931 \n �7.4� and � REF _Ref341597970 \n �7.1.14�.

Copy the interNeTmail zip file into the interNeTmail directory.

Uncompress the zip file

Type SMTP -i

Copy the files NTMAIL.CPL, NTMAIL.HLP, NTLIST.CPL, NTLIST.HLP, MAIL.EXE and MAILLITE.EXE into the Windows NT system32 directory.

Type MAIL -start

Manual Un-installation of interNeTmail� XE "De-installation" �� XE "Un-installing" �

To perform a manual un-installation of interNeTmail follow the instructions given below.

Stop the services running (if already installed). This can be done via the interNeTmail CPL or from the command line by typing MAIL -stop. See sections � REF _Ref341597931 \n �7.4� and � REF _Ref341597970 \n �7.1.14�

Type SMTP -u

Type POP -u

Type POST -u

Remove the files NTMAIL.CPL, NTMAIL.HLP, MAIL.EXE and MAILLITE.EXE from the Windows NT system32 directory.

Use REGEDT32 to delete the InternetShopper key from the Registry.

Where to Get POP Clients/Other Utilities� XE "POP Clients:locations" �

Several of the POP are available via the Internet - some sites are listed below.

Eudora (POP3 Client):� XE “Eudora” �

ftp.demon.co.uk://pub/ibmpc/winsock/apps/eudora/eudor152.exe



Pegasus (POP3 Client):

risc.ua.edu://pub/network/pegasus/winpm122.zip



PULLMAIL (POP mail extraction utility):� XE “PULLMAIL” �

ftp.net-shopper.co.uk://ntmail/pullmld3.zip



LG-Fax (FAX service for Windows NT):

ftp.net-shopper.co.uk://FAX



GUIAT (GUI shell for the Windows NT ‘at’ command):

ftp.net-shopper.co.uk://utilities/winat.zip



Hypermail (ported for interNeTmail from UNIX see below):

ftp.net-shopper.co.uk/utilities/hyprmail.zip

Hypermail is a utility that has been modified to run as an executable for interNeTmail. It will take each additional mail message and add it to a WWW message archive ordered by date, subject and author.

Reporting Problems to ISL

� XE “NTMail:Problem reporting” �In the event of a serious problem, either with the installation, set-up or use of interNeTmail, please send email to Internet Shopper Ltd at:

ntmail-support@net-shopper.co.uk

Including the following information in your message will allow ISL to process you message more efficiently:

Your name and our reference number (NTnnnn)

Your Internet service provider� XE “service provider” �

A detailed description of the problem

A dump of the current interNeTmail configuration. This can be obtained via the MAIL -y command (see section � REF _Ref334004230 \n �7.1.18�) which will create the file setup.txt.

Any relevant interNeTmail log files

See Section � REF _Ref329358240 \n �14.4� for information on where to report the problem.

Upgrades and Support� XE "Support" �� XE "Upgrades" �

interNeTmail Version Numbering� XE "Version Numbering" �

All interNeTmail products follow the same version numbering convention: x.yy.zz where

x is the major version number, incremented when major features are added.

yy is the minor version number, incremented when individual features are added/changed.

zz is the build number.

The SMTP service will report its version number if the command SMTP -s is entered at the command line. Also the version number is displayed on the Key tab of the interNeTmail CPL.

If you want to install a later version and both version numbers are the same (i.e.. a later build of the same version) it is simply a case of stopping the services, copying the new executables into the appropriate locations and then re-starting the services. If the version numbers are different the same it true, but in addition, one of the services (SMTP, POP or POST) must be run with the ‘-i’ switch to perform any required changes to the registry configuration. Alternatively, the interNeTmail setup program can be used to perform all of the above actions automatically.

Notification of Upgrades

� XE “NTMail:Support” �Internet Shopper runs mail lists� XE “mail lists” � so that you can be notified of new information available on its server. They all operate via an interNeTmail list server at list@net-shopper.co.uk. To subscribe to a mail list, send a mail to the mail server with a body that says <join mail_list_name> and to unsubscribe write to <leave mail_list_name>. You will receive a mail message confirming that you have been added or removed from the appropriate list.

The following mail lists� XE “mail lists” � are maintained: 

NTMAIL-UPDATE. This mail list will keep you informed of the latest updates to the NT mail and list servers. As soon as new facilities or features are available, a message will be written to this list so that everyone is informed. Anyone may be a member of this list. 

NTMAIL-USERS. This mail list is used to notify those people who have bought copies of interNeTmail about stable releases of interNeTmail. Only those people who have bought a copy of interNeTmail may be members of this list and are added automatically.

NTMAIL-DISCUSS. This mail list is used to discuss the addition of new features and other NTMAIL related topics. Anyone may be a member of this list. 

In addition the mail list NTMAIL-UPDATE will have associated files with copies of the latest versions of interNeTmail. To find out what is available, send an email message to list@net-shopper.co.uk with the message body:

get ntmail-update index.txt

The list server also provides a digest feature which can be used to provide a daily summary of list activity rather than the individual mail messages. This can be achieved by sending the command:

digest <list>

to the appropriate list.

World Wide Web� XE "WWW:Internet Shopper" �

Internet Shopper Ltd can be found at: http://www.net-shopper.co.uk. This page contains downloadable versions of interNeTmail, an interNeTmail FAQ page, links to various providers of POP clients and other services.

Also available is an archive of all mail messages that are posted to the NTMAIL-DISCUSS mail list. This is created by the Hypermail utility - see section � REF _Ref334002689 \n �13.14�.

Mail Addresses� XE "Internet Shopper:Contacting" �

Internet Shopper Ltd maintain the following mail addresses at the net-shopper.co.uk address:

SALES. This address should be used for enquiries about sales and requests for keys. The HTML form (apply.htm) automatically sends your request to this address - please help us to help you by using it for trial key requests� XE “Activation Key:Requests” �. 

SUPPORT. If you have any problems configuring interNeTmail - this is the address to use. Refer to section � REF _Ref341597427 \n �13.9� for what information to provide.

SUGGEST. This address should be used if there are more features you would like to see (that are not already listed) and if you find anything in the HTML documentation unclear. You will not always receive a response. 

Or you can send conventional mail to:

Internet Shopper Ltd

PO Box 6064

London

SW12 9XG

Or FAX to:

+44 181 673 2149

Legal� XE "Legal" �

This Program is provided “as is”. Internet Shopper Ltd. (ISL) warrants that the Program will substantially comply with the specifications set out in the documentation. Except as stated herein this Program is provided, without warranty of any kind, express or implied, statutory or otherwise, including but not limited to the implied warranties of merchantability and fitness for a particular purpose. 

The entire risk as to the quality and performance of the Program is with you. Should the Program prove defective, you assume the entire cost of all necessary servicing, repair or correction. ISL does not warrant that the functions contained in the Program will meet your requirements or that the operation of the Program will be uninterrupted or error-free.

ISL´S SOLE LIABILITY TO YOU FOR ANY CLAIM, DEMAND OR CAUSE OR ACTION WHATSOEVER, AND REGARDLESS OF FORM OF ACTION, WHETHER IN CONTRACT OR TORT, INCLUDING NEGLIGENCE, SHALL BE LIMITED, AT ISL´S SOLE OPTION, TO REPLACEMENT OF THE PROGRAM OR REFUND OF THE PURCHASE PRICE. IN NO EVENT SHALL ISL BE LIABLE FOR OR YOU HAVE A REMEDY FOR RECOVERY OF ANY SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, EVEN IF ISL HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, INCLUDING BUT NOT LIMITED TO LOST PROFITS, LOST SAVINGS, LOST REVENUES OR ECONOMIC LOSS OF ANY KIND, OR FOR ANY CLAIM BY ANY THIRD PARTY.



Reference

Mail Primer� XE "Primer:email" �

Mail Clients

Mail clients are programs that allow users to compose, send and receive electronic mail messages over a local or global network. Such mail clients are broadly split into two groups: those that adhere to open freely available standards (such as Post Office Protocol� XE “Post Office Protocol” � 3, POP3) and those that use proprietary systems such as Microsoft Mail/Exchange and ccMail� XE “ccMail” �.

interNeTmail is primarily intended to provide support for POP3 mail clients (such as those listed in Section � REF _Ref334002689 \n �13.14�) although it is possible to interface with other mail products using a gateway.

Mail Servers� XE "SMTP:primer" �

A mail server is a system for providing the medium by which the various mail clients communicate. By far the most popular protocol for achieving this is the Simple Mail Transfer Protocol� XE “Simple Mail Transfer Protocol” � (SMTP).

POP3 and SMTP

As  far as email is concerned, the Internet is a vast collection of interlinked SMTP servers - each one capable of accepting mail for its local users or forwarding messages on to their ultimate destination. Hence a combined POP/SMTP server (such as interNeTmail) must be capable of the following actions:

Serving the local POP clients. Incoming messages for local users must be stored until read, receipt confirmations may be sent back to remote systems, outgoing messages must be sent to remote hosts - perhaps through several remote servers.

Using a DNS server� XE “DNS server” � to resolve outgoing mail addresses. The addresses of outgoing mail messages must be resolved to provide an actual physical address of either destination or an agent that will route the message to the destination.

Act as a routing agent for other SMTP servers. As the server may request others to route messages on its behalf, so it may be asked to route messages itself.

The reason behind this routing and re-routing may not be immediately obvious but is required as mail servers and Internet links are obviously not 100% reliable. If there were not several routes to a single address and the direct connection were damaged, a large numbers of email users could be cut off. Also, the various servers used en-route can each repeatedly try to deliver your message to the next ‘stepping stone’.

Yet, for all this complexity, the POP client has a very simple interface to the Internet - only needing to know the address of the POP and SMTP servers to which it connects.
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Figure � SEQ Figure \* ARABIC �24� Internet Mail Schematic

In the following diagram an Internet mail schematic is shown. It shows how POP/SMTP servers are linked via the Internet. The area enclosed by the dotted ellipse shows the services provided by interNeTmail.

DNS Primer� XE "MX Records:primer" �� XE "DNS:Pprimer" �� XE “Primer:DNS" �

� XE “Domain Name:Description” �Domain Name Server (DNS) is the name given to a program that converts the ASCII� XE “ASCII” � address (e.g. net-shopper.co.uk) into its dotted-decimal equivalent (e.g. 194.70.57.66). The DNS Database holds different mappings from address to dotted-decimal - the most common is CNAME� XE “CNAME” � and is the one that most people think of as DNS. CNAME addresses are the ones you use for WWW and ftp. In general you will find one dotted-decimal address for a given host name. For example, the CNAME record for www.net-shopper.co.uk is:

194.70.57.66		www.net-shopper.co.uk

Another type of mapping is Mail eXchange (MX) which is totally devoted to mail. An MX record for a particular address will have several dotted-decimal address and priority. For example, to send email to Internet Shopper Ltd, you need to use the address net-shopper.co.uk. This has the following MX records:

194.70.57.66		mailgate.net-shopper.co.uk 20

158.152.1.72		post.demon.co.uk 40

158.152.1.73		punt.demon.co.uk 40

158.152.1.65		gate.demon.co.uk 50

146.169.43.5		frigate.doc.ic.ac.uk 80

This tells mail software where to send the mail - and where to send it if any machine is not available. So if the mail server is being rebooted at net-shopper, a mail server will send mail to post.demon.co.uk or punt.demon.co.uk (since these are the next entries in the MX record).

Many destinations do not have any MX records - in this case, mail software will attempt to use the CNAME� XE “CNAME” � instead. If none of these machines (or set of machines) are available the mail should be held until it is possible to send it on. If the name can not be resolved, it is returned to the sender.

The following points should be noted:

It is wise to ask your provider to act as a secondary mail server for you in case your machine becomes unavailable - for example, the disks could become full, the link could break etc. 

The MX records and CNAME� XE “CNAME” � record for the same address could be different (thus mail is sent to one machine and everything else to a second machine). 

If MX records exist, they MUST be correct - otherwise mail will not be delivered to your domain.

With NT Mail you can use the MAIL program to display your CNAME� XE “CNAME” � and MX records. Entering <MAIL -mhostname> will display the MX records for the given name (if it exists) and <MAIL -chostname> will display the CNAME records for the given host. If you have not defined your DNS server� XE “DNS server” �, both interNeTmail and the MAIL utility will fail to resolve the address. The MAIL utility uses exactly the same code to resolve MX and CNAME addresses as in interNeTmail itself.

Multiple SMTP Hosts� XE "Multiple SMTP Hosts" �� XE "Primer:Multiple Mail Machines" �

Where you have several mail servers networked together, interNeTmail can be set up to act as a distributor for all SMTP mail.

Imagine a company with three departments, (e.g. accounts, sales and research), each with its own mail server. Although each department wants their own mail server, all users in the company must have an address of the form user@company.com.
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Figure � SEQ Figure \* ARABIC �25� Multiple SMTP Hosts

The three departmental servers may be connected to a main server which, in turn, is connected to the Internet.  The servers are illustrated below in � REF _Ref343419753 \* MERGEFORMAT �Figure 25�, along with their associated domain names:

This system can be configured in several ways but it would be advantageous to have all the user information on the main server. Then there is only one user database to maintain on main server. The accounts, sales and research servers are simply set up to forward all mail to the main server by entering main.company.com in the Unknown user box on Configuration page of the CPL (see � REF _Ref343921272 \* MERGEFORMAT �Figure 13�). The main server has a list of forward accounts so that it knows which server to forward the mail messages on to.

For example, if a user called Joe in accounts sends mail to Harry in sales, the accounts server has no user records and so forwards it to the main server. The main server accepts the mail and finds that Harry has a forward account to harry@sales.company.com and so sends it to him there.

Some users may give their extended email address (e.g. harry@sales.company.com) which could be incorrect for three reasons:

There is no MX record for sales.company.com.

The company does not want external organisations to know their internal machine names.

There is a firewall in place which only allows incoming SMTP connections to the mail machine (i.e. the main server).

To resolve these problems MX records should be set for accounts.company.com, sales.company.com and research.company.com as mail.company.com. If this is done, any incoming mail for harry@sales.company.com will be delivered to mail.company.com.

The main server will now forward it to harry@sales.company.com. However, there is a problem since the MX record now points back to the machine it just came from. To overcome this, the domain alias (section � REF _Ref345489790 \n �5.8�) should be used. Each domain alias is set as an alias of itself. When interNeTmail comes to forward the mail, it will check the alias and find one for sales.company.com. It will look up the ANAME for sales.company.com forward the mail to the correct machine (i.e. the domain alias has stopped the MX record from being used).

It is possible to set up a system where the research department is actually at another site and IP address on the Internet. In this case the forward account would send the mail back out of the company, onto the Internet and to its final destination. To do this, the research mail server must be set up to accept mail for company.com even though the IP address (and/or real domain name) is not in the same domain as company.com. In the domain aliases, the real domain name would be entered (e.g. research_co.com) - this being the domain to which mail will actually be forwarded.

When users in the research department send mail, it will be sent out directly or, if it is internal mail, to mail.company.com. Here it will be forwarded to sales or accounts, as before. All mail for the research department would be delivered via the main mail server, mail.company.com.

Using interNeTmail on a Bastion Host� XE "Bastion Host" \t "See Firewalls" �� XE "Firewalls" �� XE "Primer:Firewalls and SMTP" �
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Figure � SEQ Figure \* ARABIC �26� Firewall installation

Installing interNeTmail on a Bastion Host is very simple. A typical set up is shown below in � REF _Ref343673497 \* MERGEFORMAT �Figure 26�.

In this example, the router has been configured only to allow SMTP connection from the Bastion host to the Internal mail server, and vice versa. No other SMTP connections are allowed.

Give interNeTmail your domain name (e.g. company.com) and set it to send all mail for unknown users to Internal mail server (read sections � REF _Ref345492741 \n �5.2� and � REF _Ref345492633 \n �5.4� for details). The Internal mail server should be configured to send all outbound mail to interNeTmail on the Bastion host, which will, in turn, deliver the mail through the Internet.

The advantage of this configuration is that, if the Bastion host is compromised, only mail that is external to the company could be read. And, as this mail was to be broadcast on the Internet in any case, it should be already regarded as potentially insecure. Internal company mail remains safe from access via the Internet behind the firewall.



Using the NT Registry Editor� XE "REGEDT32:primer" �

�

Figure � SEQ Figure \* ARABIC �27� The Windows NT Registry Editor

interNeTmail holds all of its configuration information in the registry. Although the interNeTmail CPL will allow configuration of the common aspects of interNeTmail, much of the advanced configuration must be performed by editing the registry directly. This is done using REGEDT32.EXE - the Windows NT Registry Editor.

Once you have started REGEDT32 you will be presented with a display with four windows labelled:

HKEY_LOCAL_MACHINE

HKEY_USERS

HKEY_CLASSES_ROOT

HKEY_CURRENT_USER

Select HKEY_LOCAL_MACHINE and you will see one entry labelled “Software”. Double click and the option will be opened up just like File Manager.

Select InternetShopper and then Mail. You will see keys relating to each of the main configuration groups: DomainAliases, Parameters, Private, UserAliases and Users. Clicking on one of these keys will cause the display to expand the key and list the values contained within. In order to see the data associated with each value you will need to select the menu option View (ALT V) and then Tree and Data.

To add a new value select the menu option Edit (ALT E) and then Add Value and a dialogue will be displayed. Enter the value name and make sure that the data type is REG_SZ (for character string values) or REG_DWORD (for integer values). Press OK and you will be asked for the contents of the value. The new value is then displayed on the right portion of the REGEDT32 window.

To change a value, simply double click on the value name on the right hand side and a dialogue will be displayed asking you to edit the value. When you press RETURN your new entry will replace the old one in the Registry.

interNeTmail Registry Entries

This table lists the entries in the NT Registry� XE “NT Registry” � that are created by the interNeTmail services. The entries are located in the HKEY_LOCAL_MACHINE group under the heading Software.

InternetShopper\Mail\Parameters

Summary

Name�Type�Required�Default�Range�Description��AllowFingerServer�DWORD�NO�TRUE�0-1§�Bool��AllowPasswordServer�DWORD�NO�TRUE�0-1§�Bool��AllowRetrunReceipt�DWORD�NO�TRUE�0-1§�Bool��BaseDir� XE “BaseDir” ��SZ�YES�Install Dir��All other directories referenced to this one.��FAXCompanyName�SZ�NO�(name not entered)�60 chars�Only used by FAX server��FAXFont�SZ�NO�Lucinda Console��Sets font for email to FAX conversion��FAXPageLength�SZ�NO�2340��Sets the FAX page length in pixels (A4 = 2340)��FAXPageWidth�SZ�NO�1728��Sets the FAX page width in pixels (A4 = 1728)��FAXPriority�DWORD�NO�0�0-3�Priority of FAX conversion.��Key� XE “Activation Key:Registry entry” ��SZ�YES�����LocalDomainNames�SZ�YES���SPACE : or ; separated��LogAutoDelete           

�DWORD�NO�1,048,576 bytes��If the disk space falls below this number of bytes at midnight all the log messages.��LogDir� XE "LogDir" ��SZ�NO�\BaseDir�\LOG��User defined log directory��LogSmtp� XE “Logging:Registry options” ��DWORD�NO�2��Binary*��LogPost�DWORD�NO�2��Binary*��LogPop�DWORD�NO�2��Binary*��LogAllMessages�DWORD�NO�0�0-1���MaxBadMesDirSize�DWORD�NO�5,342,880 bytes��No limit, 0 = no warning.��MaxLogDirSize�DWORD�NO�10,485760 bytes��No limit, 0 = no watning��MaxMailboxSize�DWORD�NO�0��No limit��MaxMessageSize�DWORD�NO�0�0 - N�No limit��NameServer�SZ�NO���A list of space separated dotted-decimal addresses of DNS servers ��NTDomains�SZ�NO�None��Space separated list of NT machines for password verification��PostMaster�SZ�NO�None��- is none, truncated to 64 characters.��PostMasterPassword�SZ�NO�“mail”��If defined is used by the CPL� XE “CPL” � to control access.��PostServers�SZ�NO�*��First parameter in current PostData, SPACE : ; separated.��PostRetryTime�DWORD�NO�12�0 - 10080�0 Never, otherwise 1 sec to 7 days��PostWarningTime�DWORD�NO�24��Hours��PostReturnTime�DWORD�NO�72�1 - 744�Hours��RedirectFile�SZ�NO�None��Name of message redirect file��SaveBadMes�DWORD�NO�1��If 1 save messages to NULL@ or from NULL��SmtpKickPost�DWORD�NO�TRUE�0-1§�Bool��SmtpResolveHostname�DWORD�NO�TRUE�0-1§�Bool��StatPassword�SZ�NO�TRUE�0-1§�Password + for any.  May be encrypted.��TimeSmtpReceive�DWORD�NO�1200�30 - 3600�Seconds��TimePostSend�DWORD�NO�1200�30 - 3600�Seconds��TimeZoneName�SZ�NO�“GMT”��letters+numbers&letters, e.g. MT+0000BST��ThreadsSMTP�DWORD�NO�20�5 - 200���ThreadsPOP�DWORD�NO�20�5 - 200���ThreadsPOST�DWORD�NO�20�5 - 200���UnkownUserAction�SZ�NO�Uroot��Has three values, U,  R or N.��UseNTDatabase�DWORD�NO�FALSE�0-1§�Bool��UserDLLLocation�SZ�NO�None��Name of security DLL��XInfoMessage�SZ�NO�root��email address of postmaster, need not be this machine.��

*where 1:start/stop,  2:All failures,  4:Start all send/receive ops,  16:Messages,  256:Protocol

§where 0:false,  1:true

Detailed

AllowPasswordServer� XE “Parameters:AllowPasswordServer” � REG_DWORD

If this REG_DWORD entry is present and equal to 1, the POP service will run a password server that will allow Eudora users to log in and change their password. If a user changes his password, the encrypted version will be written back into the registry. Remember it is not possible for a Eudora user to change the NT Database password, it can only change the one  in the registry. The default is to allow users to change their password. 

AllowReturnReceipt� XE “Parameters:AllowReturnReceipt” � REG_DWORD

If set to 1, this parameter allows the SMTP server to send acknowledgement of the receipt of mail messages. The default is to send receipts. 

AllowFingerServer� XE “Parameters:AllowFingerServer” � REG_DWORD

If this REG_DWORD entry is present and equal to 1, the POP service will run a finger server that will allow Eudora users, or other people, to finger interNeTmail to find out how much mail is waiting for a particular user. 

BaseDir� XE “Parameters:BaseDir” �� XE “BaseDir:Registry Entry” �  REG_SZ

This is the base directory for interNeTmail. interNeTmail will create several directories off this one; for example “List”, “In”, “Out” etc. Beware of changing this value when the services are running.

FAXCompanyName� XE “Parameters:FAXCompanyName” � REG_SZ

This defines the name of the company sending the FAX message.

FAXFont� XE "Parameters:FAXFont" � REG_SZ

Sets the font to be used when converting email to FAX messages.

FAXPriority� XE “Parameters:FAXPriority” � REG_SZ

This defines the priority of the FAX conversion from 0 (lowest) to 3 (highest). 3 will stop the machine for about 2 seconds per FAX page, while the conversion is done.  0 will do the conversion as a “background” process when there in nothing else waiting. The value 0 is recommended and is the default.

FAXPageLength REG_SZ

Sets the FAX page length, measured in pixels (A4 = 2340)� XE “FAX:Registry entry” �

FAXPageWidth REG_SZ

Sets the FAX page width, measured in pixels (A4 = 1728)� XE “FAX:Registry entry” �

Key� XE “Parameters:Key” � REG_SZ

� XE “Activation Key:Registry entry” �This is a twelve character string which allows the software to work. You are advised not to change it directly but to use the “-k” option on any of the services. This way the key will be checked before the registry is changed. If you suspect a problem with the key, type “SMTP -S” and SMTP will tell you the current status of the key you have installed. 

LocalDomainNames� XE “Parameters:LocalDomainNames” � REG_SZ

� XE “Domain Name:Registry entry” �This parameter defines the default domain and the domains to accept mail for. The first entry is taken to the be the default domain name and will be added to any email address where no domain name has been specified. This could be a machine or domain name. For example Demon users in the UK have a name of “xxx.demon.co.uk” so their domain is “demon.co.uk”. However they need to set this value to “xxx.demon.co.uk” otherwise the SMTP service will assume any mail to any other “demon.co.uk” was (in fact) local to this machine (it would probably go straight to the root account). Up to 200 domains may be specified by separating each domain name by colons, spaces or semi-colons. For example “net-shopper.co.uk elephant.co.uk” would accept mail for the two different domains. 

LogAutoDelete� XE "Log Files:delete" �� XE "LogAutoDelete" � REG_DWORD

 If the disk space falls below this number of bytes at midnight, interNeTmail will delete all the log messages and send a message to root informing them that this has been done. It has a default value of 1048576 bytes but, if LogAutoDelete = 0, this function is disabled.

LogDir� XE "Log Files:location" �� XE "Parameters:LogDir" �REG_SZ

This entry allows users to define a directory to store the log files created by LogSMTP, LogPop and LogPost. Note that if this parameter is not defined or the directory does not exist, log files will be written to BaseDir\LOG.

LogSMTP� XE “Parameters:LogSMTP” � REG_DWORD

Defines what logging the SMTP service should carry out. All SMTP log files have the format SMxxyyzz.LOG where xxyyzz is set to the current date. To get your desired logging you will need to add the following values together: 

1 - Start and stop entries. 

2 - All failures. 

4 - Start of each individual send or receive operation. 

16 - Details of message sizes handled by SMTP. 

256 - Protocol logs. 

512 - redirection

LogPOP� XE “Parameters:LogPOP” � REG_DWORD

Defines what logging the POP service should carry out. All POP log files have the format POxxyyzz.LOG where xxyyzz is set to the current date. To get your desired logging you will need to add the following values together: 

1 - Start and stop entries. 

2 - All failures.

4 - Start of each individual send or receive operation. 

16 - Details of message sizes handled by POP.

256 - Protocol logs. 

LogPOST� XE “Parameters:LogPOST” � REG_DWORD

Defines what logging the POST service should carry out. All POST log files have the format POxxyyzz.LOG where xxyyzz is set to the current date. To get your desired logging you will need to add the following values together: 

1 - Start and stop entries. 

2 - All failures. 

4 - Start of each individual send or receive operation. 

16 - Details of message sizes handled by POST.

256 - Protocol logs.

512 - DNS logs

If present and set to 1 (and the directory \MESLOG exists), interNeTmail will log every message that passes through in a log file. One log file will be created for each day containing a copy of the full day’s messages that have passed through the server. They have filenames of the type MMyymmdd.LOG.

MaxBadMesDirSize �  XE: “Parameters:MaxBadMesDirSize”� REG_DWORD

If the total number of bytes of all the files in the BadMes directory exceeds this value at midnight, the root user will receive an email message telling them that the direcroty is getting full.  By default, if the directory has over 5Mb of files, the root user will get the warning.  Value is defined in bytes. 

MaxLogDirSize �  XE: “Parameters:MaxLogDirSize”� REG_DWORD

If the total number of bytes of all the files in the Log directory exceeds this value at midnight, the root user will receive an email message telling them that the direcroty is getting full.  By default, if the directory has over 10Mb of files, the root user will get the warning.  Value is defined in bytes. 

MaxMailboxSize� XE "Parameters:MaxMailboxSize" � REG_DWORD

Sets the maximum size of a mail box on the system in bytes.  If zero or non-existent there is no limit.

MaxMessageSize� XE “Parameters:MaxMessageSize” � REG_DWORD

If this REG_DWORD entry is present and has a value other than zero, the maximum text of a message will be limited to the given number of bytes. This may be used to prevent people sending excessively large messages around the system. The default is not to limit the size of an email message. 

NameServer REG_SZ

This parameter contains a list of space separated dotted-decimal addresses of DNS servers to use. See section � REF _Ref343072024 \n �13.8� for details of the key values searched by interNeTmail to find this information.

NTDomains� XE “Parameters:NTDomains” � REG_SZ

This parameter provides interNeTmail with a list of NT machines that can be used to verify the passwords provided by users. The order of the list infers the priority in which the different domains are queried. The format is shown in the following example:

domain1 domain2

See section � REF _Ref335483656 \n �8.10� for more details.

PostMaster� XE “Parameters:PostMaster” � REG_SZ

This is the email address of the person who should receive any questions about mail configuration at your site. 

PostMasterPassword� XE “Parameters:PostMasterPassword” � REG_SZ

If present, this must contain a string. When the interNeTmail CPL starts up and finds this entry, it will request the same value from the user. 

POSTServers� XE “Parameters:POSTServers” � REG_SZ

This parameter tells the POST service how to send the mail. If you have an “*” then the Post Service will send the mail to the destination machine (when it becomes available) or return the mail. If a machine name is placed here, then all mail will be forwarded to that machine. Use of this parameter is different depending upon the type of connection to the Internet:

Continuous Connections This entry should be an asterisk. This means that your machine will hold the mail and keep attempting to send it to its destination. If the destination cannot be reached within a specified time, the mail is returned.

Dial-up Connections. It is recommended that an asterisk, colon, and mail-gateway (with 24-hour connection) is used. This will mean that when the connection to the Internet is made, most (if not all) mail will be sent directly to the relevant destination. If the destination is unreachable, the mail will be sent to the mail-gateway which will hold the mail until the destination becomes available. This set-up will guarantee that all mail is sent as soon as possible. Do not use your own machine as a mail-gateway!

POSTRetryTime� XE “Parameters:POSTRetryTime” � REG_DWORD

This is how often to check for undelivered mail in the mail directory, specified in minutes. If set to zero, then POST never checks to see if there is mail waiting to be sent and you must either use SMTP to tell POST about new mail or use “MAIL -k”. The default is to check every 12 minutes. This value cannot be changed from “none” to a definite time (or visa versa) by the “MAIL -u” command. To effect this change, you MUST stop and restart the server. 

POSTReturnTime� XE “Parameters:POSTReturnTime” � REG_DWORD

This is the time after which mail will be returned to a user if it cannot be send onwards. The default is 72 hours. 

RedirectFile� XE “Parameters:RedirectFile” � REG_SZ

This the name of a file in the BaseDir. This file should contain a list of message re-direction commands that specify whether messages coming from or going to certain addresses should be redirected to another interNeTmail account. See section � REF _Ref335486248 \n �8.5�.

SaveBadMes� XE "NULL Account" �� XE "Bad Messages" � REG_DWORD

If TRUE (1) interNeTmail will save messages to NULL@ or from NULL, sent to the list server, in the directory \BadMes if it exists, along with a text file describing the problem.

SMTPKickPost� XE “Parameters:SMTPKickPost” � REG_DWORD

A flag to tell SMTP to signal POST when outbound mail is available. A value of 0 indicates that POST should not be kicked when new outbound mail arrives. 

SMTPResolveHostname� XE “Parameters:SMTPResolveHostname” � REG_DWORD

If this REG_DWORD entry is present and set to 0, the SMTP server will not attempt to resolve the name of any client sending mail. This is especially useful when interNeTmail is used in a network where there is no DNS server until a dial-up connection is made to the Internet. The default action is to attempt to resolve the name of the host sending the mail message. 

StatPassword� XE “Parameters:StatPassword” � REG_SZ

A string to tell SMTP whether to accept the STAT command. If “+” the server will display a set of statistics when the command “MAIL -q” is used, if set to “-” SMTP will reject the command. If any other value is used, it is deemed to be a password that must be specified to display the statistics. This way you may check the statistics but not allow anyone else access. The default is to allow the SMTP/POST statistics to be displayed.

ThreadsSMTP� XE “Parameters:ThreadsSMTP” � REG_DWORD

This entry defines the number of threads that are allowed for the SMTP server. The default is 20. See section � REF _Ref335486370 \n �11� for information on choosing an appropriate value.

ThreadsPOP� XE “Parameters:ThreadsPOP” � REG_DWORD

This entry defines the number of threads that are allowed for the SMTP server. The default is 20. The number of threads can be surprisingly low unless there are lots of users on slow (e.g. dial up) connections. See section � REF _Ref335486370 \n �11� for information on choosing an appropriate value.

ThreadsPOST� XE “Parameters:ThreadsPOST” � REG_DWORD

This entry defines the number of threads that are allowed for the SMTP server. The default is 20.  See section � REF _Ref341598320 \n �5.2� for information on choosing an appropriate value.

TimeSMTPReceive� XE “Parameters:TimeSMTPReceive” � REG_DWORD

How long the SMTP server should wait until assuming that any server connecting to it has gone. The RFC specifies a time of about 20 minutes and this is the default for SMTP. 

TimePOSTSend� XE “Parameters:TimePOSTSend” � REG_DWORD

How long the POST server should wait for a SMTP server to respond. The default is to wait 20 minutes. 

TimeZoneName� XE “Parameters:TimeZoneName” � REG_SZ

This defines the time zone message that is written in time stamps. If not defined, GMT will be used. There may be any number of letters.  There should always be a plus or minus followed by 4 digits and daylight saving string.

For example, GMT+0000BST would cause “GMT” to be used during the winter months and “BST” for day-light savings time. Note that the change over time is as defined by the Windows NT operating system. 

UnknownUserAction� XE “Parameters:UnknownUserAction” � REG_SZ

This parameter defines what the SMTP service should do with mail if there is no local mail drop defined for the destination name of the mail. There are three options:- send to a default user, send to another mail server or return the mail. 

Uuser. All mail will simply be dropped into the POP account of the specified user. 

Rmachine_name. All the mail will be sent to the machine specified. 

N. No action - rather, reject the mail.

UserDLLLocation REG_SZ

� XE “Parameters:UserDLLLocation” �This defines the location and name of a security DLL (as defined in section � REF _Ref335486511 \n �8.11�). interNeTmail will use the specified DLL to validate unknown users. interNeTmail will search (in the order given) the following directories for the security DLL

BASEDIR\<UserDLLLocation>

%WINNT%\SYSTEM32\<UserDLLLocation>

<UserDLLLocation>

UseNTDatabase� XE “Parameters:UseNTDatabase” � REG_DWORD

If present and set to one; SMTP and POP will use the NT User Database for user names and validation. This is ignored if this is not an Unlimited User version of interNeTmail. 

XInfoMessage� XE “Parameters:XInfoMessage” � REG_SZ

This message will be added to all mail that passes through the SMTP service. If mail passes through more than once, the message will be only added once. If this entry is missing, no extra message will be added.

InternetShopper\Mail\Users

Summary

Under this key you will find all the Users of interNeTmail. Each user has their own entry. The name of the entry is ignored. However, it is recommended that the name of the entry be the User name or the first alias. This allows the REGEDT32 program to display all the entries in alphabetical order. 

Each interNeTmail user will have an entry under the MailUsers key. Each user will have one of the values defined in the table below. Note that the name assigned to the value is irrelevant but it is recommended that the user name is the first alias listed.

Each entry follows the format:

Ccomma-separated-alias-list comma-separated-parameter-list

Where ‘C’ is an action from the list in the table below.

The alias list may contain a maximum of 20 aliases. If a name is repeated the mail action is repeated i.e.. you can start an executable� XE “Executable:Registry entry” � and receive mail in a POP account - this might allow you to be paged when mail is sent to an urgent action POP account. For example:

Proot root,root,root

Rroot c:\winnt\system32\ringphon.exe

would cause mail to be sent to the root account and the executable ringphon.exe to be executed (perhaps to alert the root user that mail is available). 

Actions are as set out below:

Action�Parameters�Description��A�Telephone number�FAX account��E��Empty or unused��F�Comma separated list of full email addresses�� XE “Forwarding address:Registry entry” �Forward mail to another address��H�Message filename�Mailbox file�Name�Password�Reply with holiday� XE “holiday” � message & save message in user’s POP account. The holiday file is assumed to be located in BaseDir� XE “BaseDir” �\Mes��I

�Filename�Send information file to sender i.e. Auto Responder (or Infobot). The file is assumed to be located in BaseDir� XE “BaseDir” �\Mes��L��List definition - see interNeT list documentation��M�Full email address

�Refuse mail and return new address - i.e. user has moved.

��P�Mailbox file�Name�Password�Place mail into POP account. If password empty - use NT Database for validation. If password starts with ‘-’, encrypt when POP service is started. If it starts with ‘*’, it is already encrypted.��R�Executable name & parameters�Run the specified program on incoming message��T�Template file�Parse message through template file.��W�Account�Parse message from WWW client and forward to given account��Y�Help file name�Mail manager account.��X��List manager - see interNeT list documentation��

To describe each part in turn:

Alias list. � XE “User:Alias list” �This is a list of aliases who can receive mail for this particular action. Thus you would normally have the users name here so that his mail will go into his mailbox. 

Parameters. � XE “User:Parameters” �These are the parameters for the action that has been defined:

A - Send to a FAX machine� XE “FAX:Specifying the FAX number” �

The FAX can be used in two different ways, as discussed in section � REF _Ref345751482 \n �9�. These are defined by the first letter of the parameter:

T defines a telephone number

F defines an access file and template file

F - Forward

The mail is redirected to the full email address specified in the parameter. Up to 20 comma separated addresses may be included. If no domain is specified the mail is forwarded to the default domain (i.e. is assumed local) but this use is not recommended - better to use aliases! For example:

Fmark mark@another.company.com

H - Holiday

The parameter section has an additional parameter prefixed compared to the usual Pop Account definition. This is the name of a file that should be sent to the originator of the mail message. The original mail message is delivered to the POP Account in the usual way. The contents of the file are discussed in Section � REF _Ref331338761 \n �8.3�. For example:

Hmark mark.txt,mark,mark,password

I - Info

Send a given file to the originator of the mail message. Ignores the mail message that was sent. The contents of the file are discussed in Section � REF _Ref331338792 \n �8.3�. For example:

Iinfo info.txt

M - Moved

This will prevent mail being accepted for the specified alias and tell the machine that is attempting to mail where the user has gone. SMTP will simply send the parameter you specify back to the other machine. For example:

Mmark

P - POP Account

The mail is written to the user’s POP account. The parameter has three values, the name of the mailbox file, the user’s login name and password. The user’s name is not case sensitive. If the password is not specified, the POP service will attempt to check the user’s NT Database Password.

If the password starts with “-” the POP service will assume that there is a plain-text password that must be encrypted. It will encrypt the password and write it back into the registry with a preceding asterisk. From this point on, the encrypted password in the registry will be used. If you change the encrypted text, the user will fail the password check and you will have to enter a new password with a preceding “-”. For example the password “-brian” is encrypted to a string like “*JFHISHkdhf” and only the password “brian” will match this encrypted password in future.

R - Run executable

� XE “Executable:Registry entry” �The parameter for the run executable command is the full filename of the executable to start. Any flags or options that are after the executable name will be passed to the executable as the usual argc, argv values. For example:

Rdump c:\bin\dump.exe



T - Template File

� XE “Template file:Registry entry” �Allows a message to be parsed through a template file and sent on to another account. For example, a message from a WWW account could be formatted before sending it to a user account:

Tprocess process.txt,sales



See section � REF _Ref341598838 \n �8.9.2� for further information.

X - List Manager

Refer to interNeT list documentation.

Y - Update Holiday or Plan Messages

Defines a mail manager, The parameter gives the name help text file.

W - Parse WWW Message

interNeTmail will parse the given message and forward it to the named account. See section � REF _Ref341252114 \n �8.9.1� for more information. For example:

Wwww-sales sales

InternetShopper\DomainAliases

Under the DomainAliases subkey, there will be a set of entries - one for each mail user alias. Each alias entry will contain the � XE “Domain Name:Registry entry” �domain name and a CNAME� XE “CNAME” � so that mail to specific domains can be sent to certain other smart gateways. See section � REF _Ref335485902 \n �5.8� for further details.

InternetShopper\Mail\Private

Summary

The following entries are for information only. DO NOT EDIT THEM - interNeTmail may stop working if these values are altered.

Name�Description��FaxNumber�Number of the next FAX message��MailNumber�Number of the next mail message��POSTMaxWaiting�Maximum number of messages that POST will internally queue��POSTMinWaiting�Minimum number of messages that POST will internal queue before it starts scanning the directory for extra messages.��SaveBadMes�Number of  next bad messages to be stored in BadMes directory��Version�Current version of interNeTmail��Detailed

FaxNumber REG_DWORD

This is the number of the last FAX message sent out bound by SMTP. It will increment as the mail is sent and will tell you exactly how many FAX messages have been sent by interNeTmail. 

MailNumber REG_DWORD

This is the number of the last message sent out bound by SMTP. It will increment as the mail is sent and will tell you exactly how many messages have been sent by interNeTmail. 

POSTMaxWaiting  REG_DWORD default = 5000

This parameter allows tuning of the performance of the POST service. It sets the maximum number of messages that POST will internally queue for sending.

If there are more messages waiting for delivery, they will be queued later. POST will next scan the Out directory when the number of messages to send is less than POSTMinWaiting (see next entry).

POSTMinWaiting REG_DWORD default = 2000

This parameter allows tuning of the performance of the POST service. When the number of messages in the POST internal queue is less than this value, it will start scanning the directory for any extra messages to place in the queue

Version REG_SZ

Two digits for the version number. The version number is used by the configuration software when updating the registry from old version of the software.

InternetShopper\Mail\Counters

Any counters defined in Auto Responders are kept here. The name of the counter is the name that has been used in the Auto Responder file.

Installed Directory Structure� XE "BaseDir:Subdirectories" �

The interNeTmail installation program will create the following directory structure beneath the location specified by the installer.

Directory�Description��BaseDir\BadMes�Bad messages directory��BaseDir\In�Local POP accounts (*.mbx & *.idx)��BaseDir\Out�Outbound mail waiting to be sent (*.mbx & *.wrk)��BaseDir\Log�All mail logs (debug etc.)��BaseDir\MesLog�Message log (files of type MMyymmdd.LOG)��BaseDir\List�All the list server files.��BaseDir\Mes�Files for Holiday and Auto Responder��BaseDir\Plans�Contains user’s plans (see section � REF _Ref341598971 \n �8.12�)��BaseDir\Backup�Contains pervious version if an update has been carried out.��

BadMes Directory

If this directory exists and the Registry entry ‘SaveBadMes’ does not exist or is non zero, it will contain the messages that have been sent to NULL. Each message will be accompanied by a .TXT containing the reason why the message was ignored.� XE "Directory:BadMes" �

In Directory

This directory holds all incoming email until users collect it. The are two files for each mailbox� XE "Directory:In" �. The .MBX which contains the message and the .IDX which contains an index reference to the contents of the mailbox.

Out Directory

Each outgoing message produces two files - a .WRK file and one of either .MBX, LBX or .SBX� XE "Directory:Out" �. All the .?BX contain the message text and the first letter describes the message priority. M for normal mail while L and S are denote low priority mail generated by the list server.

Log Directory

This directory contains three types of log file - one for each of the interNeTmail services.. Each file starts with two letters that define which type of log file it is. SM for SMTP, PT for POST and PO for POP. The next six digits of the filename contain the date of the log file, with a yymmdd format, (the log files roll over at midnight ).

Each line of the log file has the following parameters:

Date & time

Type of entry. A letter S denotes statistics and a letter F denotes a failure

4 digit code locates where the message was reported from

Thread id (usually present) is the number of the thread that made the log entry

The remainder of the line describes the entry in more detail.� XE "Directory:Log" �

An example log file is shown below:

SMTP 31 Aug 95 13:12:22 S 3051 739 mail brian “clint@bisk.com” “ntmail-support@net-			shopper.co.uk” 1554 bytes

SMTP 31 Aug 95 13:31:14 S 3051 741 mail brian “dpham@b-r.com” “brian@net-					shopper.co.uk” 2356 bytes

SMTP 31 Aug 95 13:45:15 S 3051 743 mail sales “CRAIG@cvumail.cvu.cssd.k12.vt.us” 				“ntmail-sales@net-shopper.co.uk” 2136 bytes

SMTP 31 Aug 95 13:45:23 S 3051 744 mail brian “WebServer-NT-

ERROR@DELTA.PROCESS.COM” “brian@net-shopper.co.uk” 1154 bytes

SMTP 31 Aug 95 13:49:51 S 3051 746 mail aa065090 “NTMail@net-shopper.co.uk”

“aecc![206.2.235.4]!gborgeson@uunet.uu.net” 282 bytes

SMTP 31 Aug 95 13:49:51 S 3062 746 receipt brian@net-shopper.co.uk

aecc![206.2.235.4]!gborgeson@uunet.uu.net “Ack: “LG-FAX””



LogMes Directory

If this directory exists, and LogAllMessages is defined and non zero, all the messages accepted by the SMTP service will be recorded in a file in this directory. Each message will be appended to the current message log file, whose filename consists of the letters MM and followed by the current date in a yymmdd format. At midnight a new log file is started.� XE "Directory:LogMes" �

List Directory

Used by the list processor. See the interNeT list documentation for details.� XE "Directory:List" �

Mes Directory

This is the default directory for all the Auto Responder, Holiday, etc. files.� XE "Directory:Mes" �

Plans Directory

Contains the Plan files for all the POP users. If a there is no plan for a particular user then the default, DEFAULT.PLN will be used when requested.� XE "Directory:Plans" �

Backup Directory

This directory only exists if you have used the SETUP program to carry out an upgrade.  It will contain details of the last installation.

Compliance

� XE “Compliance” �This section lists the Request for Comments (RFC� XE “RFC” �)  open protocols that interNeTmail is based upon. These are published by the Internet Engineering Task Force (IETF) and are freely available on the Internet. Some of these documents are available on the Internet Shopper WWW page.



Code�Standard��RFC 821�Simple Mail Transfer Protocol, J. Postel, 1982��RFC 822�Standard for the Format of ARPA Internet Text Messages, D. Crocker, 1982��RFC 974�Mail Routing and the Domain Name� XE “Domain Name” � System, C. Partridge, 1986��RFC 1035�Domain Names� XE “Domain Name” � Implementation and Specification, P. Mockupetris, 1981��RFC 1123�Requirements for Internet Hosts - Application and Support, R. Barden, 1989��RFC 1521�Multipurpose Internet Mail Extensions, N. Freed, 1993��RFC 1725�Post Office Protocol Version 3, M. Rose, 1994��� XE “POP” \t “See Post Office Protocol” �

� XE “SMTP” \t “See Simple Mail Transfer Protocol” �
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� Demonstration keys only - full version keys never expire.

� Configured to use a template file in the NTMail CPL.

� If the Windows 95 ( shell is being used.
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