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1 Intr oduction

Clam Antivirus wasborn in April ’2002. It usesdatabasefrom OpenAntivirus,
which is anotherfreeantivirus project. ClamAntivirus waswritten from scratch
in a periodof onemonth(first public availableversion). I hope,it will be still
developed.1 OpenAntivirus is a goodproject,but it supportsonly Javaandlacks
commandline scanner. That’swhy CA in thefirst stageis scanner-minded.

1.1 Features
� GNU GPL

� POSIXcompliant,portable

� Secure

� Fairly fast

� Multithreaded

� Simpleto install anduse

� Detectsover1700viruses,evensomepopularLinux worms

� Supportedby AMaViS - ”Next Generation”

� SupportsAMaViS-perlandAMaViS-Daemonversion

� Scanscompressedfiles

� (Auto) Updatablevia Internet

� A bit documented;)

2 Installation

2.1 Supportedplatforms

ClamAntivirus is preparedto install andrun without problemson the following
operatingsystems/ architectures(testedplatformsin brackets):

� GNU/Linux 2.2/2.4(All flavours,Intel/SPARC)

1ClamAntivirus is developedonDebianGNU/Linux
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� Solaris2.6/7/8(Intel/SPARC)

� FreeBSD4.5(Intel/Alpha)

� OpenBSD3.0/3.1(Intel)

� MacOSX

� CobaltMIPSboxes(RAQ1,RAQ2,QUBE2)

� Cygwin B20 (Windows98)

Thesesystemsaredetectedduring installationprocessandrequiredoptionsare
set.If youhaverunClamAntivirusonothersystems,pleaselet meknow. If your
systemrequiressomechanges,pleaselook atconfigure.in file.

2.2 Curr ent versions

As from version0.15,ClamAntivirushasnew home:

http://clamav.elektrapro.com

sponsoredby:

2.3 Binary packages

Thereareavailablehigh quality debandrpm packagesfor Linux. Debianpack-
ageis maintainedby MagnusEkdahl, and you may find it on debianmirrors,
look at http://www.debian.org. RPM packageis maintainedby Arkadiusz
Miskiewicz and is distributedwith Polish(ed)Linux Distribution (ftp://ftp.
pld.org.pl).

2.4 Installation

Pleasereadthe README file in currentversion,becauseit probablycontains
someimportantreleasenotes.If youareinstallingCA for thefirst time,you have
to addnew userandgroupto system- clamav: 2

2Cygwinnote:If you don’t have /etc/passwd,youdon’t needclamavuser/group.
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# groupadd clamav
# useradd -g clamav -s /bin/false -c "Clam Antivirus" clamav

The above methodworks in Linux andSolaris,if you don’t have groupadd,
useraddpleasecontactyour systemmanualsectionaboutcreatingnew usersand
groups.If you arenot systemadministrator, andwon’t beusingClamAntivirus
in superusermode,youmayomit thisstepwith option–disable-clamavpassedto
configure:

$ ./configure --disable-clamav

Thisdisablestestfor clamavuserandgroup.ClamAntivirusstill requiresclamav
for superusermode. Pleasedon’t set password on this account. This must be
normal,unprivilegeduser. Don’t addit to any specialgroups.

Hint: If your systemusesquotasit’ s goodideato setbiggerquotaon this ac-
count.clamscanwill extractcompressedfilesto temporarydirectory(default /tmp
or userselected)with clamavpriviledges.I stronglyadviseyou usingfilesystem
quotafor clamavif you want to avoid securityproblems.Someprotectionshave
beenimplementedin 0.14,checkclamscan(1)manualfor details.

After this,extractthearchive (youprobablydid this, if youarereadingthisdocu-
mentation),configureandcompile:

$ tar zxpvf clamav-x.yz.tar.gz
$ cd clamav-x.yz
$ ./configure; make
$ su -c "make install"

That’sall !

WARNING: Never setSUID/SGID bit on Clam Anti virus programs.

2.5 Testing

Ok. Let’sdo sometests.Try to scanrecursively sourcedirectory:

$ clamscan -r -l scan.txt clam-x.yz

It shouldfind onevirus in clam-x.yz/test/eicar.comfile. You maycheckit in cre-
atedlog - scan.txt.You may readmoreabout clamscanoptions in clamscan(1)
manual. 3

3Pleaserunmanclamscan



CLAM ANTIVIR US: USERMANUAL 4

2.6 Setting up auto-updating

freshclamis a tool, which automatesvirus databaseupdateprocessfor ClamAn-
tivirus. You will find moreinformationsaboutit in section3.3. It maybeusedin
two ways:

� interactive - from commandline

� asdaemon- worksalone,silently

Run freshclam(as root) without any parameters to check is it working cor-
rectly. If everythingis ok, createlog file in /var/logwhich is ownedby clamav:

# touch /var/log/clam-update.log
# chmod 644 /var/log/clam-update.log
# chown clamav /var/log/clam-update.log

Now, youmayrun freshclamasa deamon:

# freshclam -d -c 2 -l /var/log/clam-update.log

It will checkfor the new database2 timeson day. Pleaseaddthis line to your
startupscripts.Theotherway is to usecrondaemon.Youhave to addsimilar line
to crontabof root or clamav:

0 8 * * * /usr/local/bin/freshclam --quiet -l /var/log/clam-update.log

It will checkfor thenew databasedaily at 8 am.

2.7 AMaViS - ”Next Generation”

This is prefered. AMaViS-ng is a rewritten, more modularversionof amavis-
perl/amavisd,developedby Hilko Bengen.Youmayfind it on:

http://sourceforge.net/projects/amavis

Pleasedownloadthe newestversion(at least0.1.3). After installation(which is
quiteeasy),pleaseuncommentthefollowing line in amavis.conf:

virus-scanner = CLAM

andeventuallychangepathto clamscanin [CLAM] section:
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[CLAM]

clamscan = /usr/local/bin/clamscan

2.8 Support for AMaViS-perl

Thefirst thing youneedis amavis-perl-11.tar.gzfrom http://amavis.org, then

$ tar zxpvf amavis-perl-11.tar.gz
$ cp clam-x.yz/support/amavis/clamavis.patch amavis-perl-11
$ cd amavis-perl-11
$ patch -p1 < clamavis.patch
$ find . -exec touch 01010000 {} \;

Now pleasedo standardAMaViS installation.

Hint: AMaViS will useclamscanwith standardoptions,which shouldwork on
all systems.If you want to addotheroptions(eg. decompression,limits) please
edit file /usr/sbin/amavisafterinstallation.

2.9 Support for AMaViS-Daemonversion

Theinstallationissimilartoabove,but thepatchis locatedatclam-x.yz/support/amavisd/clamavisd.patch
andit’ sagainstamavisd-snapshot-20020300.

2.10 Installation problems

Youshouldn’t haveany problemswith installationof ClamAntivirus. I think, that
only problemyou may occur is POSIX threadssupport,becausesomesystems
lackspthreadssupport. Clam Antivirus installationprocessdetectspresenceof
pthreadlibrary andenablesor disablesPOSIXthreadssupport.But your system
maybebroken,sopleasetry thefollowing configureoption:

$ ./configure --disable-pthreads

If it doesn’t help,pleasecontactme.
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3 Usage

3.1 Ar chivesand compressedfiles

ClamAntivirussupportsmany popularcompressors.It usesexternalprogramfor
eachformat. It doesn’t havebuilt-in codedueto licencesandnumberof formats.
If scannerruns with superuserpri viledgesunpackers are executedwith cla-
mav pri viledges,what makesClam Anti virus far more secure. It alsocares,
thatclamavhasreadaccessto all scannedcompressedfiles. You should enable
recursivescanningwith -r option (–recursive), if you want to scanall contents
of archives(with subdirectories), alsoall archivesin archiveswill berecursively
scanned- just everything. If files in archivesarevirus free the archive itself is
scanned- just for prevention(it may not be an archive). Pleaselook at options
below, eachoptionhasoptionalargument- absolutepathto unpacker. If it can’t
befoundin $PATH pleasesupplyit. BecauseClamAntivirususesstandard GNU
optionsformat, in the long optionswith optionalargumentsyoumust remember
about � betweenoptionandargument.Sotheproperwayto supplyoptionalar-
gumentis for example–unzip=/path/to/unzip.

–unzip: zip is mostpopularcompressionformat.With thisoptionall zippedfiles
arescanned.If you turn on this optionwithout argument,unzipprogramwill be
searchedin $PATH. ClamAntiviruswastestedwith UnZip5.41of 16April 2000,
by Info-ZIP.

–unrar: Testedwith UNRAR2.50freeware.

–unace: It usesoptionssupportedby UNACEv1.2publicversion, not tested,but
shouldwork.

–unarj: Testedwith UNARJ(Demoversion)2.41a.

–zoo: Testedwith zoo2.1.

–lha: Testedwith LHa for Unix V 1.14e.

–jar: CA usesunzipfor .jar files. Testedwith UnZip 5.41of 16 April 2000,by
Info-ZIP.

–tar: This option supportsnon-compressedarchives. Testedwith GNU tar
1.13.17.

–tgz: Thisoptionsupports.tar.gzand.tgzfiles. YouneedGNUtar, onnon-Linux
systemyou probablyhave it asgtar andif this is in $PATH just use–tgz=gtaror
supplyfull pathto this file asanargument.
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3.2 Output format

clamscanwritesall messages(only helpis written to stdout by default) to stderr.
In somesituationsyou maywant to redirectit to stdout with –stdout. stdoutin
contrastto stderr is buffered,that’s why clamscanflushesthis buffer after each
message,to preventcreatingtrasheson output. During scanningit writes some-
thing like this:

/TEST/test: OK
/TEST/Makefile: OK
/TEST/getopt.c: OK
/TEST/virfile: Phantom #1 FOUND

If virusfound,it’ snameis printedbetweenfilename:andFOUND. If file contains
moreviruses,notationis thesame.If you areusingthreads,thevirus namesare
notprinted,justsamefilename:FOUND. Theexamplebelow showsscanningzip
files in currentdirectory(/TEST), with commandclamscan-r –unzip:

Archive: /TEST/virii.zip
extracting: ph
inflating: others.c
inflating: others.h

extracting: vir.zip
/tmp/a85793d0a566631f/ph: Phantom #1 FOUND
/tmp/a85793d0a566631f/others.c: OK
/tmp/a85793d0a566631f/others.h: OK
Archive: /tmp/a85793d0a566631f/vir.zip
extracting: nan
inflating: options.c
inflating: options.h

/tmp/0521ea0370ad3c49/anke: OK
/tmp/0521ea0370ad3c49/options.c: OK
/tmp/0521ea0370ad3c49/options.h: OK
/tmp/a85793d0a566631f/vir.zip: OK
/TEST/virii.zip: Infected Archive FOUND

As you cansee,zip file insidethe zip file wasscanned.If virus is found in
(compressed)archive,it’ snoticedwith InfectedArchive. Infectedarchivesarenot
countedasinfectedfiles - just files in themare. After scanningyou shouldsee
Scansummary(it maybedisabledwith –disable-summary. It lookslike:
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----------- SCAN SUMMARY -----------
Known viruses: 1751
Scanned directories: 5
Scanned files: 60
Infected files: 2
Found viruses: 9
I/O buffer size: 131072 bytes
Time: 1.692 sec

3.3 FreshClam

freshclamutility is thedefaultdatabaseupdaterfor ClamAntivirus. Mostantivirus
programsfor Unix doesn’t provide suchprogramsand there are shell scripts,
which updatestheir databases.freshclamis somethingmore. It works in two
modes- from commandline andasdaemon.Whenstartedby superuserit drops
priviledges,by default it works as clamav. freshclamcaresaboutsecurity- it
downloadsMD5 checksumandthedatabasefrom anotherservers. MD5 check-
sumhastwo functions- it guaranteesdatabaseconsistityandallows to compare
local databasewith Internetversion. More informationaboutusageof this pro-
gramyouwill find in fr eshclam(1)manual.

4 Resolvingproblems

4.1 Return codes

Returncodesarevery useful,expecially in systemscripts. You may checkthe
returncodefrom clamscan, by runningfollowingcommanddirectlyafterscanner:

$ echo $?

Hereis a list of returncodesfrom clamscan:

0: No viruswasfoundin filesystem.

1: Virus(es)detected.

40: Unknown optionwaspassedto clamscan. Pleasecheckclamscan–helpor
manualpagefor availableoptions.

50: Problemwith initialization of virus database.Probablyit doesn’t exist in
default placeor wrongfile waspassedto –database.
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51: Wrongnumberof threadswaspassedto –threads. It mustbea naturalnum-
ber

�
0.

52: Not supportedfile type. Scannersupportsregularfiles,directoriesandsym-
links.

53: Can’t opendirectory.

54: Can’t openfile.4

55: Error readingfile. Probablymediumyouarereadingis broken.4

56: Can’t stat input file or directory. File / directoryyou want to scandoesn’t
exist.

57: Can’t getabsolutepathnameof currentworkingdirectory. Yourcurrentpath-
nameis longerthen200characters.Whenclamscanis startedwithout input file /
directoryit scanscurrentdirectory. For somereasonsit needsabsolutepathname,
thebuffer is hardcodedto 200charactersandit shouldbesufficient.

60: Can’t get informationaboutuserclamav. Userclamav(default unprivileged
user)doesn’t exist in /etc/passwd.

61: Can’t fork. Can’t createnew process,pleasecheckyour limits.

62: Can’t executeselectedunpacker. You selectedprogramthatdoesn’t exist or
you don’t havepermissionsto executeit.

70: Can’t allocateandclearmemory. This is critical error, pleasecheckyour
system.

71: Can’t allocatememory. Look above.

5 Technicals

5.1 Security

This antivirus caresaboutsecurity. Dangerousoperations(suchas extracting,
temporaryfile creation,unlink() operations)areexecutedwith clamavpriviledges.
But there are no programswithout bugs. This is youngprojectandeverything
is possible. In someplacesit usessnprintf() function, someolder systems(C
libraries)doesn’t checkthebuffer lengthin this function.Thisexapleshows, that
youshouldcheckyoursystemfirst. NeversetSUID/SGIDbitsonClamAntivirus
programs.If SUID bit is setandclamscanis ownedby root, every file in system
maybemodifiedwith –log option. Normalusersmayuseclamscanto scantheir

4Only in one-filemode(in recursivemodethoseerrorsareignored)
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files,otherfilesshouldn’t interestthem.

5.2 Virus databasestructur es

Virus databaseloaderis placedin readdb.c. Eachvirus patternis representedby
following structure:

struct signature {
char *pattern;
int pattlen;
int flag;
char *virname;
struct signature *next;

};

All patternsare decodedduring loading. Structuresare connectedinto linked
lists. The array struct signature **sigtab handlespointersto that linked lists,
characterizedby codeof first signof viruspattern.

5.3 Thr eads

Clam Antivirus usesPOSIX threads.Thereis a threadscan()function, you can
find it in treewalk.c. Threadsarecreatedin thejoinablestate
(PTHREAD CREATE JOINABLE, default). If programis startedin superuser
mode,the realtimeschedulingpolicy SCHED FIFO is turnedon. Eachthread
readsfiles list, aslong asvalueof stopperis false.Threadsaresynchronizedby
semaphore, modificationof list is protectedby mutex.

5.4 Signals

Thereareno propersignalshandlingrutinesnow. Only in compressionmodeall
signalsareblockedbecauseof somefilesystemoperations.This will befixed in
thefuture,but isn’t very importantnow, somaywait sometime.

5.5 Besteditor ;)

TheentireClamAntiviruswaswritten in VIM (Vi IMproved)editor. Youmayget
it from http://www.vim.org
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� Dr Zbigniew Szewczak<zssz@mat.uni.torun.pl> - ideas,suggestions
andspenttimeon discussingsomeaspectsof CA.

� Troy Wollenslegel <troy@intranet.org> - found bug in handlinginac-
cessibledirectoriesin archives.

� Andoni Zubimendi<andoni@lpsat.net> - fix for segmentationfault in
0.12(NULL pointerdereference)

7 Author

Pleasebe patient. This is a free software, it will be muchbetterwith the each
release.If youhavesomequestions,feel freeto mail me.

TomaszKojm <zolw@konarski.edu.pl>


