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1 Intr oduction

Clam Antivirus wasbornin April '2002. It usesdatabasdrom OpenAntvirus,
which is anotherfree antwirus project. Clam Antivirus waswritten from scratch
in a periodof onemonth (first public available version). | hope,it will be still
developed.! OpenAntiirusis agoodproject,but it supportsonly Java andlacks
commandine scannerThat'swhy CA in thefirst stageis scanneiminded.

1.1 Features
e GNUGPL

e POSIXcompliant,portable

e Secure

e Fairly fast

e Multithreaded

e Simpleto installanduse

e Detectsover 1700viruses,evensomepopularLinux worms
e Supportedby AMaViS - "Next Generation”

e SupportsAMaViS-perlandAMaViS-Daemorversion

e Scanxompressefiles

(Auto) Updatablevia Internet

A bit documented)

2 Installation

2.1 Supported platforms

Clam Antivirus is preparedo install andrun without problemson the following
operatingsystemg architecturegtestedplatformsin braclets):

e GNU/Linux 2.2/2.4(All flavours,Intel/SFARC)

1ClamAntivirus is developedon DebianGNU/Linux
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e Solaris2.6/7/8(Intel/SFARC)

FreeBSD4.5 (Intel/Alpha)

OpenBSD3.0/3.1(Intel)
Mac OS X

CobaltMIPS boxes(RAQ1,RAQ2, QUBE?2)

Cygwin B20 (Windows 98)

Thesesystemsare detectedduring installationprocessand requiredoptionsare
set.If youhave run ClamAntivirus on othersystemspleasdet meknow. If your
systenrequiressomechangespleasdook at configue.in file.

2.2 Currentversions

As from version0.15,Clam Antivirus hasnex home:

http://clamav. el ekt rapro.com

ALEREENTRD

Hosting & Internet soiutions

sponsoredby:

2.3 Binary packages

Thereareavailable high quality debandrpm packagegor Linux. Debianpack-
ageis maintainedby MagnusEkdahl, and you may find it on debianmirrors,
look at http://ww. debi an. org. RPM packagels maintainedby Arkadiusz
Miskiewicz andis distributedwith Polish(ed)Linux Distribution (ftp://ftp.

pld.org.pl).

2.4 Installation

Pleasereadthe README file in currentversion,becauset probablycontains
someimportantreleasenotes.If you areinstalling CA for thefirst time, you have
to addnew userandgroupto system- clamav 2

2Cygwin note: If you don't have /etc/passwdyou don't needclamavuser/group.
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# groupadd cl amav
# useradd -g clamav -s /bin/false -c¢ "Clam Antivirus" clamav

The abore methodworks in Linux and Solaris,if you don't have groupadd,
useladd pleasecontactyour systemmanualsectionaboutcreatingnewv usersand
groups. If you arenot systemadministratorandwon’t be using Clam Antivirus
in superusemode,you may omit this stepwith option—disable-clamaypassedo
configure:

$ ./configure --disable-clamav

This disabledestfor clamavuserandgroup.ClamAntivirus still requiresclamav
for superusemode. Pleasedont setpassverd on this account. This mustbe
normal,unprivilegeduser Don't addit to ary specialgroups.

Hint: If your systemusesguotast’s goodideato setbiggerquotaon this ac-
count.clamscarwill extractcompressetllesto temporarydirectory(default/tmp
or userselectedwith clamavpriviledges.| stronglyadviseyou usingfilesystem
guotafor clamavif youwantto avoid securityproblems.Someprotectionshave
beenimplementedn 0.14,checkclamscan(1)manualfor details.

After this, extractthearchve (you probablydid this, if you arereadingthis docu-
mentation) configureandcompile:

$ tar zxpvf clamav-x.yz.tar.gz
$ cd clamav-x.yz

$ ./configure; make

$ su -c "make install"

That'sall !
WARNING: Never setSUID/SGID bit on Clam Antivirus programs.

2.5 Testing

Ok. Let’'sdo sometests.Try to scanrecursvely sourcedirectory:
$ clanscan -r -| scan.txt clamx.yz

It shouldfind onevirusin clam-x.yz/test/eicacomfile. You may checkit in cre-
atedlog - scan.txt.You may readmore about clamscanoptionsin clamscan(1)
manual. 3

3pleaseun manclamscan
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2.6 Setting up auto-updating

freshclams atool, which automatewirus databaseipdateprocesgor ClamAn-
tivirus. You will find moreinformationsaboutit in section3.3. It maybeusedin
two ways:

e interactve - from commandine
e asdaemon worksalone,silently

Run freshclam (as root) without any parametersto checkis it working cor-
rectly. If everythingis ok, creatdogfile in /var/logwhichis ownedby clamav

# touch /var/log/clamupdate.log
# chnod 644 /var/log/cl amupdate.|og
# chown clamav /var/|og/cl am update. | og

Now, youmayrun freshclamasa deamon:

# freshclam-d -c 2 -1 /var/log/clamupdate. | og

It will checkfor the new database timeson day Pleaseaddthis line to your
startupscripts.Theotherway is to usecron daemon.You have to addsimilar line
to crontabof root or clamav:

0 8* * * [usr/local/bin/freshclam--quiet -1 /var/log/clamupdate.|og

It will checkfor the new databaselaily at8 am.

2.7 AMaViS - "Next Generation”

This is prefered. AMaViS-ng is a rewritten, more modularversionof amavis-
perl/amaisd, developedby Hilko Bengen.You mayfind it on:

http://sourceforge.net/projects/amavis

Pleasadownloadthe newvestversion(at least0.1.3). After installation(which is
quite easy) pleasauncommenthefollowing line in amavis.conf:

vi rus-scanner = CLAM

andeventuallychangepathto clamscann [CLAM] section:
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[CQLAM

cl anscan = /usr/local /bin/clanscan

2.8 Support for AMaV iS-perl

Thefirst thing you needis amavis-perl-11.taigzfrom ht t p: / / amavi s. or g, then

$ tar zxpvf amavis-perl-11.tar.gz

$ cp clamx.yz/ support/amavi s/ cl amavi s. pat ch amavi s-perl-11
$ cd amavis-perl-11

$ patch -pl < clamavis. patch

$ find . -exec touch 01010000 {} \;

Now pleasedo standardAMaViS installation.

Hint: AMaViS will useclamscarwith standardoptions,which shouldwork on
all systems.If you wantto addotheroptions(eg. decompressiorimits) please
editfile /usr/sbin/amavisfterinstallation.

2.9 Support for AMaV iS-Daemonversion

Theinstallationis similarto above, but thepatchis locatedatclam-x.yz/support/amavisd/clamavisd.|
andit’ s againsiamavisd-snapshot-20020300.

2.10 Installation problems

You shouldnt have ary problemswith installationof ClamAntivirus. | think, that
only problemyou may occuris POSIX threadssupport,becausesomesystems
lacks pthreadssupport. Clam Antivirus installationprocessdetectspresenceof
pthreadibrary andenablesor disablesPOSIXthreadssupport.But your system
may be broken,sopleasery thefollowing configureoption:

$ ./configure --disabl e-pthreads

If it doesnt help, pleasecontactme.
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3 Usage

3.1 Archivesand compressediles

Clam Antivirus supportsnary popularcompressordt usesexternalprogramfor
eachformat. It doesnt have built-in codedueto licencesandnumberof formats.
If scannerruns with superuserpriviledgesunpackers are executedwith cla-
mav priviledges,what makesClam Antivirus far more secuee. It alsocares,
thatclamavhasreadaccesgo all scannecompressefdiles. You should enable
recursive scanningwith -r option (—recursiw), if youwant to scanall contents
of archives(with subdirectories) alsoall archvesin archiveswill berecursvely
scanned just everything. If files in archvesarevirus free the archie itself is
scanned just for prevention (it may not be an archve). Pleasdook at options
below, eachoption hasoptionalalgument- absolutepathto unpacler. If it cant
befoundin $PATH pleasesupplyit. BecauseClam Antivirususesstandad GNU
optionsformat, in the long optionswith optional argumentsyou mustremember
about= betweeroptionandargument.Sothe properwayto supplyoptional ar-
guments for example—unzip=/pathto/unzip.

—unzip: zip is mostpopularcompressiotfiormat. With this optionall zippedfiles
arescannedIf you turn on this option without algument,unzipprogramwill be
searchedn $PATH. ClamAntivirus wastestedwith UnZip 5.410f 16 April 2000,
by Info-ZIP.

—unrar; Testedwith UNRAR2.50freavare.

—unace: It usesoptionssupportedy UNACE v1.2public version nottested put
shouldwork.

—unarj: Testedwith UNARJ(Demoversion)2.41a
—z00: Testedwith zoo2.1
—lha: Testedwith LHa for Unix V 1.14e

—jar:  CA usesunzipfor .jar files. Testedwith UnZip 5.410f 16 April 2000,by
Info-ZIP.

—tar:  This option supportsnon-compressedrchives. Testedwith GNU tar
1.13.17

—tgz: Thisoptionsupportstargzand.tgzfiles. YouneedGNUtar, onnon-Linux
systemyou probablyhave it asgtar andif thisis in $PATH just use—tgz=gtaror
supplyfull pathto thisfile asanargument.
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3.2 Output format

clamscarnwritesall messageonly helpis written to stdout by default) to stderr.
In somesituationsyou may wantto redirectit to stdout with —stdout stdoutin
contrastto stderr is buffered, that’'s why clamscanflushesthis buffer after each
messageto preventcreatingtrasheson output. During scanningt writes some-
thing like this:

| TEST/test: K

| TEST/ Makefile: OK

| TEST/ getopt.c: K

[ TEST/virfile: Phantom #1 FOUND

If virusfound,it’snameis printedbetweerfilename:andFOUND. If file contains
moreviruses,notationis the same.If you areusingthreadsthe virus namesare
notprinted,just samefilename:FOUND. The examplebelon shovs scanningzip

filesin currentdirectory(/TEST), with commandclamscanr —unzip

Archive: [TEST/virii.zip
extracting: ph
inflating: others.c
inflating: others.h
extracting: vir.zip
[t mp/ a85793d0a566631f / ph: Phant om #1 FOUND
[ tnp/ a85793d0a566631f / ot hers.c: K
[ tnp/ a85793d0a566631f/ ot hers. h: K
Archive: /tnp/a85793d0a566631f/vir. zip
extracting: nan
inflating: options.c
inflating: options.h
/[ tnp/ 0521ea0370ad3c49/ anke: K
[ tnp/ 0521ea0370ad3c49/ options.c. K
[t mp/ 0521ea0370ad3c49/ options. h: K
[t mp/ a85793d0a566631f /vir.zip: K
| TEST/virii.zip: Infected Archive FOUND

As you cansee,zip file insidethe zip file wasscanned.If virus is foundin
(compressedarchie, it’ snoticedwith InfectedArchive Infectedarchivesarenot
countedasinfectedfiles - just files in themare. After scanningyou shouldsee
Scansummary(it maybedisabledwith —disable-summaryit lookslik e:
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----------- SCAN SUMARY -----------
Known viruses: 1751

Scanned directories: 5

Scanned files: 60

Infected files: 2

Found viruses: 9

[/0 buffer size: 131072 bytes

Tine: 1.692 sec

3.3 FreshClam

freshclamutility is thedefaultdatabasepdatefor ClamAntivirus. Mostantivirus
programsfor Unix doesnt provide such programsand there are shell scripts,
which updatestheir databases freshclamis somethingmore. It works in two

modes- from commandine andasdaemon.Whenstartedoy superuseit drops
priviledges,by default it works asclamav freshclamcaresaboutsecurity- it

downloadsMD5 checksumandthe databasdérom anotherseners. MD5 check-
sumhastwo functions- it guaranteeslatabaseonsistityandallows to compare
local databasavith Internetversion. More information aboutusageof this pro-

gramyouwill find in freshclam(1)manual.

4 Resolvingproblems

4.1 Return codes

Returncodesare very useful, expecially in systemscripts. You may checkthe
returncodefrom clamscanby runningfollowing commandlirectly afterscanner:

$ echo $?

Hereis alist of returncodesfrom clamscan

0: No viruswasfoundin filesystem.
1. Virus(es)detected.

40: Unknown optionwaspassedo clamscan Pleasecheckclamscan-helpor
manualpagefor availableoptions.

50: Problemwith initialization of virus database.Probablyit doesnt exist in
default placeor wrongfile waspassedo —database
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51: Wrongnumberof threadsvaspassedo —threads It mustbe a naturalnum-
ber> 0.

52: Not supportedile type. Scannesupportsegularfiles, directoriesandsym-
links.

53: Cant opendirectory
54: Cant openfile.
55: Errorreadingfile. Probablymediumyou arereadingis broken.#

56: Cant statinput file or directory File / directoryyou wantto scandoesnt
exist.

57. Cant getabsolutepathnamef currentworkingdirectory Your currentpath-
nameis longerthen200 charactersWhenclamscaris startedwithoutinputfile /
directoryit scanscurrentdirectory For somereasonst needsabsolutepathname,
thebuffer is hardcodedo 200 characterandit shouldbe sufficient.

60: Cant getinformationaboutuserclamav Userclamav(default unpriileged
user)doesnt exist in /etc/passwd.

61: Cantfork. Cant createnew processpleasecheckyour limits.

62: Cant executeselectedunpacler. You selectedprogramthatdoesnt exist or
you don't have permissiongo executeit.

70: Cant allocateandclearmemory This is critical error, pleasecheckyour
system.

71. Cant allocatememory Look above.

5 Technicals

5.1 Security

This antvirus caresaboutsecurity Dangerousoperations(such as extracting,
temporaryfile creationunlink() operationsareexecutedwith clamavpriviledges.
But there are no programswithout bugs. Thisis youngprojectandeverything
is possible. In someplacesit usessnprintf() function, someolder systems(C
libraries)doesnt checkthe buffer lengthin this function. This exapleshows, that
you shouldcheckyour systenfirst. Never setSUID/SGIDbits on ClamAntivirus
programs.If SUID bit is setandclamscans ownedby root, everyfile in system
may be modifiedwith —log option. Normalusersmay useclamscarto scantheir

40nly in one-filemode(in recursve modethoseerrorsareignored)
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files, otherfiles shouldnt interestthem.

5.2 Virus databasestructures

Virus databaséoaderis placedin readdbc. Eachvirus patternis representedy
following structure:

struct signature {
char *pattern;
int pattlen;
int flag;
char *virnane;
struct signature *next;

};

All patternsare decodedduring loading. Structuresare connectednto linked
lists. The array struct signatue **sigtab handlespointersto that linked lists,
characterizedby codeof first signof virus pattern.

5.3 Threads

Clam Antivirus usesPOSIX threads. Thereis a threadscan(¥unction, you can
find it in treevalk.c Threadsarecreatedn thejoinablestate
(PTHREAD.CREATE_JOINABLE, default). If programis startedin superuser
mode, the realtime schedulingpolicy SCHED.FIFO is turnedon. Eachthread
readsfiles list, aslong asvalueof stopperis false. Threadsaresynchronizedy
semaphag, modificationof list is protectedoy mutex.

5.4 Signals

Thereareno propersignalshandlingrutinesnow. Only in compressiomrmodeall
signalsareblocked becausef somefilesystemoperations.This will befixedin
thefuture,butisn’t very importantnow, somaywait sometime.

5.5 Besteditor ;)

TheentireClamAntiviruswaswrittenin VIM (Vi IMproved)editor. Youmayget
it fromhttp://ww. vimorg
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